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IF YOU DO NOT AGREE TO THESE TERMS AND CONDITIONS DO NOT INSTALL
THE SOFTWARE. BY SELECTING "I ACCEPT", "OK", "CONTINUE", "YES" OR BY
INSTALLING OR USING THE SOFTWARE IN ANY WAY, YOU ARE INDICATING
YOUR COMPLETE UNDERSTANDING AND ACCEPTANCE OF THE TERMS OF
THIS AGREEMENT.

These Terms cover BitDefender Corporate Solutions and Services for Companies
licensed to you, including related documentation and any update and upgrade of the
applications delivered to you under the purchased license or any related service
agreement as defined in the documentation and any copy of these items.

This License Agreement is a legal agreement between you (either an individual or a
legal person) and SOFTWIN for use of SOFTWIN'’s software product identified above,
which includes computer software and services, and may include associated media,
printed materials, and "online" or electronic documentation (hereafter designated as
"BitDefender"), all of which are protected by international copyright laws and
international treaties. By installing, copying or using BitDefender, you agree to be
bound by the terms of this agreement. If you do not agree to the terms of this
agreement, do not install or use BitDefender.

BitDefender License. BitDefender is protected by copyright laws and international
copyright treaties, as well as other intellectual property laws and treaties. BitDefender
is licensed, not sold.

GRANT OF LICENSE. SOFTWIN hereby grants you and only you the following
non-exclusive, limited, non-transferable and royalty-bearing license to use BitDefender.

APPLICATION SOFTWARE. You may install and use BitDefender, on as many
computers as necessary with the limitation imposed by the total number of licensed
users. You may make one additional copy for back-up purpose.

SERVER USER LICENSE. This license applies to BitDefender software that provides
network services and can be installed on computers that provide network services.
You may install this software on as many computers as necessary within the limitation
imposed by the total number of users to which these computers provide network
services. This limitation refers to the total number of users that has to be less than or
equal to the number of users of the license.

DESKTOP USER LICENSE. This license applies to BitDefender software that can be
installed on a single computer and which does not provide network services. Each
primary user may install this software on a single computer and may make one
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additional copy for backup on a different device. The number of primary users allowed
is the number of the users of the license.

TERM OF LICENSE. The license granted hereunder shall commence on the purchasing
date of BitDefender and shall expire at the end of the period for which the license is
purchased.

UPGRADES. If BitDefender is labeled as an upgrade, you must be properly licensed
to use a product identified by SOFTWIN as being eligible for the upgrade in order to
use BitDefender. A BitDefender labeled as an upgrade replaces and/or supplements
the product that formed the basis for your eligibility for the upgrade. You may use the
resulting upgraded product only in accordance with the terms of this License
Agreement. If BitDefender is an upgrade of a component of a package of software
programs that you licensed as a single product, BitDefender may be used and
transferred only as part of that single product package and may not be separated for
use by more than the total number of licensed users. The terms and conditions of this
license replace and supersede any previous agreements that may have existed
between you and SOFTWIN regarding the original product or the resulting upgraded
product.

COPYRIGHT. All rights, titles and interest in and to BitDefender and all copyright rights
in and to BitDefender (including but not limited to any images, photographs, logos,
animations, video, audio, music, text, and "applets" incorporated into BitDefender),
the accompanying printed materials, and any copies of BitDefender are owned by
SOFTWIN. BitDefender is protected by copyright laws and international treaty
provisions. Therefore, you must treat BitDefender like any other copyrighted material.
You may not copy the printed materials accompanying BitDefender. You must produce
and include all copyright notices in their original form for all copies created irrespective
of the media or form in which BitDefender exists. You may not sub-license, rent, sell,
lease or share the BitDefender license. You may not reverse engineer, recompile,
disassemble, create derivative works, modify, translate, or make any attempt to discover
the source code for BitDefender.

LIMITED WARRANTY. SOFTWIN warrants that the media on which BitDefender is
distributed is free from defects for a period of thirty days from the date of delivery of
BitDefender to you. Your sole remedy for a breach of this warranty will be that
SOFTWIN, at its option, may replace the defective media upon receipt of the damaged
media, or refund the money you paid for BitDefender. SOFTWIN does not warrant
that BitDefender will be uninterrupted or error free or that the errors will be corrected.
SOFTWIN does not warrant that BitDefender will meet your requirements.

EXCEPT AS EXPRESSLY SET FORTH IN THIS AGREEMENT, SOFTWIN DISCLAIMS
ALL OTHER WARRANTIES, EXPRESS OR IMPLIED, WITH RESPECT TO THE
PRODUCTS, ENHANCEMENTS, MAINTENANCE OR SUPPORT RELATED



THERETO, OR ANY OTHER MATERIALS (TANGIBLE OR INTANGIBLE) OR
SERVICES SUPPLIED BY HIM. SOFTWIN HEREBY EXPRESSLY DISCLAIMS ANY
IMPLIED WARRANTIES AND CONDITIONS, INCLUDING, WITHOUT LIMITATION,
THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, TITLE, NON INTERFERENCE, ACCURACY OF DATA,
ACCURACY OF INFORMATIONAL CONTENT, SYSTEM INTEGRATION, AND NON
INFRINGEMENT OF THIRD PARTY RIGHTS BY FILTERING, DISABLING, OR
REMOVING SUCH THIRD PARTY’S SOFTWARE, SPYWARE, ADWARE, COOKIES,
EMAILS, DOCUMENTS, ADVERTISEMENTS OR THE LIKE, WHETHER ARISING
BY STATUTE, LAW, COURSE OF DEALING, CUSTOM AND PRACTICE, OR TRADE
USAGE.

DISCLAIMER OF DAMAGES. Anyone using, testing, or evaluating BitDefender bears
all risk to the quality and performance of BitDefender. In no event shall SOFTWIN be
liable for any damages of any kind, including, without limitation, direct or indirect
damages arising out of the use, performance, or delivery of BitDefender, even if
SOFTWIN has been advised of the existence or possibility of such damages. SOME
STATES DO NOT ALLOW THE LIMITATION OR EXCLUSION OF LIABILITY FOR
INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE LIMITATION OR
EXCLUSION MAY NOT APPLY TO YOU. IN NO CASE SHALL SOFTWIN'S LIABILITY
EXCEED THE PURCHASE PRICE PAID BY YOU FOR BITDEFENDER. The
disclaimers and limitations set forth above will apply regardless of whether you accept
to use, evaluate, or test BitDefender.

IMPORTANT NOTICE TO USERS. THIS SOFTWARE IS NOT FAULT-TOLERANT
AND IS NOT DESIGNED OR INTENDED FOR USE IN ANY HAZARDOUS
ENVIRONMENT REQUIRING FAIL-SAFE PERFORMANCE OR OPERATION. THIS
SOFTWARE IS NOT FOR USE IN THE OPERATION OF AIRCRAFT NAVIGATION,
NUCLEAR FACILITIES, OR COMMUNICATION SYSTEMS, WEAPONS SYSTEMS,
DIRECT OR INDIRECT LIFE-SUPPORT SYSTEMS, AIR TRAFFIC CONTROL, OR
ANY APPLICATION OR INSTALLATION WHERE FAILURE COULD RESULT IN
DEATH, SEVERE PHYSICAL INJURY OR PROPERTY DAMAGE.

GENERAL. This Agreement will be governed by the laws of Romania and by
international copyright regulations and treaties. The exclusive jurisdiction and venue
to adjudicate any dispute arising out of these License Terms shall be of the courts of
Romania.

Prices, costs and fees for use of BitDefender are subject to change without prior notice
to you.

In the event of invalidity of any provision of this Agreement, the invalidity shall not
affect the validity of the remaining portions of this Agreement.

xi
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BitDefender and BitDefender logos are trademarks of SOFTWIN. All other trademarks
used in the product or in associated materials are the property of their respective
owners.

The license will terminate immediately without notice if you are in breach of any of its
terms and conditions. You shall not be entitled to a refund from SOFTWIN or any
resellers of BitDefender as a result of termination. The terms and conditions concerning
confidentiality and restrictions on use shall remain in force even after any termination.

SOFTWIN may revise these Terms at any time and the revised terms shall
automatically apply to the corresponding versions of the Software distributed with the
revised terms. If any part of these Terms is found void and unenforceable, it will not
affect the validity of rest of the Terms, which shall remain valid and enforceable.

In case of controversy or inconsistency between translations of these Terms to other
languages, the English version issued by SOFTWIN shall prevail.

Contact SOFTWIN, at 5, Fabrica de Glucoza street, 72322-Sector 2, Bucharest,
Romania, or at Tel No: 40-21-2330780 or Fax:40-21-2330763, e-mail address:

<office@bitdefender.com>.
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About BitDefender

1. Who is BitDefender?

1.1

BitDefender is a leading global provider of security solutions that satisfy the protection
requirements of today's computing environment. The company offers one of the
industry's fastest and most effective lines of security software, setting new standards
for threat prevention, timely detection and mitigation. BitDefender delivers products
and services to over 41 million home and corporate users in more than 180 countries.
BitDefender has offices in the United States, the United Kingdom, Germany, Spain
and Romania.

» Features antivirus, firewall, antispyware, antispam and parental control for corporate
and home users;

» The BitDefender range of products is intended to be implemented on complex IT
structures (work stations, file servers, mail servers, and gateway), on Windows,
Linux and FreeBSD platforms;

» Worldwide distribution, products available in 18 languages;

» Easy to use, with an installation wizard that guides users through the installation
process and only asks a few questions;

* Internationally certified products: Virus Bulletin, ICSA Labs, Checkmark, IST Prize,
etc;

* Round the clock customer care — the customer care team is available 24 hours, 7
days a week;

 Lightning fast response time to new computer attacks;
« Best detection rate;

» Hourly Internet updates of virus signatures - automatic or scheduled actions offering
protection against the newest viruses.

Why BitDefender?

Proven. Most reactive antivirus producer. BitDefender fast reactivity in case of
computer virus epidemic was confirmed beginning with the last outbreaks of CodeRed,
Nimda and Sircam, as well as Badtrans.B or other dangerous, fast-spreading malicious
codes. BitDefender was the first to provide antidotes against these codes and to make
them freely available on the Internet for all affected people. Now, with the continuous
expansion of the Klez virus - in various versions immediate antivirus protection has
become once more a critical need for any computer system.
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Innovative. Awarded for innovation by the European Commission and EuroCase.
BitDefender has been proclaimed a winner of the European IST-Prize, awarded by
the European Commission and by representatives of 18 academies in Europe. Now
in its eighth year, the European IST Prize is a reward for groundbreaking products
that represent the best of European innovation in information technology.

Comprehensive. Covers every single point of your network, providing complete
security. BitDefender security solutions for the corporate environment satisfy the
protection requirements of today's business environment, enabling management of
all complex threats that endanger a network, from a small local area to large
multi-server, multi-platform WAN's.

Your Ultimate Protection. The final frontier for any possible threat to your
computer system. As virus detection based on code analysis has not always offered
good results, BitDefender has implemented behavior based protection, providing
security against newborn malware.

These are the costs that organizations want to avoid and what the security products
are designed to prevent:

» Worm attacks

» Communication loss because of infected e-mails

* E-mail breakdown

» Cleaning and recovering systems

» Lost productivity experienced by end users because systems are not available
» Hacking and unauthorized access that causes damage

Some simultaneously developments and benefits can be accomplished by using
the BitDefender security suite:

* Increase network availability by stopping the spread of malicious code attacks (i.e.,
Nimda, Trojan horses, DDoS).

» Protect remote users from attacks.

* Reduce administrative costs and deploys rapidly with BitDefender Enterprise
management capabilities.

» Stop the spreading of malware through e-mail, using a BitDefender e-mail protection
at the company's gateway.Temporarily or permanently block unauthorized,
vulnerable, and expensive application connections.

Further information about BitDefender can be obtained by Vvisiting:
http://www.bitdefender.com.


http://www.bitdefender.com
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2. BitDefender Security for Exchange Installation

2.1. System Requirements

Before installing the product, make sure that your system meets the following minimum
system requirements:

Software

 Internet Explorer 6

» Exchange 2003 Standard or Enterprise or

» Exchange 2000 Standard or Enterprise SP1 or

* Exchange 5.5 SP3 + Windows NT 4.0 SP6 + MMC v1.2 / Windows 2000 SP4

Hardware

e Minimum Processor - Pentium Il 300 MHz

* 128 megabytes (MB) of RAM, 256 MB recommended or 256 megabytes (MB) of
RAM, 512 MB recommended for Exchange 2003

* Minimum hard disk space - 100MB (instalation only)

2.2. Installing the Product

Locate the setup file and double-click it. This will launch a wizard, which will guide you
through the setup process.

Before launching the setup wizard, BitDefender will check for newer versions of the
installation package. If a newer version is available, you will be prompted to download
it. Click Yes to download the newer version or No to continue installing the version
then available in the setup file.

BitDefender will also check if BitDefender Security for Exchange is already installed
on the local computer. If the same version as the one in the setup file is installed, you
will have to modify the existing configuration. If an older version is installed, the
installation process will continue as it should, with the only difference that the already
installed products will be re-installed (upgraded) by default.
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Installation Steps

Follow the next steps to install BitDefender Security for Exchange:

1. Click Next to continue or click Cancel if you want to quit installation.

2. Please read the License Agreement, select | accept the terms in the License
Agreement and click Next. If you do not agree to these terms click Cancel. The
installation process will be abandoned and you will exit setup.

3. You can see the list of all BitDefender products designed for Windows-based
servers.

Select BitDefender Security for Exchange, click the corresponding arrow and then
click Will be installed on local hard drive on the shortcut menu.
Note

You can also install other BitDefender products for Windows-based servers. Select
them as shown before. The items marked with a red cross will not be installed.
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Click Next.

Note

If BitDefender does not detect an MS Exchange Server installed on the local
computer, an error message will appear and the installation process will be cancelled.
Click OK&Finish to exit the wizard.

4. Click Next.

5. BitDefender Security for Exchange contains a dump management module that
allows creating dumps during product crashes. By agreeing to send the dumps to
the BitDefender Lab, you agree to help us find quick fixes for our bugs. You could
make a major contribution to the development of a stable product that satisfies your
needs. The dumps will only be used for debugging purposes. They will never be
used as commercial data or disclosed to third parties.

To send dumps to the BitDefender Lab, check | agree to submit dumps to the
BitDefender Lab and specify your e-mail address.

Click Next.

6. Check View Readme file if you want to open the readme file at the end of the
installation.

Click Install in order to begin the installation of the product.

Note
6 BitDefender will automatically detect your version of Microsoft Exchange Server.

7. Click Finish to complete product installation.

Note

You may be asked to restart your system so that the setup wizard can complete the
installation process.

2.3. Uninstalling or Repairing BitDefender

If you want to modify, repair or remove BitDefender Security for Exchange, follow
the path from the Windows start menu: Start — Programs — BitDefender Security
for Exchange — Modify, Repair or Uninstall.

You will be requested to confirm your choice by clicking Next. A new window will
appear where you can select:




BitDefender Security for Exchange

BitDefender Security for Exchange Installation

» Modify - to select new BitDefender products for Windows-based servers to add or
to select such currently installed products to remove.

* Repair - to re-install the product.

Important

Before repairing the product we recommend you to export the console settings and
the settings lists where possible (i.e. White / Black lists, Allow / Deny IP list, Sender
Blacklist). After the repair process is over you may reload them.

* Remove - to remove all installed components.

To continue setup, select either of the options listed above. We recommend that you
choose Remove for a clean re-installation.
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3. BitDefender Security for Exchange

3.1

3.2

Comprehensive protection for Exchange Servers

BitDefender Security for Exchange provides antivirus, antispyware, antispam,
antiphishing, attachment and content filtering seamlessly integrated with the MS
Exchange Server, to create a malware free messaging environment. It protects
Exchange servers against the latest most sophisticated malware and against attempts
to steal users’ confidential and valuable data.

Note

6 With MS Exchange 5.5 only antivirus protection is provided. For other features, we
recommend using it together with BitDefender Security for Mail Servers.

Key Benefits

* Increased productivity

* Reduced mail traffic

» E-mail protection against a wide range of malware
» High stability

» Ease of use and management

» Low resource/network impact

Key Features

» Superior antivirus protection

* Proactive heuristic protection against zero-day threats
» Multiple layers of anti-spam filtering

» Content and attachment filtering

» Antispyware and antiphishing protection

» Detailed reports and statistics

* Intuitive program interface

» Centralized management software compatibility

13
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3.3. BitDefender Advanced Technologies

3.4

B-HAVE. BitDefender Security for Exchange includes B-HAVE, a patent pending
technology which analyzes the behavior of potentially malicious codes, inside a virtual
computer, eliminating false positives and significantly increasing detection rates for
new and unknown malware.

Image Spam Filter. BitDefender offers a more accurate image filter which, instead
of analyzing the text within image spam messages, learns the common characteristics
of those images in point of color content and proportions. The result: less false positives
and lower spam traffic.

NeuNet Filter. To better deal with new spam, the BitDefender Lab has created NeuNet,
a powerful antispam filter. Inside the Antispam Lab, NeuNet is pre-trained on a series
of spam messages so that it learns to recognize new spam by perceiving its similarities
with the messages it has already examined.

Certified Antivirus Engines. BitDefender’s award winning scan engines featuring
the B-HAVE technology have been recognized by ICSA Labs, Virus Bulletin and
Checkmark to provide the most proactive antivirus protection available.

Core Functionalities

Blocks Infected Messages. BitDefender Security for Exchange fights e-mail-borne
malware by filtering and blocking messages that carry a virus, spyware, Trojan,
backdoor or other potentially dangerous active codes.

Optimized for Exchange. The product is deeply integrated with MS Exchange using
its VSAPI technology. It offers advanced e-mail filtering without affecting server
performance or the e-mail traffic.

Enhanced Protection. Organizations with several mail servers can have a gateway
server that receives mail directly from the Internet and distributes it to the other servers.
Messages routed by the gateway Exchange Server 2003 are scanned at transport
level by BitDefender Security for Exchange so that the mail reaching users of the
internal servers is free from malware. As a result, internal server resources are saved
and the entire messaging environment is provided with an additional defense layer.

Safe Messaging Environment. The SMTP Service integrated filter blocks threats
before they can enter/leave the Exchange server. Mails are scanned at the point they
enter/leave the server so that the messaging environment is free from malware at all
times. This type of protection has a wider span as it also keeps the external recipients
of the filtered mail (customers, partners, friends) safe from malware. The product is
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light on mail server resources and the inbound or outbound mail traffic poses no threat
at all for the messaging environment of your company or of your partners’ company.

Highly Efficient Antispam Filtering. Connection and protocol filters such as the
Allow/Deny IP List and Sender Black List are just two instances of the product’s
multi-layered antispam protection system. E-mails that pass first level filters undergo
content analysis at the central dispatcher, which decides what product filters to use
so as to accurately classify messages as spam, phishing or legitimate.

Proactive Phishing Detection. The anti-phishing technology detects illegal attempts
to copy the “look and feel” of authentic messages intended to trick the user into sending
confidential data to a particular recipient.

Spyware protection. A comprehensive signature database and heuristic spyware
detection help protect against spyware and avoid the theft of confidential and valuable
data.

WBL (White List/ Blacklist) Support. The administrator can set a list of trusted and
untrusted addresses based on which to respectively “always accept” or “always reject”
mail.

Real-time Blackhole List Filter. The RBL filter identifies spam based on mail servers’
reputation as spam senders.

Bayesian Antispam Filter. Users can train the Bayesian Filter to identify spam by
allowing it to learn to discern between spam and legit mail based on specific examples
from their mailboxes.

Configurable Antispam Filter Sensitivity. The administrator can adapt the antispam
filter’s sensitivity by setting very demanding or relaxed thresholds for each user group.

IP Match. E-mails with spoofed headers no longer fool the White List filter because
each e-mail domain is matched to a particular IP address so that messages with
non-matching IP addresses are rejected.

Automatic Redirection of Spam to Junk Folder. The Exchange SCL integration
along with MS Intelligent Message Filter allows spam mails to be redirected to the
Exchange 2003 user’s Junk Folder.

Content and Attachment Filtering. A set of rules can be configured to prevent
malicious and offensive content/attachments from entering the company.

User and Group Policies. Antivirus, antispam, content and attachment filtering
policies can be defined for different users and groups, allowing system administrators
to filter mail traffic in a more flexible manner.

15
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3.5. Increased Usability

3.6

Reports and Statistics. A comprehensive database related to the product’s activity
allows generating detailed statistics and reports to help system administrators monitor
the mail server.

Remote Management. Server protection can be remotely configured by simply
installing the management console on one computer inside the network.

Centralized Management. BitDefender Security for Exchange is compatible with
BitDefender Enterprise Manager, allowing organizations to centrally manage antivirus
protection and security policies inside complex networks.

Instant Warning Messages. If a virus is detected, detailed warning messages are
instantaneously sent to the network security and management staff.

Quarantine Management. Dangerous or restricted mails going through the antivirus,
antispam, content and attachment filtering modules can be isolated in a quarantine
zone where the system administrator can deal with them at will.

Services

Advanced Update System. For permanent server protection, the product receives
the latest updates and patches based on four configurable technologies: on-demand,
scheduled, automatic and pushed.

Update Pushing. The latest virus signatures are “pushed” to your servers the second
they become available instead of waiting for the next scheduled update, further reducing
the threat presented by new viruses.

Product Update. Product fixes and enhancements can be downloaded automatically.
Alerts are sent upon the release of new versions and the administrator can decide
when to install them.

Upgrades. Registered users benefit from free upgrades to any new version of the
product during the license period. Special price offers are also available to returning
customers.

Free 24/7 Professional Technical Support. Certified representatives provide
BitDefender business customers with free permanent support online, by telephone or
e-mail. This is supplemented by an online database with answers to Frequently Asked
Questions and fixes for common issues.
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4. Core Modules

4.1

The core functionalities of BitDefender Security for Exchange are defined by 4
modules: Antivirus, Antispam, Content Filtering and Attachment Filtering.

Antivirus Module

BitDefender protects the Exchange server from viruses, spyware and other malware
by scanning the messages in users’ mailboxes and the objects in public folders upon
clients’ request. The MS Exchange mail server was designed with a low level interface,
VS AP, intended to offer antivirus scanning support. This interface also allows scanning
messages with multiple recipients once, before delivery, instead of many times, for
each mail receiver separately. BitDefender deeply integrates with this interface.

Different scanning policies can be defined for users and user groups. The rules are
those that specify the antivirus scanning settings and the actions to take on the infected
messages, based on the groups to which the sender and the receivers belong.

Besides the classic on-access scanning, the message can also be scanned before
the client’s request, regardless of the existing rules. This can be done through several
additional scanning methods, intended to optimize the overall scanning process:
background, proactive and transport scanning.

4.1.1. Background Scanning

Background scanning means scanning all folders with a low priority. When an object
that has been checked by the background scanning is requested, it will not be scanned
again unless a virus definition update has been made.

To perform background scanning of the messages and attachments, the Information
Store will use one thread per database, running at low priority. Once the background
scanning is completed, the thread is terminated. This thread is not part of the global
virus-scanning thread pool used for on-access scanning.

4.1.2. Proactive Scanning

Proactive scanning means that when a message is submitted to the information store,
either via a client or a transport agent, it is placed in the global scanning queue with
a low priority. If and when threads are available in the thread pool and no high priority
item remains to be scanned, each low priority item is submitted for scanning.

17
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If an item is on the low priority list and a client attempts to access the message, the
item will be marked as high priority. Also, it will be removed from the low priority list
and another low priority item will take its place.

4.1.3. Transport Scanning

Note
6 Transport scanning is available only on MS Exchange Server 2003!

Transport scanning means that messages are scanned at the transport level. This
prevents infected messages from entering the Exchange organization.

The messages entering the Exchange store are intercepted by the VS API interface
and scanned by BitDefender. After being scanned, the messages are submitted again
to the transport engine which will deliver them to their destination. Any message
scanned at the gateway will be rescanned on the back-end server.

Note

We recommend enabling transport scanning only when BitDefender Security for
Exchange is installed on a gateway.

4.2

Antispam Module

BitDefender Antispam employs remarkable technological innovations and industry
standard antispam filters to weed out spam before it reaches the user's Inbox.

Different filtering policies can be defined for users and user groups. The rules are
those that specify which filters to use to analyze the message and the actions to take
on spam, based on the groups to which the sender and the receivers belong.

The Antispam filters are grouped into two categories:

» Global filters - configurable filters meant to filter all incoming mail traffic, regardless
of the policies set.

Note
6 The Real-time Blackhole List (RBL) filter can be deactivated in policies.

 Policy filters - filters applied to the incoming mail traffic according to the specified
policies.

18



Description and Features

4.2 1. Global Filters

There are 4 global filters: Allow / Deny IP List, Sender Black List, IP Match and
Real-time Blackhole List.

Note

These filters must be configured globally by the administrator. In order to configure
them, go to the Antispam module, Antispam section and click Global Filters. For more
details, please refer to “Configuring Global Antispam Filters” (p. 138).

Allow / Deny IP List

The Allow / Deny IP List enables the administrator to specify IP addresses which are
denied access to the server. All incoming connections from addresses that appear on
the Deny IP List are dropped, provided that such addresses do not appear on the
Allow IP List.

Note

The Allow IP List is used to except IP addresses from ranges of IP addresses defined
on the Deny IP List.

Sender Black List

The Sender Black List allows the administrator to specify a list of e-mail addresses
which are denied access to the server. The incoming mail from these addresses will
be dropped before reaching the server.

IP Match

Spammers often try to "spoof" the sender's e-mail address to make the e-mail appear
as being sent by someone in your domain. To prevent this, you can use IP Match.

If a message appears to be from a domain that you have specified in the IP Match
rule list (such as your own company domain), BitDefender checks to see if the IP
address of the sender matches one of the IP addresses provided for the specified
domain. If the domain address of the sender matches an associated IP address, the
message is considered legitimate and antispam filtering stops. Otherwise, the message
is considered SPAM and the connection is dropped.

Real-time Blackhole List

The Real-time Blackhole List (RBL) filter allows checking the mail server from which
a message is sent against the RBL servers configured by the administrator. It uses
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the DNSBL protocol and RBL servers to filter spam based on mail servers' reputation
as spam senders.

The mail server address is extracted from the e-mail header and its validity is checked.
If the address belongs to a private class (10.0.0.0, 172.16.0.0 t0 172.31.0.0 oOr
192.168.0.01t0192.168.255.0) or it is not relevant, it will be ignored.

A DNS check is performed on the domaind.c.b.a.rbl.example.com Whered.c.b.a
is the reversed IP address of the server and rb1.example.com is the RBL server. If
the DNS replies that the domain is valid, it means that the IP is listed in the RBL server
and a certain server score is provided. This score ranges between 0 and 100, according
to the configured server confidence (trust level).

The query is performed for every RBL server in the list and the score returned by each
one is added to the intermediate score. When the score has reached 100, no more
queries are performed.

If the RBL filter score is 100 or higher, the message is considered SPAM and the
specified action is taken. Otherwise, a spam score is computed from the RBL filter
score and added to the global spam score of the message.

Note
6 The RBL filter can be deactivated under certain policies.

4.2.2. Policy Filters

There are 8 policy filters: White List / Black List, Block sexually explicit content, Charset
filter, URL filter, Image filter, Bayesian filter, Pre-trained Bayesian filter and NeuNet
(Heuristic) filter.

Note

These filters can be enabled and configured by the administrator separately for each
rule. In order to configure them, go to the Antispam module, Policies section and set
the appropriate rules. For more details, please refer to “Creating Rules” (p. 147).

White List / Black List

Most people communicate regularly with a group of people or even receive messages
from companies or organizations in the same domain. By using the White List / Black
List filter, the administrator can set a list of trusted and untrusted addresses from which
to respectively "always accept" or "always reject" e-mail messages.
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Note

6 We recommend that you add the trusted addresses to the White List. BitDefender does
not block messages coming from the addresses on the list; therefore, adding them helps
ensure that legitimate messages get through.

The filter is highly flexibile as it can be configured separately for different groups of
users. Note that the lists must be configured for each rule in order to apply the filter
to the corresponding incoming mail traffic.

Block Sexually Explicit Content

This filter detects messages marked as SEXUALLY-EXPLICIT: in the subject line and
tags them as SPAM.

Note
6 Starting May 19, 2004, spam that contains sexually oriented material must include the

warning SEXUALLY-EXPLICIT: in the subject line or face fines for violations of federal
law.

Charset Filter

Many spam messages are written in Cyrillic and / or Asian charsets. The Charset Filter
detects this kind of messages and tags them as SPAM.

URL Filter

Almost all spam messages include links to various web locations. These locations
usually contain more advertising and the possibility to buy things, and, sometimes,
they are used for phishing.

BitDefender maintains a database of such links. The URL filter checks every URL link
in a message against its database. If a match is made, the message is tagged as
SPAM.

Image Filter

Since avoiding heuristic filter detection has become quite a challenge, images are
increasingly used in spam messages. Many spam messages contain either a single
spam image or a spam image and a random text meant to deceive the heuristic filter.

The Image filter deals with image spam. It compares the image from a message with
those from the BitDefender database. In case of a match, the message is tagged as
SPAM.
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Bayesian Filter

The Bayesian filter is the trainable component of the Antispam module. It constantly
collects statistical information about server-specific spam and legitimate messages
provided by the administrator and it analyzes messages according to this information

This information refers to the rate at which specific words appear in messages classified
SPAM as compared to those declared NON-SPAM. This means, for example, that if
a certain four-letter word is seen to appear more often in SPAM, it will be naturally
presumed that it is very likely for the next incoming message including this word to
actually be SPAM. All relevant words within a message are taken into account. By
synthesizing the statistical information, the overall probability for the whole message
to be SPAM is computed and a SPAM score is added to the message.

Pre-trained Bayesian Filter

While the Bayesian filter is trained on server-specific messages, this filter is pretrained
by the BitDefender Antispam Lab on our own database of spam and legitimate
messages and updated periodically.

NeuNet (Heuristic) Filter

The NeuNet (Heuristic) filter performs a set of tests on all message components, (i.e.
not only the header but also the message body in either HTML or text format), looking
for words, phrases, links or other characteristics of SPAM. Based on the results of the
analysis, it adds a SPAM score to the message.

4.3. Content Filtering Module

The Content Filtering module prevents malicious or offensive mail content from entering
the Exchange server mailboxes.

Content Filtering checks messages to see if the subject, the sender’s or the receiver(s)’
address contain certain specified strings. If a defined string matches one of these mail
headers, the message is detected and the specified action is taken.

Different filtering policies can be defined for users and user groups. The rules are
those that specify the filtering settings and the actions to be taken on the messages
that match the rule, based on the groups to which the sender and the receivers belong.
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4.4. Attachment Filtering Module

The Attachment Filtering module prevents potential malicious or large attachments
from entering the Exchange server mailboxes.

Attachment Filtering checks mail attachments to see if their name matches certain
patterns, if they have a different extension than those specified or if they exceed a
certain size limit. In any of these cases, the message containing the respective
attachment is detected and the specified action is taken.

Different filtering policies can be defined for users and user groups. The rules are
those that specify the filtering settings and the actions to be taken on the messages
that match the rule, based on the groups to which the sender and the receivers belong.
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5. How Does It Work?

BitDefender checks mail using antispam, then content and attachment filtering and
finally antivirus scanning. This keeps clients’ Inboxes free of spam, phishing attempts,
viruses and spyware and other unwanted content.

Note
@ For Microsoft Exchange 5.5, only antivirus scanning is performed on messages.

The diagram below shows how BitDefender works:

Working Schema

Lets consider that all the filters and engines are enabled and see how BitDefender
filters the mail traffic. A message is verified, in the following order, by:

1. Antispam Filtering

2. Content Filtering

3. Attachment Filtering

4. Antivirus Scanning
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5.1. Antispam Filtering

The Antispam module will check the message first. Antispam filtering works at both
connection and content level to ensure efficient protection against spammers and less
traffic on the server.

The diagram below shows how antispam filtering works:

Rl N N

Antispam Filtering

Note

For detailed information about the Antispam filters, check the description of the Antispam
Module.

5.1.1. Connection Level

When an attempt is made to establish a connection, the message is checked against
the Allow / Deny IP List. If there is a match, the connection is dropped.

Otherwise, the message is checked against the global Sender Black List. If the filter
finds a match, the connection is dropped.

5.1.2. Content Level

If the message passes connection level filters, it is unpacked and filtered at content
level.

First, the message is checked against the IP Match filter. If a match is found, there
are two possibilities:
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» the message is considered legitimate and antispam filtering stops.
» the connection is dropped.

If the message does not match the IP Match filtering criteria, it is then checked based
on a specific antispam filtering group policy.

The message is checked against the antispam filtering rules, by order of priority, until
the sender and the receivers of the message match a rule. The message is then
processed according to the options specified by that rule.

« If the action set for the rule is Do not scan, the antispam filtering stops.

« If the action set for the rule is Scan, several antispam filters will take over the
message in the following order:

1.

G-Tube. If the message matches the G-Tube test, it is considered SPAM, the
antispam filtering stops and the specified action is taken on the message.

. White List / Black List Filter. If a match is found against the White List, the

filtered message is considered legitimate and the antispam filtering stops. If a
match is found against the Black List, the filtered message is considered SPAM,
the antispam filtering stops and the specified action is taken on the message.

. Real-time Blackhole List (RBL). The filter analyzes the message and, if matches

are found, modifies its SPAM score. If the SPAM score exceeds a certain value,
the message is considered SPAM, the antispam filtering stops and the specified
action is taken on the message.

. "Block sexually explicit content” Filter. If the message matches the filtering

rule, it is considered SPAM, the antispam filtering stops and the specified action
is taken on the message.

. Charset Filter. If the message matches the filtering rule, it is considered SPAM,

the antispam filtering stops and the specified action is taken on the message.

. URL Filter. If a match is found against the filter's database, the filtered message

is considered SPAM, the antispam filtering stops and the specified action is taken
on the message.

. Image Filter. If a match is found against the filter's database, the filtered message

is considered SPAM, the antispam filtering stops and the specified action is taken
on the message.

8. Bayesian Filter. The filter analyzes the message and modifies its SPAM score.

9. Pre-trained Bayesian Filter. The filter analyzes the message and modifies its

SPAM score.

27



BitDefender Security for Exchange

10 NeuNet(heuristic) Filter. The filter analyzes the message and modifies its SPAM
score.

After the last filter checks the message, the SPAM score is compared to the threshold
level specified for the rule that is applied. If the final SPAM score exceeds the
threshold level, then the message is considered SPAM and the specified action is
taken. Otherwise, the message is allowed to pass without any action taken.

5.2. Content Filtering

If the message is not deleted during antispam filtering, it is then verified according to
a specific content filtering group policy.

The message is checked against the content filtering rules, by order of priority, until
the sender and the receivers of the message match a rule. The message is then
processed according to the options specified by that rule.

« If the filtering option set for the rule is Do not scan, the message is not processed
using content filtering.

« If the filtering option set for the rule is Scan, the message is checked according to
the content filtering options specified by the rule. If the message matches the rule,
the content filtering stops and the specified actions are taken on the message.
Otherwise, the message is allowed to pass without any action taken.

5.3. Attachment Filtering

If the message is not deleted during content filtering, then the mail attachments, if any,
are verified according to a specific attachment filtering group policy.

The message is checked against the attachment filtering rules, by order of priority,
until the sender and the receivers of the message match a rule. The message is then
processed according to the options specified by that rule.

« If the option set for the rule is Do not scan, the message is not processed using
attachment filtering.

« If the filtering option set for the rule is Scan, the message is checked according to
the attachment filtering options specified by the rule. If the message matches the
rule, the attachment filtering stops and the specified actions are taken on the
message. Otherwise, the message is allowed to pass without any action taken.
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5.4. Antivirus Scanning

If the message reaches the Exchange store, it is scanned for viruses and spyware
when the client requests it, according to a specific antivirus scanning group policy.

The message is checked against the antivirus scanning filtering rules, by order of
priority, until the sender and the receivers of the message match a rule. The message
is then processed according to the options specified by that rule.

If the filtering option set for the rule is Do not scan, the message is not scanned
for malware.

If the scan option set for the rule is Scan, the message is checked according to the
scanning options specified by the rule. If the message is found infected, the scanning
stops and the specified actions are taken on the message. Otherwise, the message
is allowed to pass without any action taken.

Besides the classic on-access scanning, the message can also be scanned before
the client’s request, regardless of the existing rules. This can be done through several
additional scanning methods, intended to optimize the overall scanning process:
background, proactive and transport scanning.

This is how scanning works:

If the message was not scanned before the client’s request, it is scanned according
to the rule.

If the message was checked before by proactive or background scanning and no
update was performed in the meantime, the message is delivered without being
scanned according to the rule.

If the message was checked before by proactive or background scanning but an
update was performed in the meantime, the message is scanned according to the
rule.

Only for MS Exchange Server 2003! If the message was previously scanned at
transport level, it is also scanned according to the rule.
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6. Overview

6.1

BitDefender Security for Exchange was designed with a centralized management
console, which allows the configuration of the protection options for all BitDefender
modules. In other words, it is enough to open the management console in order to
have access to all modules.

The new BitDefender Security for Exchange comes with an MMC-based interface
which improves user experience.

Getting Started

To access the management console, use the Windows Start menu, by following the
path Start — Programs — BitDefender Security for Exchange — BitDefender
Security for Exchange.

ETET
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® Antivirus
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% Content Filtering
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=% Update
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& Dump Management
&% Virus Report

@ About

o Status
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X Attachment Filtering
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Management Console

On the left side of the management console you can see the tree menu:
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» Status - provides essential information about the product (product, modules and
update status). Here, you can also enable or disable the BitDefender scanning and
filtering modules.

» Monitoring - contains sections that allow you to monitor the product activity.

« Statistics & Reports - offers complete information on the product activity. You can
analyze detailed statistics and create customized reports on the product activity.

 Alerts & Logs - allows configuring file logging and sending alerts for certain events
that occur, such as an update error or an infected file detected.

* Quarantine - stores detected files, grouped into four categories (Antivirus,
Antispam, Content Filtering, Attachment Filtering).

» Scheduled Tasks - allows creating scheduled tasks through an intuitive wizard.
You can schedule updates, on-demand and background scanning processes and
reports to be generated.

» Groups - provides group management.
» Exchange Groups - this is where you can configure and manage the Exchange
user groups.
* SMTP Groups - this is where you can configure and manage the SMTP user
groups, based on Active Directory.

 Antivirus - this is where you can configure the Antivirus module.
» Antispam - this is where you can configure the Antispam module.
» Content Filtering - this is where you can configure the Content Filtering module.

« Attachment Filtering - this is where you can configure the Attachment Filtering
module.

» Update - this is where you can configure the Update module.
» Product Update - this is where you can check if upgrades are available and install
them.

 Information - contains sections where global settings are configured and general
information is provided.
* Register - this is where you can register the product.
* Dump Management - this is where you can allow BitDefender to send dumped
items to the BitDefender Lab.
» Virus Report - this is where you can enable virus reporting.
* About - shows product details.

If you want to open the help file, click Help -> About BitDefender Security for
Exchange. A contextual help is available for each window. Click > to open it.
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6.2. Contextual Menu

Right-click BitDefender Security for Exchange to open the contextual menu.

"t BDExchange2003 - [BitDefender Security for Exchange] = EES

Fle Action View Help

e |mB @

Connect to another computer. ..
Changs administrative password, .
Import console settings. .
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View »
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Help.
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& Groups

4 Exchangs Groups
@ SMTP Groups

® Antivirus

& Antispam

% Content Filtering

% Attachment Fikering
=% Update

L.y Product Update

& Dump Management
&% Virus Report
@ About

I I

S Trformath

tering
It Filtering

Contextual Menu

Four options are available on the contextual menu:

» Connect to another computer - opens a window where you can specify the name
or the IP of the server to which you want to remotely connect and the administrative
password of the product that you want to manage.

Password;

Connect to another computer

Specify the computer name or IP address whers b connect:

Connect to computer: | 192.168.0.1

X

Connect to another computer

Type the server name or IP in the Connect to
computer field and the password in the Password
field.

Click OK.
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Important
@ You must set a password on the remote computer before you can connect to it.

» Change administrative password - opens a window where you can specify the
administrative password for BitDefender Security for Exchange. This password will
be used when connecting remotely to this interface.

Change administrative password =l| Type the password in the Password field and
e e e e re-type it in the Confirm password field.
Co— == | Click OK.
Confirm password: l— mmmmmm
Corcel
Change administrative password

* Import console settings - imports previously saved console settings.

» Export console settings - exports the console settings to a txt file.
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7. Status Module

Click Status in the tree menu to enter this section.

"Hii BDExchange2003 - [BitDefender Security for Exchange’\Status] & x|
File  Action View Help |
e = | @@ @ |
@ BiDefender Security for Exchange =]
Ao Status : 5 A b
1 g Hortrig BitDefender Security for Exchange (£ bitdefender
@ Statistics & Reports
L5 Alerts & Logs
-G, Quarantine
4y Antivirus
4y Antispam
4y Content Fitering Product Status
4y Attachment Filering
4 Scheduled Tasks [Server exch.supp.r
5 g ProductVersion 2.4.180
- Groups
4y Exchange Groups Reaistration Status Trial
.. < SMTP Groups [Product Status enabled (disablel)
Antivirus
& Antispam
4 Content Filtering @@ |Modules Status
Attachment Filk
B &UD;;:E” fhenng fantivirus enzhled {disable!) i
4y Product Update Infected Ohjects 0]
=@ Information fantispam enahled (disable!)
“ Register lSpam a
& Dump
* Virus Repart IContent Filtering enzhled {disable!)
4 About IContent Filtered Objects 0j
[rttachment Filtering enzhled {disable!)
[sttachment Filtered Ohjects 0]
e — | R indate stahie |
Dane
Status

This is where you can view information about the status of the BitDefender modules
and you can enable / disable them.

In order to easily monitor product activity, BitDefender uses two colors: green and red.
The green color means that all is ok, while the red color indicates that the corresponding
item requires your attention.

The information is grouped under three headings:
* Product Status - indicates whether the product is enabled or disabled and allows

you to change the product status. Also, this is where you can see the server name,
the product version and the registration status.

If you want to quickly enable / disable BitDefender click the corresponding link. This
will apply to all the modules under the Modules Status heading.
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* Modules Status - provides status information about the BitDefender scanning and
filtering modules: Antivirus, Antispam, Content Filtering and Attachment Filtering.
Below the status of each module you can see the number and the percentage,
respectively, of infected files, spam messages, files that match the content and
attachment filtering rules, since installation or since when you last cleared the
records.

Click the corresponding link to enable / disable a BitDefender component.

» Update Status - provides update-related information and alerts you whenever a
product update is available. You can see when the last check for updates and the
last update were performed as well as the number of available virus signatures.
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8. Monitoring Module

Click Monitoring in the tree menu to enter this section.

"Hii BDExchange 2003 - [BitDefender Security for Exchange’Monitoring] & x|

Fle Action View Help |

e = @m|2 |

[@ BiDefender Seourity for Exchange =
g Status 5 o Yy
o BitDefender Security for Exchange (£ bitdefender
@ statistics & Reports
£> Blerts & Logs
-2, Quarantine
A Antivirus
A Antispam _—
< Contet Ferig W& Monitoring
4 Attachment Filtering
& scheduled Tasks
£ Groups ® Statistics & Reparts
% Exchange Groups Offers valuable information regarding BitDefender Security far
@ Active Directory Groups Exchange activity.
S Antivirus
o Antispam
% Content: Fitering &> plerts & Logs
onfigures different events to be alerted by mail or net send or b
G ot g Configures different events to be alerted by mail or net send
4 Product Update lagged in the BitDefender log file
(=@ Information
: Regster . Q. Quarantine
ump Management
& Wu:REWf Shows the files and mails that BitDefender found infected or
% About suspect, or found to be spam, or that matched a content or an
attachment filtering rule, and were stared in the guarantine area
*& Scheduled Tasks
1 _’I Offers you the possihility to run antivirus scans, updates or ;I

Done [ [

Monitoring

This is where you can monitor the product activity.

The Monitoring module contains the following sections:

» Statistics & Reports - offers statistic information about the product activity and allows
creating customized reports based on the statistics and on the log file.

» Alerts & Logs - allows configuring events, such as a failed update or an infected file
detected, to be notified by mail or net send or to be logged in the BitDefender log
file.

» Quarantine - shows the files and mails stored in the quarantine folder. These objects
were found infected or suspect, detected as spam, or matched a content or an
attachment filtering rule and were moved to the quarantine folder according to the
specified action. They are grouped into four categories (Antivirus, Antispam, Content
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Filtering, Attachment Filtering), based on the BitDefender component that detected
them.

» Scheduled Tasks - allows creating scheduled tasks through an intuitive wizard. You
can schedule updates, on-demand and background scanning processes and reports
to be generated.

In this chapter, you can find a detailed description of each section.

8.1. Statistics & Reports

The Statistics & Reports module offers the possibility to obtain statistic data regarding
the product activity since the last installation or the last time the records were cleared.

The module contains two sections:
« Statistics - provides real-time statistic information regarding the activity of the

Antivirus, Antispam, Content and Attachment Filtering modules, both separately
and as a whole.

» Reports - allows generating customized reports based on the BitDefender statistics
and on the log file.

Note
6 If you right-click Statistics & Reports on the tree menu, a shortcut menu will appear.

» To delete all data regarding the product activity, select Clear all records. Please
note that clearing all records will affect both statistics and reports.

» To run the report wizard to create a new report, select New Report.
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8.1.1. Statistics

Click Statistics & Reports in the tree menu (Monitoring module) to enter this section.

'Hii BDExchange 2003 - [BitDefender Security for Exchange'\Monitoring!Statistics & Reports]

Fle Action View Help

e~ | Efm] @

Ao Status
=) W Manitaring
@ statistics & Reports
£ Blerts & Logs
=9, Quarantine
A Antivirus
4 Antispam

[@ BiDefender Seourity for Exchange

Statistics

BitDefender Security for Exchange

Reports

(& bitdefender

secure your every bt

Summary | Antivirus | Antispam | Content Filkering | Attachment Filtering

Ay Conkent Filkering Attach Filtering y | Top Attachment Volume Senders | Top Attachment
4y Attachment Filtering wolume Receivers
A4 scheduled Tasks
=¥ Groups
<y Exchange Groups
4y Active Directory Graups Status of Today 7 Days 30 Days Total
“& Antivirus filtered
@ hntispem attachments ber|Percent|Number|Percent ber|Percent|Number|Percent
% Content Filtering Mumber of -
& Attachment Fitering taﬁtiﬁhmteﬂtsd 0 0% o 0% 0 0% o 0%
- % Update tha r”la che
4 Product Update 8 ules
£ @ Information Humber of
“ Register attachments
that did not [0 0% o 0% u] 0% o 0%
& Dump Management Iateh the
& Virus Report rules
% About Humber of
attachments |0 100% |0 100% |0 100% |0 100%
filtered
| | Fvr T T =l
Done
Statistics

This is where you can find valuable information regarding the activity of BitDefender
Security for Exchange.

Note

The Statistics window is refreshed every 60 seconds in order to provide you with
real-time information.

There are five main windows which provide real-time statistic information on the overall
product activity and the activity of the Antivirus, Antispam, Content Filtering and
Attachment Filtering modules. Each of these categories contains several types of
statistics grouped into 4 time intervals: present day, last week, last month and total.
Click a link to access the corresponding statistics.

The following types of statistics are available:
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Category Type Description

Summary Provides overall statistics on the activity of
BitDefender Security for Exchange.

Antivirus Contains the statistics on the Antivirus
module.

Antivirus Summary Provides overall statistics on the activity of
the Antivirus module.

Top Viruses Shows the top of the viruses detected.

Top Virus Senders Lists mail senders based on the number of
viruses sent.

Top Virus Receivers Lists mail receivers based on the number of
viruses received.

Antispam Contains the statistics on the Antispam
module.

Antispam Summary  Provides overall statistics on the activity of
the Antispam module.

Top Spam Senders Lists mail senders based on the spam volume

sent.

Content Contains the statistics on the Content
Filtering Filtering module.

Content Filtering Provides overall statistics on the activity of

Summary the Content Filtering module.

Top Content Volume Lists mail senders based on the number of

Senders content filtering rules matched.

Top Content Volume Lists mail receivers based on the number of

Receivers content filtering rules matched.
Attachment Contains the statistics on the Attachment
Filtering Filtering module.

Attachment Filtering Provides overall statistics on the activity of

Summary the Attachment Filtering module.

Top Attachment Lists mail senders based on the number of

Volume Senders attachment filtering rules matched.

Top Attachment Lists mail receivers based on the number of

Volume Receivers attachment filtering rules matched.
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8.1.2. Reports

Click Statistics & Reports in the tree menu (Monitoring module) and then the Reports
tab to enter this section.

"Tit BDExchange2003 - [BitDefender Security for Exchange)Monitoring'Statistics & Reports] 18
Fle Acton View Help |
e = | @@ @ |
@ BiDefender Seourity for Exchange
© T Mg BitDefender Security for Exchange (£ bitdefender

@ statistics & Reports
L[5 Alerts & Logs
=9, Quarantine
4 Antivirus

Statistics

[ Reports ]

Report Name | Report Date | Categor
“ Antispam @ Report 2007-05-24 11:34:147 24 May 2007 Antivirus | Total Report
4 Content Filtering © Report 2007-05-24 11:35:08 24 May 2007 Antivirus | Total Report
4 Attachment Fitering
A4 scheduled Tasks
=¥ Groups
4 Exchange Groups < | 3
@ SMTP Groups
e Antivinus | MNew Report H Delete || ‘View Report H Options.

& Antispam
% Content Filtering
% Attachment Filtering
- % Update

4y Product Update
(=@ Information
“ Register
& Dump Management
o Virus Report

BitDefender Help
BitDefender Statistics and Reports list data gathered since the last BitDefender installation or since the last time
you cleared the recards, The "Statistics” tab shows information in real ime, The window is refrashed svery 60
seconds. The "Reports” tab shows you the latest reparts created and allows you ta create new reports, In order

< About to clear the records right click on "Statistics & Reports” in the tres menu and cick "Clear all records”, Please note
that clearing the records also influences both statistics and reports.
e — |
Done
Reports

This is where you can create customized reports on the product activity based on the
statistics and on the log file. Here you can also manage and view reports.

Reports provide information about the activity of the Antivirus, Antispam, Content
Filtering and Attachment Filtering modules. They contain general information (the
report name, the time interval for which the report is generated and the server name)
and specific information which depends on the type of report. Reports can be generated
in HTML, text or comma-separated values (CSV) format.

The following types of reports are available:

Module

Antivirus

Report
Total

Description

Provides complete information on the activity
of the Antivirus module.
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Module Report Type Description

Top Viruses Provides a table containing the viruses
detected, in descending order.

Top Virus Senders Contains the mail senders ordered by the
number of viruses sent.

Top Virus Receivers  Contains the mail receivers ordered by the
number of viruses received.

Antispam Total Provides complete information on the activity
of the Antispam module.

Top Spam Senders Contains the mail senders ordered by the
spam volume sent.

Content Total Provides complete information on the activity
Filtering of the Content Filtering module.
Top Content Volume Contains the mail senders ordered by the
Senders number of content filtering rules matched.
Top Content Volume Contains the mail receivers ordered by the
Receivers number of content filtering rules matched.
Attachment Total Provides complete information on the activity
Filtering of the Attachment Filtering module.
Top Attachment Contains the mail senders ordered by the
Volume Senders number of attachment filtering rules matched.
Top Attachment Contains the mail receivers ordered by the
Volume Receivers number of attachment filtering rules matched.
Managing Reports

You can see all the existing reports listed in the table. For each report, the following
information is provided: the report name, the date when the report was generated, the
type of information it contains and the format.

To manage the reports, use these buttons:
* New Report - launches a wizard that will help you create a new report.
» Delete - deletes one or several selected report files. You will have to confirm your

choice by clicking Yes.
» View Report - opens a selected report file.
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Note
6 To open a report file you can also double-click it.

» Options - opens a new window where you can specify how long report files should
be kept. Enter the number of hours / days / weeks / months during which to store
reports and click OK to save changes.

Note
6 Reports older than the specified period will be automatically deleted.

Creating Reports

To create report files on the product activity conducted over a certain period of time,
click New Report. The report wizard will appear. This is a five step procedure, which
will help you generate report files.

Note

To run the wizard, you can also right-click Statistics & Reports in the tree menu and
then click New Report in the contextual menu.

Step 1/5 - Welcome to the Report Wizard
X

reports . Welcome to BitDefender Security For Exchange Report Wizard!

Report Wizard guides you thraugh the steps required to generate a
report regarding the activity of the itDefender Security for Exchange
product installed on the server, Click "Next" to continue o dlick "Cancel” to
quit the Report Wizard,

< Back | Bt > I Cancel

Welcome

Click Next to continue or Cancel to quit.
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Monitoring Module

46

Step 2/5 - Select Report Type

reports

creste s nen o x
Select Repart Type
Modul Report Type
@ fntivirus) # Tokal
' Ankispam © Top viruses
© Content: Filkering © Topwirus senders
" Attachment Filtering " Top virus receivers

Sellct the bype of the report, Depending of what you select, the report wil
showy the tatal or top anivirus, antispam, content fitering of attachmert
filkering activity . Clck "Mext” ko conkinue or “Cancel to quit the Report
Wigard,

<pock [ met» | Caneel

Select Report Type

First, you must select the module the generated report is on: Antivirus, Antispam,
Content Filtering and Attachment Filtering.

Then select one of the report types available for the module you have chosen.

Note

For more information on the available report types, please refer to the table presented
at the beginning of the “Reports” (p. 43) section.

Depending on your choice, the report may contain a summary of or only specific data
about the activity of a specified component.

Click Next.
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Step 3/5 - Select Report Format

reports

Create a new report

Select Repart Format
& Hitl
O Text

(a1

Sellct the Format of the report, Depending on what you selsct, the
report will be created a= an html file, 2 text file or 3 comma delimiced file.
Click "Mt ko continue or click "Cancel” ta quit the Report Wizard

<pock [ met» | Caneel

Select Report Format

Select the format of the report file (HTML, text or CSV).

Depending on your selection, the report will be created as an HTML, text or
comma-separated values (CSV) file.

Click Next.

Step 4/5 - Select Time Interval

reports

Create a new report

Select Report Time Interval

Start date: z| 1j2007 -
End date: 2} Beo07

Selext the time Interval for the report, Cnly records included in the
selected time interval wil be shown in the report. Click "Hext” to continue
o click "Cancel" to quit the Report Wwizard,

<pack [ mext> | cancal

Select Time Interval

Select the time interval (Start Date and End Date) covered in the report. Only the
records from the specified period will appear in the report.
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To specify the start and end date, either click the numbers in the date field and enter
new values or click the arrow to choose a date from the calendar.

Note
6 The date format is month/day/year.

Click Next.

Step 5/5 - View Summary

Create a new report =l
repors  © Repork Summary

The optians you selected are listed bellow, Click "Back” to change the
selected options:

Repork Type: Antivirus | Tatal Report
Repork Format: HTML

Repork Stark Date: 1/2/2007

Report End Date: 8/2/2007

Click "Finish'” ko generate the report with the options listed above, Click.
“"Caneel" to quit the Report wizard,

S O

View Summary

This window allows you to view all of the report settings. You can change them by
returning to the previous steps (click Back). If you do not want to make any changes,
click Finish.

The report will appear in the Reports section.
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8.2. Alerts & Logs

The Alerts & Logs module creates log files and notifies specified users of the

occurrence of certain events regarding the product activity.
The module contains three sections:

» Alerts - allows you to enable the mail and net send alerts and to specify who will

receive the alerts.

* Logs - allows you to enable and configure logging and to view the log files.

» Events - allows you to specify which events to keep a record of in the log file and,

possibly, send alerts on to specified receivers.

8.2.1. Alerts

Click Alerts & Logs in the tree menu (Monitoring module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Monitoring'Alerts & Logs]

Statistics & Reports

Quarantine

@ Antivirus

@ Antispam
4 Content Fltering
@ Attachment Fitering
& Scheduled Tasks
Groups
» Exchange Groups
SMTP Groups
ntivirus
& Antispam

% Content Filtering

% Attachment Fikering
=% Update

L.y Product Update
@ Information
Register

Dump Management
Virus Report
» About

=18
Ble Acion View Help
o mm@e
[@ BitDefender Security fFor Exchangs, 1=l
o Status . ; L bl
e BitDefender Security for Exchange (& bitdefender

Alerts Logs Events

7 et s
7 el et send s

Apply

Bithefender Help

The Alerts & Logs Module creates file logs and notifies you about the product activity. On the "Alerts” tab you
can configure the mail and net send alerts and define the people that will receive them. On the "Logs” tab you
can configure the logaing settings and view the log Files. Tt s possible o limit the log File size and save old log

I I

files. ©n the "Events" tab you can define what events you want to be notified about and logged in the log file,

[pone

For mare information, pleass check the Help File.

Alerts

This is where you can enable the alert notification services and configure the global

settings of the alerts.
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Alerts are messages that include product-related information and which are meant to
inform their receivers about the product activity. BitDefender can be set to notify users
and administrators about occurring events through mail or net send alerts.

Mail Alerts

BitDefender can notify the network administrator by sending configurable mail alerts
in case an event for which they have been set takes place. Enabling this alert will
provide you with relevant and timely information about the status of your server, and
may eliminate the need to access the BitDefender management console.

Note

6 This module integrates with an SMTP Server that does not require authentication. It
works with an ESMTP server as well, but it does not use the ESMTP protocol because
it is implemented on SMTP.

In order to use the mail notification service, follow these steps:
1. Check Enable Mail Alerts to activate the mail notification service and then click

Apply to save the changes.

2. Configure the SMTP settings, as described in the “Configuring Mail Alert Settings”
(p. 50) section.

3. Configure the receivers of the mail alerts, as described in the “Configuring Mail
Alert Receivers” (p. 51) section.

4. Configure the events for which mail alerts should be sent, as described in the
“Configuring Events” (p. 57) section.

If you want to disable this service, clear the check box corresponding to Enable Mail
Alerts and then click Apply to save the changes.

Configuring Mail Alert Settings

To configure the SMTP settings of mail alerts click the corresponding Configure
button. A new window will appear.

50



Configuration and Use

Configure notifications x|

SMTR Settings | Receivers |

SMTP mail alert:

Specify the SMTP server TP and mail sendsr used ta send the
mail alerts:

sipsere: [EEREE

From address: I EitDefender

ok | cancel Apply Set Defadlts

SMTP Settings

Specify the settings of the mail alerts:

* SMTP Server - type in the IP address of the SMTP server that your network uses
to send messages.
* From address - type in the e-mail address that will appear in the sender field.

Important

Itis necessary to type a valid e-mail address for the SMTP server, otherwise the server
may decline to send an e-mail whose sender (e-mail address) is unknown to it.

Click Apply to save the changes and OK to close the window.

Configuring Mail Alert Receivers

To configure the receivers of the mail alerts click the corresponding Configure button
and then the Receivers tab. A new window will appear.

Note

6 The receivers specified here will be alerted upon the occurrence of an event for which
this type of alert has been set. To specify different receivers for each event, go to the
Events section and configure the events. For more information, please refer to
“Configuring Events” (p. 57).
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Provide the e-mail address in the

11 stgs Rocavrs | corresponding fl_eld and click Add to add the
receiver to the list.
gﬁaer?lf':ctgsg?bal receivers of the alerts, Click "add" to add a new
ot To import e-mail addresses from a txt file,
e — click Import, select the file and then click
adrmin_alerts@compary.org —I o pe n.

If you want to export the list to a txt file,
click Export and save the file to the desired

Export... location.

_mport| To remove one or several selected receivers
To delete a selected alert receiver, click "Remawe”, Ta save the Cl |Ck Remove X

existing receivers list For a Future use, click "Export”, to impart a list
from a previously saved list, click "Import”. Ta configure the alerts
text and different receivers for each event, ga b the "Events” kab.

Click Apply to save the changes and OK to
ok | cancel Apply Set Defaults | close the window.

Receivers

Net Send Alerts

BitDefender can notify the network administrator by sending configurable alerts through
the net send command upon the occurrence of an event for which they have been
set.

Note

6 This module integrates with the Net Send command of the Windows Operating System
on which the product is installed and it provides alerts regarding the product activity. In
order to receive such alerts, the Messenger and Alert services must be enabled by the
administrator on the server and on the client workstations.

In order to use the net send notification service, follow these steps:
1. Check Enable Net Send Alerts to activate the net send notification service and

then click Apply to save the changes.

2. Configure the receivers of the net send alerts, as described in the “Configuring Net
Send Alert Receivers” (p. 53) section.

3. Configure the events for which net send alerts should be sent, as described in the
“Configuring Events” (p. 57) section.

If you want to disable this service, clear the check box corresponding to Enable Net
Send Alerts and then click Apply to save the changes.
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Important
@ In case of a virus outbreak it is not advisable to use this type of alert.

Configuring Net Send Alert Receivers

To configure the receivers of the net send alerts click the corresponding Configure

button. A new window will appear.

Note

6 The receivers specified here will be alerted upon the occurrence of an event for which
this type of alert has been set. To specify different receivers for each event, go to the
Events section and configure the events. For more information, please refer to

“Configuring Events” (p. 57).

Configure notifications x|

Recelvers |

Specify the global receivers of the alerts, Click "add" to add a new
alert receiver:

| add
admin_netsend_alerts@company.org Remove

admin_slerts@company org

Export...
Import...

To delete & selected alert receiver, click "Remave”. To save the
existing receivers list For a Future use, click "Export”, to impart a list
from a previously saved list, click "Import”. Ta configure the alerts
text and different receivers for each event, ga b the "Events” kab.

ok | cancel Apply Set Defaults |

Receivers

Provide the computer name in the
corresponding field and click Add to add the
receiver to the list.

To import computer names from a txt file,
click Import, select the file and then click
Open.

If you want to export the list to a txt file, click
Export and save the file to the desired
location.

To remove one or several selected receivers
click Remove.

Click Apply to save the changes and OK to
close the window.
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Monitoring Module

8.2.2. Logs
Click Alerts & Logs in the tree menu (Monitoring module) and then the Logs tab to
enter this section.

=181

"Hii BDExchange2003 - [BitDefender Security for Exchange’\Monitoring!iAlerts & Logs]

Fle  Action  View  Help

e~ | &[m] @ |

@ BiDefender Seourity for Exchange =]
&‘\‘bitdeﬁnda'

A Status - .
= W Manioring BitDefender Security for Exchange Ditaetenael
% Statistics & Reports . .
> Alerts & Logs Alerts Logs Events
=9, Quarantine
“ Antivirus

4y Antispam
4y Content Filtering
Wiew last log

4 Attachment Filtering Press "Wiew last log" open the |atest BitDefender lg file:

A4 scheduled Tasks
5§ Groups Press "Wiew saved logs" to open the saved logs folder: View saved logs

4 Exchange Groups
< SHTP Groups
% Antivius
& Antispam
Content Filtering )
% Attachment: Filtering 7! Enable fils ogaing
- % Update

@ Product Update
5@ Information M log ses (kE: 10024

“ Register
& Dump Management ) ) )

Specify the lacation whers to savs the lag Fils that excesds the maximum allowed sizs:
o Virus Report

< About
|C:\ngram Files\Cormmon Files\SoftwindBD Loy Browse...

T I —

Done

Logs

This is where you can enable logging and view the log files.

BitDefender can be set to keep a log of its activity. The log file contains a record of all
of the enabled events that took place while the logging option was enabled.

Note
6 By default, the log file is saved in: C:\Program Files\Common
Files\Softwin\BDLog.

Configuring Logging
To log the product activity to a file, check Enable file logging.

BitDefender creates the log file in c: \Program Files\Common Files\Softwin\BDLog.
By default, when the file reaches the size limit of 1024 KB, a new log file is created.

54



Configuration and Use

Specify the size limit of the log files in the Maximum log file size field. If you do not
want to limit the size of the log file, enter 0 in the edit field.

You can specify a folder where files exceeding the specified size limit should be saved.
Either provide its path in the corresponding field or click Browse, locate the folder and
then click OK to set the location.

Click Apply to save the changes.

Examining Logs
Click View last log to open the last log file.

If you have set a size limit for the log file, you can see any saved log file. Click View
saved logs, locate the log file you want to see and double-click it.

8.2.3. Events

Click Alerts & Logs in the tree menu (Monitoring module) and then the Events tab
to enter this section.

"Hii BDExchange2003 - [BitDefender Security for Exchange’\Monitoring!iAlerts & Logs] & x|

File Action View Help |
e = | @@ @ |

@ BiDefender Seourity for Exchange

e Status ” . &I\\ b'
= g BitDefender Security for Exchange bitdefender
% Statistics & Reports
£ lerts & Logs Alerts Logs
-9, Quarantine
@ Antivinus Events I =
4y Antispam © BitDefender srror
4y Content Filtering © Update error
4 Attachment Filtering 1\ Infected fils detected

44 scheddled Tasks
=¥ Groups
4 Exchange Groups
<y SMTP Graups
“ Antivirus

1\ BitDefender warning
1 Flle nok scanned

Configure event H Enable/Disable
& Antispam
% Content Filtering
% Attachment Filtering
- % Update
4 Product Update
(=@ Information
“ Register BitDefender Help
& Dump Management: The Alerts & Logs Module creates file logs and notifies you about the product activity, On the "Alerts” tab you can
& Virus Report configurs the mail and net send alerts and define the people that will receive them, On ths "Logs” tab you can
b configure the logging settings and view the log files. Tt is possible to limit the log file size and save old log files, On
“ About the "Events" kab you can define what events you wart ko be notified sbout and logged in the lag fils. For mare
information, please check the Help file.

T I —

Done

Events
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This is where you can manage and configure the events. You can choose to log an
event and to alert specific receivers about its occurrence.

There are 3 types of events:

* @ Information - provide information about the product activity.

* & Warning - provide critical information about aspects of the product activity which
require your attention.

* & Error - provide information about errors that appear during product operation.
Here is a list of the events that may appear:

Event Description

BitDefender Error Groups all the errors that may appear during
product operation, such as service start failure.

Update Error Refers to the occurrence of an error during the
update process.

Infected file detected Occurs when an infected file has been detected.

BitDefender Warning Groups critical information regarding the activity
of BitDefender.

File not scanned Occurs when a file could not be scanned by
BitDefender.

BitDefender information Groups information regarding the activity of
BitDefender.

Key expired Indicates the expiration of the registration period.

Key will expire Indicates that there are 3 days left before the
product expires.

On-demand scanning Occurs whenever an on-demand scan is
performed.

Rule matched Occurs whenever a message matches a Content
Filtering or Attachment Filtering rule.

Update information Contains information about the update process.

Product update Occurs when a product update is available.

Report generated Occurs whenever a report is generated.
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Managing Events

All of the events that may occur occurred are listed in a table.

To manage the events, use the following buttons:

» Configure event - opens the configuration window of a selected event, allowing
you to configure the importance level of the event and, if necessary, the mail and

net send alerts issued when the event occurs. For more information, please refer
to “Configuring Events” (p. 57).

* Enable / Disable - enables / disables one or several selected events.

Note

If an event is disabled, it will not be recorded and no alert will be sent when it takes
place.

Configuring Events

To configure an event, select it and click Configure event. The configuration window
will appear.

Follow these steps to configure an event:

Step 1/3 - Select Event Importance

Open the configuration window to select the importance of the event.

57



BitDefender Security for Exchange

58

Configure notifications x|

General | Wil lerts | et Send Alerts |

Event Mame: BitDefender warning

Event Category:  Warning

Importance level
O Disatled

O Low (File Log)

O Medium (File Log and SMTP)

ok | caneel || ok Set Defaults

Select Event Importance

You can see the name and category of the event.

When an event takes place, based on its importance, it can be logged and, possibly,
specified receivers may be notified through mail and net send alerts of its occurrence.
Choose one of the following options to set the importance level:

» Disabled - to disable the event. This means that no record of the event will be kept
and no alert will be sent when the event takes place.

* Low (File Log) - to keep a record of the event in the log file. No alert will be sent
when the event takes place.

* Medium (File Log and SMTP) - to log the event and send mail alerts when the
event takes place.

* High (File Log, SMTP and Net Send) - to log the event and send mail and net
send alerts when the event takes place.

Note

To make sure that file logging and mail and net send notification services are enabled,
go to the Logs and Alerts sections.
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Click Apply to save the changes and OK if you want to close the window.

Step 2/3 - Configure Mail Alerts

If the importance of the event is medium or high, mail alerts will be sent. Click the Mail
Alerts tab to configure the mail alerts.

Configure notifications x|

General Mail Alerts | et send alerts |

Configure the content of the alert:

El

Configurs the racsivers of the alert:

Add
Remove

Export...
Import...

To delets a selected address, dick 'Remave?, To sawe the sxisting list
of addresses for a futdre use, dick "Export”, to import a list of
addresses from s previously saved list, click “Import®, To configurs
the alerts text and different receivers for eath event, go ta the
“Events" tah,

ok | cencel | g Set Defaults

Configure Mail Alerts

Configure Alert Text

BitDefender allows you to configure the alert content. You can see the default text in
the box.

Make the desired changes to the alert content.

Important

We recommend you NOT to modify the strings that begin with the s symbol as they
provide valuable information about the event.

Configure Alert Receivers

Provide the e-mail address in the corresponding field and click Add to add the receiver
to the list.
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Note

6 Beside the receivers defined here, the alert will also be sent to those defined in the
Alerts section (see “Configuring Mail Alert Receivers” (p. 51)).

To import e-mail addresses from a txt file, click Import, select the file and then click
Open.

If you want to export the list to a txt file, click Export and save the file to the desired
location.

To remove one or several selected receivers click Remove.

Click Apply to save the changes and OK if you want to close the window.

Step 3/3 - Configure Net Send Alerts

If the importance of the event is high, net send alerts will be sent. Click the Net Send
Alerts tab to configure the net send alerts.

Configure notifications x|

General | Mail lerts et Send alerts |

Configure the content of the alert:

Configurs the racsivers of the alert:

Add
Remove

Export...
Import...

To delets a selected address, dick 'Remave?, To sawe the sxisting list
of addresses for a futdre use, dick "Export”, to import a list of
addresses from s previously saved list, click “Import®, To configurs
the alerts text and different receivers for eath event, go ta the
“Events" tah,

ok | cancel | apply | SetDefauks

Configure Net Send Alerts

Configure Alert Text

BitDefender allows you to configure the alert content. You can see the default text in
the box.
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Make the desired changes to the alert content.

Important
We recommend you NOT to modify the strings that begin with the s symbol as they

provide valuable information about the event.
Configure Alert Receivers

Provide the computer name in the corresponding field and click Add to add the receiver
to the list.

Note

Beside the receivers defined here, the alert will also be sent to those defined in the
Alerts section (see “Configuring Net Send Alert Receivers” (p. 53)).

To import computer names from a txt file, click Import, select the file and then click
Open.

If you want to export the list to a txt file, click Export and save the file to the desired
location.

To remove one or several selected receivers click Remove.

Click Apply to save the changes and OK to close the window.
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8.3. Quarantine

Click Quarantine in the tree menu (Monitoring module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'Monitoring',Quarantine] & x|
Fle Action Yiew Help
=1
[@ BitDefender Security fFor Exchangs, 1=l
o Status P ; A b
1. Morieorng BitDefender Security for Exchange & ,Q'fﬂﬁﬁﬂ,‘!ﬂ'
% Statistics & Reports
B> lerts & Logs
o orrtine
@ Antivirus
@ Antispam .
@ ContontFterng Q, Quarantine
@ Attachment Filering
A& scheduled Tasks
B Groups @ Antivirus
< Exchange Groups Views the files that BitDefender found infected or suspect and were
@ SMTP Graups stared in the quarantine area
e fntivirus
@ Antispam
% Conkent Fitering “ Antispam
& i 3::;:9““ Fikerinig Wigw the files that BitDefender found as being spam and were
. Product Update stored in the quarantine area.
=

& Dump Management “ Caontent Filtering
& Virus Report “iews the mails that matched a Content Filtering rule and were
@ About stored in the guarantine area

“ Attachment Filtering
Views the mails that matched an Attachment Filtering rule and were

1 — stored in the guarantine area. =l

pone [ \

Quarantine

This is where you can find all of the quarantined files.

The Quarantine is divided into 4 areas:

 Antivirus - contains the objects that BitDefender found infected or suspect and which
were stored in the quarantine area.

« Antispam - contains the messages that BitDefender found as being spam and which
were stored in the quarantine area.

» Content Filtering - contains the messages that matched a Content Filtering rule and
which were stored in the quarantine area.

» Attachment Filtering - contains the messages that matched an Attachment Filtering
and which were stored in the quarantine area.

Click a link to see the quarantined files for the corresponding component.
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8.3.1. Antivirus Quarantine

Click Antivirus in the tree menu (Quarantine module) to enter this section.

'Hii BDExchange 2003 - [BitDefender Security for Exchange\Monitoring'Quarantinel Antivirus]

Fle Action View Help

le > @@ BlE

"o Status
=) W Manitaring
@ Statistics & Reports
L[5 Alerts & Logs
=9, Quarantine
<«
4y Antispam
4y Content Filtering
4y Attachment Filtering
A4 scheduled Tasks
=¥ Groups
<y Exchange Groups
<y SMTP Groups
® Antivirus
& Antispam
% Content Filtering
% Attachment Filtering
- % Update
4y Product Update
(=@ Information
“ Register
& Dump Management
o Virus Report
< About

@ BiDefender Seourity for Exchange

BitDefender Security for Exchange

Quarantine

Date | Status | virus name | sender

There are no items ko shavs in this view,

< |

| Delete H Delste ald files || Save to

please check the Help file.,

Attachment Filtering Modules. There are four quarantine areas, one for each module. Vou can delste files in the

EitDefender Help
The Quarantine Moduls allows you o view the files quarantined by the Antivirus, Antispam, Content Fitering and
quaranting or you can savs them in order to redirect them ta the original mal receivers. For mors information,

T I —

Done

Antivirus Quarantine

This is where you can see the objects that BitDefender found infected or suspect and

which were stored in the quarantine area.

There are two types of quarantined objects: mail body and mail attachment. For each
file, the following information is provided: the date and time when it was quarantined,
the status (infected / suspect / unscanable), the virus name, the mail address or mailbox
of the sender, the mail address or mailbox of the receivers, the subject of the message

and the file name (for attachments).

Quarantined files are encrypted. In order to see an item from the quarantine area,
select it and then click Save to disk to decrypt the file. This way you can analyze the

item and send it by mail.

Note

To learn how to manage the quarantined files and the quarantine area, please refer to

“Managing Quarantine” (p. 67).
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8.3.2. Antispam Quarantine

Click Antispam in the tree menu (Quarantine module) to enter this section.

"Hii BDExchange2003 - [BitDefender Security for Exchange'\Monitoring!,Quarantine) Antispam] & x|

File  Action View Help |
ERICE IR |
@ BiDefender Seourity for Exchange
o Status o : A bif
© T Hontg BitDefender Security for Exchange (£ bitdefender
% Statistics & Reports
B> Alerts & Logs Quarantine
=9, Quarantine
4 Antivirus Date | Score | Filter Matched | sender | Receivers
N
4 Content Fikering
4 tittachment Filering
%4 scheduled Tasks
=¥ Groups
4 Exchange Graups
< SMTP Graups 4 | v
% ntivirus
@ Antispam
. Content Fitering | Delets | Deleteodfies || Savetn | options
% Attachment Filtering
- % Update
< Product Update
= @ Information
A, Register
& Dump Management BitDefender Help
 tirus Report The Quarantine Module allows you to view the Fils quarantined by the Antivirus, Antispam, Content Fitering and
attachment Filtering Modules, There are four quarantine areas, ane for each madule. Yau can delete files in the
< About quaranting o you can save them in order o rediect them to the original mail receivers. For more information,
please check the Help file.

There are no items ko shavs in this view,

T I —

Done

Antispam Quarantine

This is where you can see the messages that BitDefender found as being spam and
which were stored in the quarantine area.

For each quarantined file, the following information is provided: the date and time
when it was quarantined, the spam score received, the virus name, the mail address
of the sender, the mail address of the receivers, the subject and the file name of the
message.

Quarantined files are encrypted. In order to see an item from the quarantine area,
select it and then click Save to disk to decrypt the file. This way you can analyze the
item and send it by mail.

Note

To learn how to manage the quarantined files and the quarantine area, please refer to
“Managing Quarantine” (p. 67).
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8.3.3. Content Filtering Quarantine

Click Content Filtering in the tree menu (Quarantine module) to enter this section.

"Hi BDExchange2003 - [BitDefender Security for Exchange’\Monitoring!QuarantinelContent Filtering] & x|

File  Action View Help |
ERICE IR |
@ BiDefender Seourity for Exchange
o Status o : A bif
© T Hontg BitDefender Security for Exchange (£ bitdefender
% Statistics & Reports
B> Alerts & Logs Quarantine
=9, Quarantine
4 Antivirus Date | Rule Matched | sender | Receivers | subject
4 fintispam
Content Filtering
4 fittachment Filcering
%4 scheduled Tasks
=¥ Groups
4 Exchange Graups
< SMTP Graups 4 | v
% ntivirus
@ Antispam
. Content Fitering | Delets | Deleteodfies || Savetn | options
% Attachment Filtering
- % Update
< Product Update
= @ Information
A, Register
& Dump Management BitDefender Help
 tirus Report The Quarantine Module allows you to view the Fils quarantined by the Antivirus, Antispam, Content Fitering and
attachment Filtering Modules, There are four quarantine areas, ane for each madule. Yau can delete files in the
< About quaranting o you can save them in order o rediect them to the original mail receivers. For more information,
please check the Help file.

There are no items ko shavs in this view,

T I —

Done

Content Filtering Quarantine

This is where you can see the messages that matched a Content Filtering rule and
which were stored in the quarantine area.

For each quarantined file, the following information is provided: the date and time
when it was quarantined, the matching rule, the mail address of the sender, the mail
address of the receivers, the subject and the file name of the message.

Quarantined files are encrypted. In order to see an item from the quarantine area,
select it and then click Save to disk to decrypt the file. This way you can analyze the
item and send it by mail.

Note

To learn how to manage the quarantined files and the quarantine area, please refer to
“Managing Quarantine” (p. 67).
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8.3.4. Attachment Filtering Quarantine

Click Attachment Filtering in the tree menu (Quarantine module) to enter this section.

"Hi BDExchange2003 - [BitDefender Security for Exchange’Monitoring',Quarantine\Attachment Filtering & x|

Fle Action View Help |
I |
@ BiDefender Seourity for Exchange
> Status : : A bl
© T Hontg BitDefender Security for Exchange (£ bitdefender
% Statistics & Reports
B> Alerts & Logs Quarantine
=9, Quarantine
4 Antivirus Date | Rule Matched | sender | Receivers | subject
4 Antispam
4 Content: Fitering
BN iLachment: Fitering
4 scheduled Tasks
=¥ Groups
4 Exchange Groups
< SHTP Groups 4 | v
% Antivius
& Antispam
% Content Filtering |
% Attachment Filtering
- % Update
4 Product Update
[ @ Information
“ Register

& Dump Management BitDefender Help
The Quarantine Moduls allows you o view the files quarantined by the Antivirus, Antispam, Content Fitering and

There are no items ko shavs in this view,

Delete H Delete old files || Save to H Options.

Wirus Report
* . " Attachment Filtering Madules, There are four quaranting areas, ane far cach module. You can delete files in the
“ About quaranting o you can save them in order o rediect them to the original mail receivers. For more information,

please check the Help file.,

T I —

Done

Attachment Filtering Quarantine

This is where you can see the messages that matched an Attachment Filtering rule
and which were stored in the quarantine area.

For each quarantined file, the following information is provided: the date and time
when it was quarantined, the matching rule, the mail address of the sender, the mail
address of the receivers, the subject and the file name of the message.

Quarantined files are encrypted. In order to see an item from the quarantine area,
select it and then click Save to disk to decrypt the file. This way you can analyze the
item and send it by mail.

Note

To learn how to manage the quarantined files and the quarantine area, please refer to
“Managing Quarantine” (p. 67).
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8.3.5. Managing Quarantine

To manage the quarantined files and the quarantine areas, use the following buttons:

» Delete - deletes one or several selected files.

» Delete old files - deletes the files older than a specified time interval. Click
Properties to specify this interval.

« Save to - decrypts the quarantined files and saves them to the disk. This way you
can see and analyze the quarantined item (message / attachment).

* Properties - opens a window where you can specify the quarantine settings.
51

Quarantine |

- Quarantine lacation

Specify the fo

[iPrc

tine] Brawse. .

- Purge settings

Interval to delete files older than:

0 hours. -

OK | Cancel | Aply Set Defaults

Quarantine

You can change the folder the quarantine is located in. Provide the new path in the
edit field or click Browse to set a new location. The default location of the quarantine
folders is: Cc:\Program Files\Common Files\Softwin\Quarantine.

Note
6 The default quarantine folders for each component are the following:

* C:\Program Files\Common Files\Softwin\Quarantine\AV forthe Antivirus
module.

* C:\Program Files\Common Files\Softwin\Quarantine\AS for the
Antispam module.

* C:\Program Files\Common Files\Softwin\Quarantine\CF forthe Content
Filtering module.

* C:\Program Files\Common Files\Softwin\Quarantine\AF for the
Attachment Filtering module.

If you want to delete quarantined files older than a specified time interval, provide
the number of hours / days / weeks / months in the corresponding field. The default
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interval is 90 days. You must click Delete old files periodically in order to delete
files older than the specified period.

Click OK to save the changes and close the window. If you want to apply the default
settings, click Set Defaults.

8.4. Scheduled Tasks

Click Scheduled Tasks in the tree menu (Monitoring module) to enter this section.

"Hii BDExchange2003 - [BitDefender Security for Exchange’Monitoring!Scheduled Tasks] & x|

Fie Action View Help |
EEAEEEE |

@ BiDefender Seourity for Exchange

> Status P 8 A\ b
1 g g BitDefender Security for Exchange (£ bitdefender
@ Statistics & Reparts
> Alerts &sLogs Scheduled Tasks
=9, Quarantine
4 Antivirus Tasktype / | Task name | Mext run time: | Last run time
“ Antispam @@ Backaround Scanning T... Daily Background Seanning 20:13:44, Wednesday, 23 May 2007 Never
4 Content Fitering @ Generate Report April Report, 20:15:31, Wednesday, 23 May 2007 Never
4 Attachment Filtering 0 on-demand Scanning T...  Weskly On-demand Seann...  20:10:47, Tuesday, 23 May 2007 Mewver
%4 Scheduled Tasks % Update Daily Update 20:08:05, Wednesday, 23 May 2007 Never
5 aroups
4 Exchange Groups al | ,
@ SMTP Groups
“ Antivirus
o antispam [ Runinow || MewTask I Copy I Delste |
% Content Filtering
& Attachment Filtering | Enable/Disable H Propetties... |

- % Update

4y Product Update
(=@ Information

“ Register

& Dump Management

& Virus Report BitDeFender Help
BitDefender Scheduler allows you ko schedule tasks at the times that are most convenient to you. You can

< About schedule the update downioads, what reports you want to generats and on-demand antivirus scannings. For more

nfFormation, please check the Help fil.

T I —

Done

Scheduled Tasks

This is where you can schedule:

» on-demand scanning processes.
» background scanning processes.
* update processes.

 report generation tasks.

Here you can also manage and view the existing scheduled tasks.
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8.4.1. Managing Scheduled Tasks

You can see all the existing scheduled tasks listed in the table. For each task, the
following information is provided: the task type and name, the last time when it was
performed, the next time it is scheduled to run and the status.

To manage the scheduled tasks, use these buttons:

* Run Now - runs a selected scheduled task.
* New Task - launches a wizard that will help you create a new scheduled task.

Note
6 The configuration wizard is different for each type of scheduled task.

» Copy - copies one or several selected scheduled tasks.

» Delete - deletes one or several selected scheduled tasks. You will have to confirm
your choice by clicking Yes.

» Enable / Disable - enables / disables one or several selected scheduled tasks.

» Properties - opens the configuration window of a selected scheduled task, allowing
you to modify it and to configure more advanced settings.

8.4.2. Update Tasks
Scheduling Tasks

To create a new scheduled task, click New task. The configuration wizard will appear.
It will guide you through the process of creating a scheduled task.

Note
6 The scheduled update tasks will not deactivate the automatic update.

Follow these steps to schedule an update task:
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Step 1/4 - Welcome to the Scheduled Tasks Wizard

Welcome to BitDefender Security for
Exchange Scheduled Tasks Wizard!

BitDefender

scheduledtasks 5y lod Tasks Wizard quides you through the staps required to

generate and schedule an update, a report, an on-demand scanning o a
backaround scanning task. The scheduled update tasks will not deactivate
the automatic update module which will perform regular check of the
Update server For new signatures and enaines. Click "Next” to continue or
dick "Cancel” to quit the wizard.

= Back |j gt :I Cancel

Welcome

Click Next.

Step 2/4 - Select Task Type

Selsct Task Type:

Task name:
BitDefender Dally Update
scheduled tasks
Task type:

€ Generake Report Task
© on-demand Scanning Task

" Background Scanning Task

< Back. I Mext = I Cancel

Select Task Type

Provide the task name and then select Update Task.
Click Next.
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Step 3/4 - Configure Schedule

Configure the Scheduls Settings:

Schedule task bo run:

BilDefender  [perindically -
scheduled tasks
Start date: 5/22j2007 =

[~ Enddate: 5i22/2007 -

Sart tins: | Bi08:05 PM = every: [ Hias =

< Back. I Mext = I Cancel

Run Task Periodically

Specify the task schedule.

You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.
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2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Click Next.

Step 4/4 - View Summary

Scheduled Task Summary

Task Hame: Daily Lpdate
SitDsfendsr  Task Type: Update Task
scheduledtasks ~ Runs: every 1 days
=" Start Time: 20:08, Tuesday, May 22, 2007

¥ Dpen the advanced properties of this kask when T dick “Firish®

<Bsck [ Frisn | Cancel

View Summary

This window allows you to view the task settings and make any changes by returning
to the previous steps (Back). If you do not want to make any changes, click Finish.

Check Open the advanced properties of this task when I click "Finish" if you want
the Properties window of this task to be opened after you complete the wizard. In this
window you can modify the task and configure more advanced settings. For more
information, please refer to “Configuring Properties” (p. 72).

Note
6 The task will appear in the Scheduled Tasks section.

Configuring Properties

In order to modify an existing scheduled task or to configure more advanced settings,
unavailable in the configuration wizard, just double-click the task or select it and click
Properties. The configuration window will appear.
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Note

6 To open the configuration window, you can also check Open the advanced properties
of this task when | click "Finish" in the last step of the wizard.

Viewing General Information

Open the configuration window to check general information.

Il Scheduled Update Properties 21x|

General | schedule |

~ Task Information

Mame:

Status: Idle

Laskrum:  Mever

[¥ Enable Task

ok | cancel Apply Set Defatlts

General

You can see general information about the task (the name, the status, the last time
when the task ran). If you want to change the task name, enter a new name in the
corresponding field.

To enable the task, check Enable Task. If you want to disable the task, clear the
check box.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

Modifying Schedule

Click the Schedule tab in the configuration window to modify the schedule.
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Bl Scheduled Update Properties x|

General Stheduls |

i~ Schedule

Schedule kask ko run;

Start date: 5222007 =
[ end date: s{zzjz007

Starttie: | B05:05PM = averys |1 Hfs =

[ pelete if nat scheduled to run again

ok | cancel Apply Set Defaults

Schedule

Specify the task schedule.
You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.
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To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Check Delete if not scheduled to run again to delete the task after its last execution.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

8.4.3. Report Generation Tasks
Scheduling Tasks

To create a new scheduled task, click New task. The configuration wizard will appear.
It will guide you through the process of creating a scheduled task.

Follow these steps to schedule a report generation task:
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Step 1/7 - Welcome to the Scheduled Tasks Wizard

Welcome to BitDefender Security for
Exchange Scheduled Tasks Wizard!

BitDefender

scheduledtasks 5y lod Tasks Wizard quides you through the staps required to

generate and schedule an update, a report, an on-demand scanning o a
backaround scanning task. The scheduled update tasks will not deactivate
the automatic update module which will perform regular check of the
Update server For new signatures and enaines. Click "Next” to continue or
dick "Cancel” to quit the wizard.

= Back |j gt :I Cancel

Welcome

Click Next.

Step 2/7 - Select Task Type

Selsct Task Type:

Task name:
BitDefender April 2eport
scheduled tasks !
Task type:

€ Update Task.
' Generake Report Task
© on-demand Scanning Task

" Background Scanning Task

< Back. I Mext = I Cancel

Select Task Type

Provide the task name and then select Generate Report Task.
Click Next.
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Step 3/7 - Configure Schedule

Configure the Scheduls Settings:

Schedule task bo run:

BitDefender once -

scheduled tasks
Start date: SigElz007 -

Stark time: | 811531 PM =

< Back. I Mext = I Cancel

Run Task Periodically

Specify the task schedule.

You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.
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2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Click Next.

Step 4/7 - Select Report Type

Select Report Type

Report Type
BitDefender  Total
scheduled tasks
= € antispam  Top viruses
€ Content Filtering  Top wirus senders
€ Attachment Filkering  Top wirus raceivers

Select the bype of the report. Depending of what you select, the report wil
show the kokal or kop antlvirus, antispam, conkent filtsring or attachment
filtering activity. Click "Next" to continue or "Cancel” to quit the Repart
wizard,

< Back I Mesxt = I Cancel

Select Report Type

First, you must select the module the generated report is on: Antivirus, Antispam,
Content Filtering and Attachment Filtering.

Then select one of the report types available for the module you have chosen.

Note

For more information on the available report types, please refer to the table presented
at the beginning of the “Reports” (p. 43) section.

Depending on your choice, the report may contain a summary of or only specific data
about the activity of a specified component.

Click Next.
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Step 5/7 - Select Report Format

Selsct Report Format

& HiL
BitDefender
scheduled tasks  Text
[afe-1]

Selsct the Format of the report. Depsnding on what you select, the
report will be created as an html file, a text file or 3 comma delimited file.
Click "Next” ta eontinus or dlick "Cancel” ko quit the Report Wizard.

< Back. I Mext = I Cancel

Select Report Format

Select the format of the report file (HTML, text or CSV).

Depending on your selection, the report will be created as an HTML, text or
comma-separated values (CSV) file.

Click Next.
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Step 6/7 - Select Time Interval

Select Report Time Interval

BitDefender Skart date: 4 2007w
scheduled tasks
End date: o lzor =

Select the time interval for the report. Only records included in the
selected time interval will be shown in the report, Click "Mext” to continue
or click "Cancel” to quit the Report Wizard.

< Back. I Mext = I Cancel

Select Time Interval

Select the time interval (Start Date and End Date) covered in the report. Only the
records from the specified period will appear in the report.

To specify the start and end date, either click the numbers in the date field and enter
new values or click the arrow to choose a date from the calendar.

Note
6 The date format is month/day/year.

Click Next.
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Step 7/7 - View Summary

Scheduled Task Summary

Task Name: Apri Report

Task Type: Generate Report Task

Start Time: 20:15, Wednesday, May 23, 2007
Repork Type: Antivirus | Total Report

Report Format: HTML

Report Start Date: 1/4/2007

Report End Date: 1/5/2007

BitDefender
scheduled tasks

¥ Spen the advanced properties of this task when T clik "Finish®

< Back I Finish I Cancel

View Summary

This window allows you to view the task settings and make any changes by returning
to the previous steps (Back). If you do not want to make any changes, click Finish.

Check Open the advanced properties of this task when I click "Finish" if you want
the Properties window of this task to be opened after you complete the wizard. In this
window you can modify the task and configure more advanced settings. For more
information, please refer to “Configuring Properties” (p. 81).

Note
6 The task will appear in the Scheduled Tasks section.

Configuring Properties
In order to modify an existing scheduled task or to configure more advanced settings,

unavailable in the configuration wizard, just double-click the task or select it and click
Properties. The configuration window will appear.

Note

To open the configuration window, you can also check Open the advanced properties
of this task when | click "Finish" in the last step of the wizard.
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Viewing General Information

General | schedule | Settings | Notfications |

1~ Task Information

Hame: | April Report]

Status: Idle

Lastrun:  Mever

Iv Enable Task

ok | cancel Apply Set Defaults

General

You can see general information about the task (the name, the status, the last time
when the task ran). If you want to change the task name, enter a new name in the
corresponding field.

To enable the task, check Enable Task. If you want to disable the task, clear the
check box.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

Modifying Schedule

Click the Schedule tab in the configuration window to modify the schedule.
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Bl Scheduled Report Properties Properties x|

General Schedule | Settings | Wotfications |

i~ Schedule

Schedule kask ko run;

Start date: S[23[2007 -

Start time: B1%:31 PM =

[ pelete if nat scheduled to run again

ok | cancel Apply Set Defaults

Schedule

Specify the task schedule.
You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.
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To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Check Delete if not scheduled to run again to delete the task after its last execution.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click

Cancel.
Configuring Settings
Click the Settings tab in the configuration window to modify the report settings.
2%
General | Schedule  Settings | natifications |
Modul Report Type
@ Antivirus] @ Total
QO antispam Q) Top viruses
QO Content Filtering Q) Top virus senders
Q) attachment Filtering O Top virus receivers

Report Format
’V @ HIML O Text O csv

Report time interval

Startdate: | 4/ 1/2007 v
Enddate: | 5/ 1/2007 =

ok | cancel Apply Set Defatlts

Settings

Follow these steps to configure the report settings:
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1. Choose on which module (Antivirus, Antispam, Content Filtering, Attachment
Filtering) to generate the report.

2. Select one of the report types available for the previously specified module.

Note

For more information on the available report types, please refer to the table presented
at the beginning of the “Reports” (p. 43) section.

3. Select the format of the report file (HTML, text or CSV).
4. Select the time interval (Start Date and End Date) covered in the report.
Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.
If you want to close the configuration window without making any changes, click
Cancel.
Configuring Notifications
Click the Notifications tab in the configuration window to configure notifications.
2|

General | Schedule | Settings Notfications |

Please configure the notifications that should be sent for this report task:

Hotfication typ

¥ Feport qeneratad;

To changs the notification events configuration, please, go to the "Alerts
8 Logs" section, Events tab,

ok | cancel Apply Set Defaults

Notifications

Check Report Generated to enable notifications on report generation.
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Note

To choose how to obtain information about the occurrence of this event, go to the
Alerts&Events module, Events section and configure the corresponding event.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

8.4.4. On-demand Scanning Tasks
Scheduling Tasks

To create a new scheduled task, click New task. The configuration wizard will appear.
It will guide you through the process of creating a scheduled task.

Follow these steps to schedule an on-demand scanning task:

Step 1/7 - Welcome to the Scheduled Tasks Wizard

Welcome to BitDefender Security for
Exchange Scheduled Tasks Wizard!

BitDefender

scheduledtasks 5y lod Tasks Wizard quides you through the staps required to

generate and schedule an update, a report, an on-demand scanning o a
backaround scanning task. The scheduled update tasks will not deactivate
the automatic update module which will perform regular check of the
Update server For new signatures and enaines. Click "Next” to continue or
dick "Cancel” to quit the wizard.

= Back |j gt :I Cancel

Welcome

Click Next.
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Step 2/7 - Select Task Type

Selsct Task Type:

Task name:
BitDefender Weekly On-demand Scanning
scheduled tasks
Task type:

€ Update Task.

€ Generake Report Task

@ Dr-demand Seanning Task

" Background Scanning Task

< Back. I Mext = I Cancel

Select Task Type

Provide the task name and then select On-demand Scanning Task.
Click Next.

Step 3/7 - Configure Schedule

Configure the Schedule Settings:

Schedule task to run:

BitDefender  |perindically -

scheduled tasks

Start date: 5i22/2007 -

[© Enddate: 5/22j2007 =

Skark time: s:m:wwj‘ avery! ll_:”m

< Back I Mesxt = I Cancel

Run Task Periodically

Specify the task schedule.

You must choose one of the following options from the menu:
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* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Click Next.
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Step 4/7 - Select Scan Target

Ml Create a new scheduled task

Configure ths scanning options

Specify the aroups, mailbaxes and public folders to be scanned. The

i)

BitDefender  current settings are:
scheduled tasks
= Select al
= [¥] Mailbox Store (EXCH)
Administrator Clear all
usrz01
usrx02
Public Folders
™ show only selected
< Back. I Mext = I Cancel

Select Scan Target

Check the items (groups, mailboxes and public folders) you want to be scanned.

Click Select All to check all items. If you click Clear All no item will be selected.

If you want to see only the selected items, check Show only selected.

Click Next.

89



BitDefender Security for Exchange

Monitoring Module

Step 5/7 - Set Action

Bl Create a new scheduled task 2]
© Configurs the scanning actions
First action ondary action
BitDefender
scheduled tasks & Disinfect] @ Delete mal

" Delete mail " Quarantine mail

" Quarantine mail " Deliver mail

© Deliver mail

If & virus is detected, BitDefender will apply the action you selected. IF the
action is "Disinfect” and EitDefender Fails to apply it, then it wil attempt to
apply the second action selected.

< Back. I Mext = I Cancel

Set Action

Set the action to be taken on the infected messages.

You must choose one of the following actions:

Action Description
Disinfect The infected messages are disinfected.

You can choose a second action to be taken on the infected
messages if disinfection fails. The second action options are
delete, quarantine, deliver mail (as defined below).

Delete mail The infected messages are deleted.

Quarantine mail The infected messages are moved to the quarantine folder.
Deliver mail The infected messages are delivered in full to their receivers.
Click Next.
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Step 6/7 - Configure Notifications Options

Bl Create a new scheduled task 2]
© Configure report and notification options
¥ Generate scan report
BitDefender
scheduled tasks Cheose repart type: HTML -
¥ Log arly infected files

I Log startfend of on-demand scanning

In order to receive netifications about the an-demand scheduled scanning
tesult, please configure the Natifications(Mil module For On-demand
Scanning Alerts,

< Back. I Mext = I Cancel

Configure Notifications Options

Configure Report Options

Check Generate Scan Report to generate a report for the on-demand scan. The
default location of the report file is: c:\Program Files\Softwin\BitDefender
Security for Exchange\Reports.

You can choose the format of the report file from the menu. The report can be
generated in HTML, text or CSV format.

If you want only the infected / suspect files to be logged in the report, check the
corresponding option.

Note

To view the report file, at the end of the scanning, open the configuration window (select
the task and click Properties) and then click View Log.

Log Scanning

Check Log start/end of on-demand scanning to record the start and the end of the
process in the log file.

Note

The corresponding event from the Events section must be enabled and properly
configured. For more information, please refer to “Configuring Events” (p. 57).

Click Next.
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Step 7/7 - View Summary

BitDefender
scheduled tasks

Ml Create a new scheduled task

Scheduled Task Summary

Task Name: Weekly On-demand Scanning
Task Type: On-demand Seanning Task
Runs: every 1 weeks
Start Time: 20:10, Tussday, May 22, 2007
Scan Target:  Public Folders
Administrator
usrx0l
Action: disinfect;delete:

Generate scan report
Log startfend of on-demand scanning

¥ Spen the advanced properties of this task when T clik "Finish®

i)

< Back I Finish I Cancel

View Summary

This window allows you to view the task settings and make any changes by returning
to the previous steps (Back). If you do not want to make any changes, click Finish.

Check Open the advanced properties of this task when I click "Finish" if you want
the Properties window of this task to be opened after you complete the wizard. In this
window you can modify the task and configure more advanced settings. For more
information, please refer to “Configuring Properties” (p. 92).

Note

6 The task will appear in the Scheduled Tasks section.

Configuring Properties

In order to modify an existing scheduled task or to configure more advanced settings,
unavailable in the configuration wizard, just double-click the task or select it and click

Properties. The configuration window will appear.

Note

To open the configuration window, you can also check Open the advanced properties
of this task when | click "Finish" in the last step of the wizard.
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Viewing General Information

General | schedule | Settings | Actions | Motiications |

1~ Task Information

Mame: | Weekly On-demand Scanning

Status: Idle

Lastrun:  Mever

End Task Yisw Log

Iv Enable Task

ok | cancel Apply Set Defatlts

General

You can see general information about the task (the name, the status, the last time
when the task ran). If you want to change the task name, enter a new name in the
corresponding field.

If the task is running, you can end the scanning process by clicking End Task.
To see the report file on the last task execution, click View Log.

To enable the task, check Enable Task. If you want to disable the task, clear the
check box.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

93



BitDefender Security for Exchange

Modifying Schedule
Click the Schedule tab in the configuration window to modify the schedule.
2|

General Scheduls | ettings | Actions | Motiications |

i~ Schedule

Schedule kask ko run;

Start date: 5222007 =
[ end date: s{zzjz007

Stattie: | @1047PM = pverys |1 [wedks =

[ pelete if nat scheduled to run again

ok | cancel Apply Set Defatlts

Schedule

Specify the task schedule.
You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.
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3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Check Delete if not scheduled to run again to delete the task after its last execution.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.
Configuring Settings

Click the Settings tab in the configuration window to modify the task settings.
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Monitoring Module

96

Bl On-demand Scheduled Scanning Properties Propertie x|

General | Scheduls Settings | actions | Motiications |

~Scan karget

Select the mailboxes and public folders to be scanned in this on-demand

scanning kask:
Select al
Clear all

blic Folders

Advanced..,

O show only selected

[ stop scan if it takes longer than: |1 minutes ¥

ok | cancel Apply Set Defatlts

Settings

Select Scan Target
Check the items (groups, mailboxes and public folders) you want to be scanned.
Click Select All to check all items. If you click Clear All no item will be selected.

If you want to see only the selected items, check Show only selected.

Set Advanced Settings

To set advanced scan settings click Advanced. A new window will appear.
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[Advanced Settings i x|

O #ximum mai size to be scanned
Kb

[ Objecks type

Scan mails and the Following objects
Contacts

Tasks

Appointments

ok | caneel | ooy | et Defaus

Advanced Scan Settings

If you do not want to scan messages that exceed a certain size limit, check Maximum
mail size to be scanned and provide the size limit in the corresponding field.

Beside messages, you can select other objects to be scanned: Contacts, Tasks and
Appointments.

If you want to apply the default settings, click Set Defaults. Click OK to save changes
and close the window.

Limit Scanning Time

If you want to limit the scanning time, check Stop scan if it takes longer than and
specify the number of minutes or hours.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

Configuring Action

Click the Actions tab in the configuration window to configure the action to be taken
on the infected messages.
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Monitoring Module

Bl On-demand Scheduled Scanning Properties Propertie x|

General | Schedule | Settings Actions | Hotifications |

Select the action to be applied if an infected object is found:

(* Disinfect!
Select the action to be applied if the action "Disinfect” Fails:
& Delete mail
. Quarantine mai

€ peliver mal
" Delete mail
" Quarantine mail

" Deliver mail

ok | cancel Apply Set Defatlts

Notifications

You must choose one of the following actions:

Action Description

Disinfect The infected messages are disinfected.

You can choose a second action to be taken on the infected
messages if disinfection fails. The second action options are
delete, quarantine, deliver mail (as defined below).

Delete mail The infected messages are deleted.
Quarantine mail The infected messages are moved to the quarantine folder.
Deliver mail The infected messages are delivered in full to their receivers.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.
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If you want to close the configuration window without making any changes, click
Cancel.
Configuring Notifications
Click the Notifications tab in the configuration window to configure the notifications.
2=l

General | Schedule | Settings | Actions Metficatians |

Please configure the notifications that should be sent for this an-demand scanning
process:

~Notification typ

To changs the natification events configuration, please, go to the "Alsrts
& Logs" section, Events tab.

Generate scan report

Select the lacation For the on-demand scaning raport fis:

[ Ci\Program Fies|Softwin|EikDefender Securicy for ExchangelReports

Change location...
Chooss the report bype:  [HTmL -

Log only infected files

ok | cancel Apply Set Defaults

Notifications

Log Scanning
Check Log start/end of on-demand scanning to record the start and the end of the
process in the log file.

Note

The corresponding event from the Events section must be enabled and properly
configured. For more information, please refer to “Configuring Events” (p. 57).
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Configure Report Settings

Check Generate Scan Report to generate a report for the on-demand scan. The
default location of the report file is: c:\Program Files\Softwin\BitDefender
Security for Exchange\Reports. To change this location click Change location.

You can choose the format of the report file from the menu. The report can be
generated in HTML, text or CSV format.

If you want only the infected / suspect files to be logged in the report, check the
corresponding option.

Note

To view the report file, at the end of the scanning process, open the configuration window
(select the task and click Properties) and then click View Log.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

8.4.5. Background Scanning Tasks
Scheduling Tasks

To create a new scheduled task, click New task. The configuration wizard will appear.
It will guide you through the process of creating a scheduled task.

Follow these steps to schedule a background scanning task:
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Step 1/4 - Welcome to the Scheduled Tasks Wizard

Bl Create a new scheduled task 2]
Welcome to BitDefender Security for
Exchange Scheduled Tasks Wizard!
BitDefender
scheduledtasks 5y lod Tasks Wizard quides you through the staps required to
generate and schedule an update, a report, an on-demand scanning or a
background scanning task. The scheduled update tasks will not deackivate
the automatic update module which will perform regular check of the
Update server For new signatures and engines. Click "Next" bo continue or
dlick "Cancel" to quit the wizard,
= Back |j gt :I Cancel
Welcome
Click Next.
Bl Create a new scheduled task 2]
Selact Task Type
Task name:
BitDefender Daly B d Scanni
il aily Background Scanning
Task type:
€ Update Task.
€ Generake Report Task
" on-demand Scanning Task
@ Background Scanning Task
< Back. I Mext = I Cancel

Select Task Type

Provide the task name and then select Background Scanning Task.

Click Next.
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Step 3/4 - Configure Schedule

Configure the Scheduls Settings:

Schedule task bo run:

BilDefender  [perindically -
scheduled tasks
Start date: 5/22j2007 =

[~ Enddate: 5i22/2007 -

Sart tins: | 81399 PM = every: [ Hias =

Duration {minutes):

360

< Back. I Mext = I Cancel

Run Task Periodically

Specify the task schedule.

You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.
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2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Specify the duration of the background scanning in the corresponding field.

Click Next.

Step 4/4 - View Summary

Scheduled Task Summary

Task Name: Dy Backaround Scanning
SitDsfender  Task Type: Background scanming Task,
scheduledtasks ~ Runs: every 1 days
=" Start Time: 20:13, Tuesday, May 22, 2007

¥ Dpen the advanced properties of this kask when T dick “Firish®

<Bsck [ Frisn | Cancel

View Summary

This window allows you to view the task settings and make any changes by returning
to the previous steps (Back). If you do not want to make any changes, click Finish.

Check Open the advanced properties of this task when I click "Finish" if you want
the Properties window of this task to be opened after you complete the wizard. In this
window you can modify the task and configure more advanced settings. For more
information, please refer to “Configuring Properties” (p. 103).

Note
6 The task will appear in the Scheduled Tasks section.

Configuring Properties

In order to modify an existing scheduled task or to configure more advanced settings,
unavailable in the configuration wizard, just double-click the task or select it and click
Properties. The configuration window will appear.
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Note

6 To open the configuration window, you can also check Open the advanced properties
of this task when | click "Finish" in the last step of the wizard.

Viewing General Information

B Scheduled Background Scanning Properties Properties 21x|
General | schedule | Motifications |

~ Task Information

Mame: | Daily Background Seanning]

Status: Idle

Laskrum:  Mever

End Task

[¥ Enable Task

ok | cancel Apply Set Defatlts

General

You can see general information about the task (the name, the status, the last time
when the task ran). If you want to change the task name, enter a new name in the
corresponding field.

If the task is running, you can end the scanning process by clicking End Task.

To enable the task, check Enable Task. If you want to disable the task, clear the
check box.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.

Modifying Schedule

Click the Schedule tab in the configuration window to modify the schedule.
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Bl Scheduled Background Scanning Properties Properties x|

General Schedule | otifications |

i~ Schedule

Schedule kask ko run;

Start date: 5222007 =
[ end date: s{zzjz007

Starttime: | B13:440PM = averyr |1 Hfs =

Duration {minutes):

360

[ pelete if nat scheduled to run again

ok | cancel Apply Set Defaults

Schedule

Specify the task schedule.
You must choose one of the following options from the menu:

* Once - to run the task one time only, at a given moment.
Specify the start date and time in the Start Date / Start Time fields.

» Periodically - to run the task periodically, at certain time intervals (minutes, hours,
days, weeks, months, years), starting with a specified date and time.

To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in the corresponding field.

3. Specify the start time in the Start Time field.

4. Specify the task frequency by specifying the number of minutes / hours / days /
weeks / months / years between two successive occurrences of such task, in the
corresponding field..

» Week Days - to run the task repeatedly only in certain days of the week starting
with a specified date and time.
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To configure the necessary settings, follow these steps:
1. Specify the start date in the Start Date field.

2. If you want to run the task repeatedly until a certain date, check End Date and
specify the end date in corresponding field.

3. Specify the start time in the Start Time field.
4. Specify the day or days of the week on which the task should be run.

Specify the duration of the background scanning in the corresponding field.
Check Delete if not scheduled to run again to delete the task after its last execution.

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.
Configuring Notifications
Click the Notifications tab in the configuration window to configure notifications.
2%

General | Scheduls Motiicstions |

Please configure the notifications that should be sent for this background
scanning tacki

Notification types

O inq startiand of backaraund scanningt

To changs the notification events configuration, pleass, go ta the
"lerts & Logs" section, Events tab.

ok | cancel Apply Set Defaults

Notifications
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Check Log start/end of background scanning to keep a record of the start and the
end of the background scanning in the log file.

Note

The corresponding event from the Events section must be enabled and properly
configured. For more information, please refer to “Configuring Events” (p. 57).

Click Apply to the save changes. If you want to save the changes and close the
configuration window, click OK.

If you want to close the configuration window without making any changes, click
Cancel.
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9. Groups Module

BitDefender allows creating user groups, in order to apply different scanning and
filtering policies for different user categories. For example, you can create appropriate
policies for the IT department, for the sales team or for the managers of your company.

Click Groups in the tree menu to enter this section.

=181

"Hii BDExchange2003 - [BitDefender Security for Exchange’\Groups]

Fle  Action  View  Help
e~ | &[m] @ |
@ BiDefender Seourity for Exchange

&‘\‘bitdeﬁnder

e Status ” .
) g Montaring BitDefender Security for Exchange Ditaetenael
@ Statistics & Reparts

5> Alerts & Logs
-9, Quarantine
Ay Antivirus
4y Antispam
4 Content Fitering e Groups
4y Attachment Filtering
2 scheduled Tasks

=-¢¥ Groups “ Exchange Groups

“ Exchange Groups Define the groups used in the Antivirus policies. Members of these

< SMTP Groups groups are Exchange mailboxes and public folders.
% ntivirus
@ Antispam
% Content: Fitering “ SMTP Groups
o i G::;::E”t Fiering Define the groups used in the Antispam, Content and Attachment
Filtering policies. Members of these groups are SMTP e-mail
< Product Update
= @ Information addresses.
A, Register

& Dump Management
o Virus Report

< About
1 =
Done BDExchange0013 - [BitDefender Security For ExchangelGroups]|
Groups

There are two different kinds of groups:

» Exchange Groups, based on the Exchange mailboxes and used to create antivirus
policies.

» SMTP Groups, based on Active Directory and used to create antispam, content and
attachment filtering policies.
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Groups Module

9.1. Exchange Groups

Click Exchange Groups in the tree menu (Groups module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Groups'Exchange Groups] =& x|

File Action Yiew Help
e Bm @&
[@ BitDefender Security fFor Exchangs,

o Status . ; yy
£ vt BitDefender Security for Exchange (& bitdefender
@ Statistics & Reports

£> herts & Logs Groups

@, Quarantine

@ Antivirus Group name | Description
4 Antispam “ Administrators Exchange  Administratars Group

4 Content Fltering
@ Attachment Fitering
A& Scheduled Tasks
& Groups
4 Exchangs Groups
@ SMTP Groups
®a fintivirus 4| |
& Antispam
% Content Filtering
% Attachment Fikering |
=% Update
L.y Product Update

Properties |

Mew Group. Copy || Delete

& Dump Management
& Virus Report EitDefender Help
Fhe Group Moduls allows ¥ou ko create groups ta be used in the scanning policies. Different user and group

% About stanning policies can be defined to allow you ko have an increased flexibility over filkering the mail traffic. For more
infarmation, pleass check the Help file.

I I

[pone

Exchange Groups

This is where you can create and manage Exchange user groups.

Exchange groups contain Exchange users or public folders, organized as on the
Exchange server. They are only used to create antivirus scanning policies.

9.1.1. Managing Groups
You can see all the existing groups listed in the table along with their description.
To manage the groups, use the following buttons:
* New Group - creates a new group. You will have to configure the group before it
appears in the table.
» Copy - copies one or several selected groups.

» Delete - deletes one or several selected groups. You will have to confirm your choice
by clicking Yes.
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» Properties - opens the configuration window of a selected group, allowing you to
configure it. To learn how to configure the group, please refer to “Configuring
Exchange Groups” (p. 111).

9.1.2. Creating Exchange Groups

To create a group, choose one of the following methods:

» copy an existing group and click Properties to modify it.

 click New Group and configure the new group.

In both cases, a configuration window will appear. Next, you must configure the group.

9.1.3. Configuring Exchange Groups

Open the configuration window (select the group and click Properties).
2]

Exchange Group |

Group name:

Description:
Administrators Group

|
Specify the users that are part of this aroup, Click "Add" t0 add 2 new
mailbex or public Folder or cick "Browse" to chaose from the existing
mailbaxesipublic folders on the server.

Add

Users in the group:

administrator Browse. .
Remove

Impott...

Export...

To save ths existing users of this group For a Futurs use, click "Export”, to
import: users from a previously saved group, dick "Import”.

ok | cancel Apply Set Defaults

Group Properties

To configure the group follow these steps:

1. Identify the new group. Provide the group name and, optionally, the group
description in the corresponding fields.
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2. Add users and public folders to the new group. There are three ways to add
items to the group:

» Provide the user name or the public folder name in the corresponding field and
click Add.

» Add users or public folders from the Exchange user list.

Click Browse to search items in the Exchange user list. A new window will appear.

=l You can see the list of all of your storage groups
S ms et e e et s s and the items they contain. A storage group can
= be empty, it can contain one or more public
o stee £ folders and it can also contain one or more
Eusmg; mailbox stores along with their defined items.
[ Public Falders . . .
e The user list is automatically updated once a
day. To update the list, click Update Now.
Click the box labeled with "+" to show all items
contained by an object or the box labeled with
nn H H H H
i e sl o R st -" to hide the items contained by an object.

o o Check the items you want to add to the new
I group and click OK.

Browse for Users (Groups)

» Import the users from a txt file. Click Import, select the file and then click Open
to add the users from the file to the group.

To remove one or several items from the list, select them, click Remove and then
Yes to confirm your choice.

You can export the list to a txt file in order to use it when creating other groups.
Click Export and save the file to the desired location.

3. Click OK to save the changes and close the configuration window.

9.2. SMTP Groups

Click SMTP Groups in the tree menu (Groups module) to enter this section.

112



Configuration and Use

"tii BDExchange2003 - [BitDefender Security for Exchange'\Groups'SMTP Groups] =& x|

Ble Acion View Help

e Bm B @

[@ BitDefender Security fFor Exchangs,
o Status . ; L bl

£ T onbaring BitDefender Security for Exchange (& bitdefender

@ Statistics & Reports

£> herts & Logs Groups

@, Quarantine
@ Antivirus Group name | Description
@ Antispam < Administrators Administrators Group
4 Content Fltering
@ Attachment Fitering

A& Scheduled Tasks

& Groups

4 Exchangs Groups

< SMTP Groups

®a fintivirus 4| | »

& Antispam

% Content Filtering

% Attachment Fikering |

=% Update

L.y Product Update

Mew Group. H Copy || Delete H Properties |

& Dump Management
& Virus Report EitDefender Help
Fhe Group Moduls allows ¥ou ko create groups ta be used in the scanning policies. Different user and group

stanning policies can be defined to allow you ko have an increased flexibility over filkering the mail traffic. For more
information, please check the Help file.

4 I+

SMTP Groups

This is where you can create and manage SMTP groups.

SMTP groups contain users from Active Directory that have an SMTP address
assigned. They are used for creating antispam scanning and content and attachment
filtering policies.

9.2.1. Managing SMTP Groups

You can see all the existing groups listed in the table along with their description.

To manage the groups, use the following buttons:

* New Group - creates a new group. You will have to configure the group before it
appears in the table.

» Copy - copies one or several selected groups.

» Delete - deletes one or several selected groups. You will have to confirm your choice
by clicking Yes.
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» Properties - opens the configuration window of a selected group, allowing you to
configure it. To learn how to configure the group, please refer to “Configuring SMTP
Groups” (p. 114).

9.2.2. Creating SMTP Groups

To create a group, choose one of the following methods:

» copy an existing group and click Properties to modify it.

 click New Group and configure the new group.

In both cases, a configuration window will appear. Next, you must configure the group.

9.2.3. Configuring SMTP Groups

Open the configuration window (select the group and click Properties).
2]

SMTP Group |

Group name; | Administrators

Description:
Administrators Group

| |
Specify the users that are part of this group, Click "dd" £0 add & new user
name or e-mail address or dlick "Browse” to thoose from the existing users
on the server.

Add

Users in the group:

Administrator@supp.ro Browse. ..

postmaster@supp.ro —
Remove

Impott...

Export...

To save ths existing users of this group For a Futurs use, click "Export”, to
import: users from a previously saved group, dick "Import”.

ok | cancel Apply Set Defaults

Group Properties

To configure the group follow these steps:

1. Identify the new group. Provide the group name and, optionally, the group
description in the corresponding fields.



Configuration and Use

2. Add users to the new group. There are three ways to add users to the group:

» Provide the user name or the e-mail address in the corresponding field and click

Add.

» Add users from the Active Directory user list.

Click Browse to search users in the Active Directory user list. A new window will

appear.

Mail Server Users

Select the user names that will be added to the existing users in the
aroup:
Bl e
= [ Administratar
Administrator@supp.ro
postmaster@supp.ro
O usrxim
O usrxinz

The above user list is updated once a day. If you Update Mo
want ko update it now, press "Update now" button P
oK Cancel

X

Browse for Users (Groups)

You can see the list of all the users from Active
Directory that have an SMTP address assigned.
The list structure is the one from Active
Directory.

The user list is automatically updated once a
day. To update the list, click Update Now.

Click the box labeled with "+" to show all items
contained by an object or the box labeled with
"-" to hide the items contained by an object.

Check the items you want to add to the new
group and click OK.

* Import e-mail addresses from a txt file. Click Import, select the file and then click
Open to add the addresses from the file to the group.

To remove one or several items from the list, select them, click Remove and then

Yes to confirm your choice.

You can export the list to a txt file in order to use it when creating other groups.
Click Export and save the file to the desired location.

3. Click OK to save the changes and close the configuration window.
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10. Antivirus Module

In the Antivirus module you can configure BitDefender to scan messages for viruses
and spyware.

Based on the groups the sender and the receivers belong to, you can specify various
actions to be taken on the infected messages.

The module contains two sections:
» Real-time Antivirus Protection - allows you to enable the real-time antivirus protection
and to configure advanced settings for the Antivirus module.

» Policies - allows you to configure the scanning options for all incoming mail traffic
and to specify different scanning policies based on the groups the sender and the
receivers belong to.

» Scan - allows you to configure and initiate on-demand scanning processes.
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Antivirus Module

10.1. Real-time Antivirus Protection

Click Antivirus in the tree menu to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’\Antivirus] & x|

Fle Action View Help
=1

[@ BitDefender Security fFor Exchangs,
a2 Status

£ T onbaring BitDefender Security for Exchange (& bitdefender
Statistics & Reports
Alerts & Logs Real time Policies On-demand
Quarantine
@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
Scheduled Tasks
Groups
» Exchange Groups
» SMTP Groups
®o Antivirus
@ Antispam Advanced, ” Al
% Content Filtering
% Attachment Fikering
=% Update
L.y Product Update
Information BitDefender Help
Register
Dump Management

¥ Enable real time antivirus scanning

The Antivirus Moduls protects the Exchangs ssrver From viruses and spyware, On the "Real time” kab you can
enable the scanning of the mails as they arrive andfor are accessed and configure the antivirus advanced
Virus Report settings. To configurs the real time antivirus scanning, go ko the "Policies” tab and configurs the rule named

, About "Diefault Rule”, To set different group scanning policies, add mare rules, To start a manual antivirus seanning of
the existing maibaxes and public Folders, go ta the "On-demand” tab. For mors information, please check the
Help fie.
K | = |

[pone

Real-time Antivirus Protection

This is where you can enable real-time protection and configure advanced antivirus
settings.

Check Enable real time antivirus scanning to enable the real-time antivirus
protection. To disable it, clear the corresponding check box. Click Apply to save the
changes.

Note

In order to configure the antivirus scanning options for all the incoming mail traffic or to
create different scanning policies based on user groups, go to the Policies section.
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10.1.1. Configuring Advanced Antivirus Settings

Several advanced settings concerning the scanning process can be configured. These
settings are applied regardless of the policy.

Click Advanced to open the window where you can configure the advanced settings.
2|

Settings |

™ Enable backaraund scanning
[ Enable proactive scanning

™ Enable transport scanning

[ Scan RTF
[¥ scan plain text

Scan timeout:

180 seconds

Humber of scanning threads (2 * number of CPL + 1
recommended):

e

Mazimum archive depth to scan:

e

o | cancdl |l | setpefauts

Advanced Antivirus Settings

The following options are available:

» Enable Background Scanning - check this option if you want to enable background
scanning.

Background scanning means scanning all folders with a low priority. When an object
that has been checked by the background scanning is requested, it will not be
scanned again unless a virus definition update has been made. Therefore, enabling
this scan method optimizes the overall scanning process.

To perform background scanning of the messages and attachments, the Information
Store will use one thread per database, running at low priority. Once the background
scanning is completed, the thread is terminated. This thread is not part of the global
virus-scanning thread pool used for on-access scanning.
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» Enable Proactive Scanning - check this option if you want to enable proactive
scanning.

Proactive scanning means that when a message is submitted to the information
store, either via a client or a transport agent, it is placed in the global scanning queue
with a low priority. If and when threads are available in the thread pool and no high
priority item remains to be scanned, each item with the low priority is submitted for
scanning. Therefore, enabling this scan method optimizes the overall scanning
process.

If an item is on the low priority list and a client attempts to access the message, the
item will be marked as high priority. Also, it will be removed from the low priority list
and another low priority item will take its place.

Note

6 We recommend you to keep this setting enabled as it prevents the overloading of
the scanning engine.

» Enable Transport Scanning - check this option if you want to enable transport
scanning.

Note
6 Transport scanning is available only on MS Exchange Server 2003!

Transport scanning means that messages are scanned at the transport level. This
prevents infected messages from entering the Exchange organization.

The messages entering the Exchange store are intercepted by the VS APl interface
and scanned by BitDefender. After being scanned, the messages are submitted
again to the transport engine which will deliver them to their destination. Any
message scanned at the gateway will be rescanned on the back-end server.

Note

We recommend enabling transport scanning only when BitDefender Security for
Exchange is installed on a gateway.

» Scan RTF - check this option if you want the body messages in RTF (Rich Text
Format) to be scanned.

» Scan Plain Text - check this option if you want the body messages in plain text
format to be scanned.
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» Scan Timeout - provide in the corresponding field the maximum time allocated to
scan an object. If the scanning process is not completed before the timeout interval,
an error is returned and access to the object is denied.

Number of threads - provide in the corresponding field the maximum number of
threads to be used. The recommended number can be computed this way: 2 *number
of CPU+1.

Maximum archive depth to scan - provide in the corresponding field the maximum
archive depth to scan. The recommended depth is 16.

Archives can contain other archives. It is possible to find files with multiple archive
levels. If there are too many such levels, the scanning process can take longer,
affecting the performance of the server. It is advisable to set a maximum level up
to which the archives are to be scanned.

Click OK to save the changes. If you want to restore the default settings, click Set

Defaults.
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Antivirus Module

10.2. Setting Policies

Click Antivirus in the tree menu and then the Policies tab to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’\Antivirus] & x|

Fle Action View Help
=1

[@ BitDefender Security fFor Exchangs,
A3 Status
=)Wy Monitoring
@ Statistics & Reports . g
> Blerts b Logs Real time Policies On-demand
Q, Quarantine
@ Antivirus Pririt | Rule: name | Groups |
@ Antisparn [H Default Rule *
4 Content Fitering
4 Attachment Fitering
%4 scheduled Tasks

BitDefender Security for Exchange (£ bitdefender

Sécure your every bit

=% Groups
4 Exchange Groups Mew Rule. H Copy ” Delete H Enable/Disable |
@ SMTP Graups \—I
“a fntivirus Properties A llw
& Antispam

% Content Filtering
% Attachment Fikering
=% Update

L.y Product Update

BitDefender Help

The Antivirus Module protects the Exchange server from viruses and spyware, On the "Real time" tab you can

& Dump Management enable the scanning of the mails as they arrive andfor are accessed and configure the antivirus advanced

& tirus Report settings. To canfigure the real time antivirus scanning, go t the "Policies” tab and configure the rule named
"DeFault Ruls”, To set differsnt group scanning policies, add mare rules. To skart & manual antivirus scanning of

% About the existing mailboxes and public Folders, ga to the "On-demand” tab. For more information, please check the Help

file.

I I

[pone

Setting Policies

This is where you can configure the rules for the real-time antivirus scanning.

10.2.1. Managing Rules

You can see all the existing rules listed in the table. For each rule, the following
information is provided: priority, the name and the groups of senders and receivers it
applies to. The rules are listed by order of priority with the first rule counting as the
highest priority.

Note

6 Messages are checked against each rule, by order of priority, until the sender and the
receivers of the message match a rule. The message is then processed according to
the antivirus scanning options specified by that rule.

Please note that messages can be scanned before the rule is applied, by the transport
(only for MS Exchange Server 2003), proactive or background scanning, regardless of
the policy.
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« If the message was not scanned before the client’s request, it is scanned according
to the rule.

* If the message was checked before by proactive or background scanning and no
update was performed in the meantime, the message is delivered without being
scanned according to the rule.

 If the message was checked before by proactive or background scanning but an
update was performed in the meantime, the message is scanned according to the
rule.

Only for MS Exchange Server 2003! If the message was previously scanned at
transport level, it is also scanned according to the rule.

For more information, please refer to “Configuring Advanced Antivirus Settings” (p. 119).

Default Rule. There is one rule created by default that manages the real-time antivirus
scanning settings for all groups. You can neither copy, delete or disable this rule. The
default rule has the lowest priority; therefore, you cannot change its priority. Because
the rule was designed to apply to the entire mail traffic, you cannot configure group
options. However, you can configure all the other options.

Group Filtering Policies. To set different antivirus policies, add new rules. This way
you can create customized filtering rules for the mail traffic between certain groups of
users.

To manage the rules, use the following buttons:

New - creates a new rule. You will have to configure the rule before it appears in
the table.

Copy - copies one or several selected rules.

Delete - deletes one or several selected rules. You will have to confirm your choice
by clicking Yes.

Enable / Disable - enables or disables one or several selected rules.

Properties - opens the configuration window of a selected rule, allowing you to

modify the rule. To learn how to configure the rule, please refer to “Configuring
Rules” (p. 124).

=~ Up - moves a selected rule one level up in the table. This will increase the priority
of the rule.

~* Down - moves a selected rule one level down in the table. This will decrease the
priority of the rule.
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10.2.2. Creating Rules

To create a rule, choose one of these methods:

» copy an existing rule and click Properties to modify it.

 click New Rule and configure the new rule.

In both cases, a new window will appear. Next, you must configure or modify the rule.

10.2.3. Configuring Rules

To configure a rule follow these steps:

Step 1/5 - Provide General Data
Open the configuration window and provide general data for the rule.
]

General | Graups | Sean options | ctions | Wotfications |

Rule name: [ v

Description:

IV Enabled

ok | cancel Apply Set Defadlts

General

Provide the rule name and, optionally, the rule description.
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To enable the rule, check Enabled. If you want the rule to be disabled, clear the check
box.

Step 2/5 - Select Groups

Click the Groups tab and select the Exchange groups the rule applies to.

Bl Antivirus Rule 2]
General rouPs | Scan options | ictions | Wotfications |
select the Exchange Groups this rule applies to:
oal
* Selected
Group name [ Select al
[ Administrators Exchange
Osales Clear all
Hew...
Details...

[~ Show anly selected groups

Ta create & new group click "New...", o viswjchange the properties of & selected aroup, click
"Detalls..", Any change here wil reflect in the groups listed in the Groups/Exchange Groups
sechion,

ok | cancel Apply Set Defaults

Groups

The following options are available:

+ All - the rule applies to all the Exchange mailboxes and public folders.

» Selected - the rule applies only to the selected Exchange mailbox groups.

If you choose Selected, you have to check the groups from the list you want the rule
to apply to.

Click Select All to check all groups. If you click Clear All no group will be selected.

If needed, you can create a new Exchange group by clicking New and configuring it.
The new group will appear in the Exchange Groups section.
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To configure an existing group or to see its parameters, select it and click Details.

Note

To learn how to configure an Exchange group, check the “Creating Exchange Groups”
(p. 111) section of this user guide.

Step 3/5 - Configure Scan Options

Click the Scan Options tab and configure the scan options for the messages matching

this policy.
Bl Antivirus Rule 2]
General | Groups  5can options | actions | Wotfications |
€ Do nat scan
* 5can
- Attachment optians
Select attachment extensions to be scanned:
" Scan gll extensions
' Scan specific extensions
" Scan all except specific extensions
Iexe\
- size
I~ Maximum mail bodyattachment size to b scanned:
0 ke
ok | cancel apply Set Defaults
Scan Options

If you do not want to scan the messages for malware, select Do not scan. Then, click
OK to save the changes and close the configuration window.

If you select Scan, the messages will be scanned for malware using the settings
configured for this policy. The following options are available:

» Attachment extensions to be scanned - select one of the following options in
order to scan attachments depending on their extension.
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Option Description
Scan all extensions All mail attachments are scanned, regardless of their
extension.

Scan specific extensions Only the attachments having the specified extensions
are scanned.

Provide the specific extensions in the edit field. These

extensions must be separated by ";

Scan all except specific All attachments except those having the specified
extensions extensions are scanned.

Provide the extensions excepted from scanning in the

edit field. These extensions must be separated by ";".

* Maximum mail body / attachment size to be scanned - check this option if you
want to specify a size limit for the mail body or for the attachments to be scanned.
Provide the size limit in the edit field.

Step 4/5 - Set Actions

Click the Actions tab and specify the action to be taken on the infected messages.
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General | Groups | Scan options  Actions | notfications |

Select the action to be applied if an infected object is found:

* Disinfect;
Select the action to be applied when the action "Disinfect” fails:
 Delete mal
© Replace object with text
& quarantine object and replacs with text
 Deliver mal

" Delete mail

" Replace object with text
" Quarantine object and replace with text

" Deliver mall

Ta change the kext that will replace the infected mail
body/attachment when the actions "Replace object T ——
with text” or "Quarantine objsct and replace with It replace text...

text" are selected, dlick "Edit replace text”,

ok | cancel Apply Set Defaults

Actions

You must choose one of the following actions:

Action Description

Disinfect The infected message is disinfected.

You can choose a second action to be taken on the
infected messages if disinfection fails. The second action
options are delete, quarantine, deliver mail (as defined
below).

Delete mail The infected message is deleted.

Replace object with text The infected object (mail body / attachment) is replaced
with a specified text.

To specify the text to be delivered instead of the content
of the infected object click Edit Replace Text. Provide
the text in the edit box that appears and click OK.
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Action Description

Quarantine object and The infected object (mail body / attachment) is moved
replace with text to the quarantine folder and its content is replaced with
a specified text.

To specify the text to be delivered instead of the content
of the infected object click Edit Replace Text. Provide
the text in the edit box that appears and click OK.

Deliver mail The infected message is delivered in full to its receivers.
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Step 5/5 - Configure Notifications

Click the Notifications tab and specify whether to issue notifications or not when
infected messages are detected or files cannot be scanned.

General | Graups | Scan options | actions  Wetfications |

Please configure the notifications that should be sent Far this rule:

~Notification typ

[¥ infected file detected:

I™ File nat scanned

To change the notification events configuration, please, go to the "Alerts 3.Logs"
section, Events tab.

ok | cancel Apply Set Defadlts

Notifications

Check the events for which to issue notifications:

« Infected file detected - when an infected file was detected.

* File not scanned - when a file could not be scanned.

Note
6 The corresponding event in the Events section must be enabled and properly configured.
For more information, please refer to “Configuring Events” (p. 57).

Click OK to save the changes and close the configuration window.

130



Configuration and Use

10.3. On-demand Scanning

Click Antivirus in the tree menu and then the On-demand tab to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’\Antivirus]

Fle Action View Help

=18

e5 om @

[@ BitDefender Security fFor Exchangs,
o Status

=)Wy Monitoring

% Statistics & Reports

B> lerts & Logs

BitDefender Security for Exchange

Real time Policies

@
. Ondemand |

bitdefender

Sécure your every bit

@, Quarantine
@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
A& Scheduled Tasks
& Groups
4 Exchangs Groups
@ SMTP Groups
®o Antivirus
& Antispam
% Content Filtering
% Attachment Fikering
=% Update
L.y Product Update

& Dump Management
&% Virus Report

Manual on-demand scan

Status: Idle

Configure.
Scan

Cancel

Scheduled on-demand scan

Info

Schedule

Fha list of scheduled kasks can be found in "MonitoringiScheduled Tasks” section

4 About

I I

BitDefender Help
Fhe Antivirus Module protects the

anzhla tha eranninn of Hha meile s

Exchange server from viruses and spyware, On the "Real time" tab you can
Fhatr srvive andfon = Fiuiviie arwanrad

[l
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On-demand Scanning

This is where you can configure and initiate on-demand scanning processes.

BitDefender can scan on-demand the existing mailboxes and public folders for viruses

and spyware.

In order to perform an on-demand scan, you must configure the scan settings and
then click Scan. You can stop the scan process anytime you want by clicking Cancel.

Note

6 Only one on-demand scan can be run at a time.

If you want to schedule an on-demand scan, click Schedule and follow the steps of
the wizard. For more information, please refer to “On-demand Scanning Tasks” (p.

86).
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10.3.1. Configuring Scan Settings

Click Configure to open the window where you can configure the settings for the
on-demand scan. Follow these steps to configure the scan settings:

Step 1/3 - Configure Scan Settings

Specify the scan target and other scan settings.

Bl Antivirus on-demand scanning! 2]
Sattings | actions | Matifications |
~ Sean target
Selsct the mailbosces and public Foldsrs to be scanned in this on-demand
scanning process:
=[] First Storage Group Select al
=[] Mailbox Stere (EXCH)
O administrator Clear all
usrz01
usrx02
Public Folders
Advanced. .,
™ show only selected
~ Scan now
click "Scan now" to start an on-demand scanning process
Scan now End scan
I™ Stop scan f it tales longer than 0 minutes x|
Elapsed time since start: 0 seconds
Scanstatus:  idle
View report
ok | cancel | apply | setpefaus |
On-demand Scan Settings

Select Scan Target

Check the items (groups, mailboxes and public folders) you want to be scanned.

Click Select All to check all items. If you click Clear All no item will be selected.

If you want to see only the selected items, check Show only selected.
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Set Advanced Settings

To set advanced scan settings click Advanced. A new window will appear.
[rdvanced setings B

1 $aximi mail size to b stanned
Kb

[~Objects type

Scan mails and the Follawing objects
Contacts

Tasks

Appointments

OK | Caneel | Apply, | et Defaults

Advanced Scan Settings

If you do not want to scan messages that exceed a certain size limit, check Maximum
mail size to be scanned and provide the size limit in the corresponding field.

Beside messages, you can select other objects to be scanned: Contacts, Tasks and
Appointments.

If you want to apply the default settings, click Set Defaults. Click OK to save changes
and close the window.

Scanning

To start scanning, just click Scan Now. You can stop the scan process anytime you
want to by clicking End Scan.

If you want to limit the scanning time, check Stop scan if it takes longer than and
specify the number of minutes or hours.

At the end of the scanning process, return to this section and click View Report to
view the report file.

Step 2/3 - Set Action

Click the Actions tab and specify the action to be taken on the infected messages.
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Antivirus Module

Il Antivirus on-demand scanning x|

Settings  Actions |N0tlflcatmns|

Salexct the action to be pplid if an infectad obisct is Found:

* Disinfect

Select the action to be applied if the action "Disinfect” Fails:

€ Delete mail
& Quarantine el
€ Deliver mail

€ Delete mail

" Quarantine mail

" Deliver mail

ok | cancel Apply Set Defaults

Scan Action

You must choose one of the following actions:

Action Description

Disinfect The infected messages are disinfected.

You can choose a second action to be taken on the infected
messages if disinfection fails. The second action options are
delete, quarantine, deliver mail (as defined below).

Delete mail The infected messages are deleted.
Quarantine mail The infected messages are moved to the quarantine folder.
Deliver mail The infected messages are delivered in full to their receivers.
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Step 3/3 - Configure Notifications

Click the Notifications tab and configure the notifications issued for the on-demand
scan.

Bl Antivirus on-demand scanning! 2]

Settings | Actions Motiications |

Please configure the notifications that should be sent for this on-demand scanning
process:

- Hotfication typ
Lo skartjend of or-demand scanning

To change the natification events configuration, please, go to the "alerts
& Logs" section, Events ta.

Generate scan report;

Select the location for the on-demand scanning report; file:

| CitProgram FilestSoftwin|EitDefender Security fFor ExchangsiReports

Change lacation...
choose the report typer [T -

O Loa only infected files

ok | cancel Apply Set Defadlts

Notifications

Log Scanning

Check Log start/end of on-demand scanning to record the start and the end of the
process in the log file.

Note

The corresponding event from the Events section must be enabled and properly
configured. For more information, please refer to “Configuring Events” (p. 57).
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Configure Report Settings

Check Generate Scan Report to generate a report for the on-demand scan. The
default location of the report file is: c:\Program Files\Softwin\BitDefender
Security for Exchange\Reports. To change this location click Change location.

You can choose the format of the report file from the menu. The report can be
generated in HTML, text or CSV format.

If you only want the infected / suspect files to be logged in the report, check the
corresponding option.

Note

To view the report file, at the end of the scanning process, open this configuration
window and click View Report in the Settings section.

Click OK to save the changes and close the configuration window.
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11. Antispam Module

The Antispam module offers protection against spam, phishing and other attacks. It
uses a combination of various filters and engines to determine whether messages are
spam or not and to check them for patterns of spam.

Based on the groups the sender and the receivers belong to, you can specify various
actions to be taken on the spam messages.

The module contains two sections:
» Antispam Filtering - allows you to enable the Antispam Filtering and to configure
the global antispam filters.

» Policies - allows you to configure the filtering options for all incoming mail traffic and
to specify different filtering policies based on the groups the sender and the receivers
belong to.

Note
6 Antispam Filtering is available only for MS Exchange 2000/2003.
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Antispam Module
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11.1. Antispam Filtering

Click Antispam in the tree menu to enter this section.

"Hi BDExchange2003 - [BitDefender Security for Exchange’\Antispam] & x|

File Action Yiew Help
e = | |2
[@ BitDefender Security fFor Exchangs, =

£ T onbaring BitDefender Security for Exchange (& bitdefender | |

Sécure your every bit

Statistics & Reports
Alerts & Logs Antispam Palicies
Quarantine
@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
Scheduled Tasks
Groups
» Exchange Groups
» SMTP Groups
® Antivirus
& Antispam
b Content Filtering Global filters || Apply
% Attachment Fikering
=% Update

L.y Product Update
Infarmation
Register BitDefender Help
Dump Management

[¥ Enable antispam fiering

BitDefender Antispam Module helps the Exchange Server manage the influx of spam, phishing and ther

Virus Report attacks, The antispam filkers are grouped in two categories: Global Filters (applied ko all the incoming mails on

, About the server) and Policy Filters (filters that can be configured differently For groups), On the "antispam” kb you
can enable the BitDeFender Antispam Madule and canfigurs the antispam Glabal Filters. To configurs the

anlispam settings, go to the "Policies” tab and configure the rule named "Default Rule”, To set different groups

scanning policies, add more rules, For more information, please check the Help file.
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Antispam Filtering

This is where you can enable antispam filtering and configure the global antispam
filters.

Check Enable Antispam Filtering to enable the antispam protection. To disable it,
clear the corresponding check box. Click Apply to save the changes.
Note

In order to configure the antispam filtering options for all the incoming mail traffic or to
create different filtering policies based on user groups, go to the Policies section.

11.1.1. Configuring Global Antispam Filters

Several filters can be configured to filter all of the incoming mail traffic, in order to
reduce the traffic on the server. These filters are used when scanning messages
regardless of the policy.
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Note

We recommend you to configure these filters when BitDefender Security for Exchange
is installed on a gateway.

Click Global Filters to open the configuration window.

Follow these steps to configure the global antispam filters:

Step 1/4 - Configure Allow / Deny IP List

Open the configuration window to configure the Allow / Deny IP List.
[rtispam advanced settings =

AlowfDeny 1P List | sendet Black List | 1P Match | Reaktme Blackhole Lit |

[V Enable AllowDeny IP List

Specify the 1P addresses of the servers that will be allowed access to the
server of that will be blocked:

SubnetfIP Address | Mask [ action | Add... I

192,168,19.10 allow

123.123.13.13 allow Modify..
192,168,100.0 255,255,255.0 dery
Delete

Export
Import

To save the existing IP list For a Future use, click "Export’, ta import an IP
lst from a previously saved list, click "Import”

oK | Cancel | Apply Set Defaults

Allow / Deny IP List

The Allow / Deny IP List enables the administrator to specify IP addresses which are
denied access to the server. All incoming connections from addresses that appear on

the Deny IP List are dropped, provided that such addresses do not appear on the
Allow IP List.

Note
The Allow IP List is used to except IP addresses from ranges of IP addresses defined
on the Deny IP List.

Check Enable Allow / Deny IP List and configure the IP addresses if you want to
use the Allow / Deny IP List to filter the incoming mail traffic.
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Add IP Addresses. Click Add to add a new IP address to the list. The configuration
window will appear.

Allow/Deny Server IP ] x|

[~ Action

& iowy acess)

" Deny access

[~ IP Address

& One [P Address 123 . 123 . 13 . 13
" Subret

Subnet idertifier: 0.0 .0 .0

Subnet mask: 0.0 .0 .0

Add IP Address

Follow these steps to configure a new entry on the IP list:
1. Choose the action to be applied to the mail traffic coming from the specified IP
address: Allow access or Deny access.

» If you select Deny access, the incoming connection from the specified IP
addresses will be dropped.

 If you select Allow access, messages coming from the specified IP addresses
will be allowed to pass.

2. Provide the IP addresses to which the action will apply.

 If you want to enter a single IP address, select One IP address and provide it in
the corresponding field.

» If you want to enter a range of IP addresses, select Subnet and provide the
subnet identifier and the subnet mask in the corresponding fields.

3. Click OK to add the entry to the IP list.

Manage IP List. You can see the IP addresses and the associated action listed in
the table. If you want to modify an entry, either double-click it or select it and click
Modify. To remove one or several selected entries, click Remove and then Yes to
confirm your choice.

Import / Export IP List. To export the IP list to a txt file, click Export and save the
file to the desired location. To import a previously saved list, click Import.
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Step 2/4 - Configure Sender Black List

Click the Sender Black List tab to configure the Sender Black List filter.
riispam advanced settings ]

Alow/Deny 1P List  Sender Black List | IP Match | Real-time Blackhole List |

[V Enable Sender Elack List

Specify the e-mail addresses that wil be rejected access to the server:

John_kramer@chatalat.com add...
oo _all@chatuithus. co. uk

me_john@greatcasin.com

magaie. 1952@yahoo.com Tt
H@areaty.cor

@imjm.» Delete

jasmy@macland. at
jeannie@jeriko.com
johnry_b@chatanine. de
anne_marie@armada fr
george04@iip.ro
gresshma@hack.co,uk
inclay @indeestry. com
miriam. gh@marproj.cz
andy_greedy@joyworld.xc

To save the existing IP list for a Future use, cick "Export, to import an 1P
list Fram a previously saved list, click “Import”,

ok | concsl | eppy Set Defaults

Sender Black List

The Sender Black List allows the administrator to specify a list of e-mail addresses
which are denied access to the server. The incoming mail from these addresses will
be dropped before reaching the server.

Check Enable Sender Black List and add the banned addresses if you want to use
the Sender Black List to filter incoming mail traffic.

Add Addresses. Click Add to add a new address to the list. Provide the address in
the window that will appear and then click OK.

Manage Addresses. You can see the e-mail addresses listed in the table. If you want
to modify an address, either double-click it or select it and click Modify. To remove
one or several selected addresses, click Delete and then Yes to confirm your choice.

Import / Export Addresses. To import addresses from a txt file, click Import, select
it and then click Open. To export the existing addresses to a txt file, click Export and
save the file to the desired location. This way you can use the address list when
configuring BitDefender server products on other machines or after reinstalling the
product.

Click OK to save the changes and close the window. If you click Cancel all changes
will be lost.
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Step 3/4 - Configure IP Match
Click the IP Match tab to configure the IP Match filter.
riispam advanced settings ]

AllowfDeny 1P List | Sender Black List 1P Match |Real-t\me Blackhole List |

I™ Check authenticated conections

Authenticated connections are safe, therefore they can bypass
antispam checking (keep the option unchecked).

[ Use 1P Match
Specify a list of knawn Domain-IPs pairs that wil be slowed access to

the server. If & mail is Found ko contain a domain-IP pair that is
different From the one defined in this list, the mail will be blacked.

Eanzlze [ S Borvain, .|

bitdefender.com -

COMPENY , COM Modify...
Delete

Export...
Import..

To save the existing IP list for a Fubure use, click "Export”, to import
an 1P lisk from a previously saved list, click "Import”,

ok Concel | ppphy | SetDefauls |

IP Match

Microsoft Exchange Server 2003 allows authenticating connections. Connections that
are authenticated are trusted, therefore they should be allowed to bypass spam
detection. However, you can set BitDefender to scan the incoming mail traffic from
authenticated sources by selecting Check authenticated connections.

Spammers often try to "spoof” the sender's e-mail address to make the e-mail appear
as being sent by someone in your domain. To prevent this, you can use IP Match.

If an e-mail appears to be from a domain that you have specified in the IP Match rule
list (such as your own company domain), BitDefender checks to see if the IP address
of the sender matches the IP addresses provided for the specified domain. If the
domain address of the sender matches the IP address, the message bypasses
antispam filtering. Otherwise, the connection is dropped.

Check Use IP Match and configure the rule list if you want to filter incoming mail traffic
using IP Match.
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Add Rules. Click Add to add a new rule to the list. The configuration window will
appear.

N =

Domain name:

[ compars: com

Specify the IPs that the ahove Domain can have:

etwork Address [ ruetwork Mask [
" one 1P Address 192,168.15.0 255.255.255.0

0.0 ,0 .0

& Subnet Madify

Identifier:

192 . 168 . 15 . O Seleck Al

Masks vtz |
|255 255 255 . O

oK Cancel

Adding Rules

Follow these steps to configure a rule:

1. Provide the domain name in the corresponding field.
2. Provide the IP addresses associated with the specified domain.

 If you want to enter a single IP address, select One IP address and provide it in
the corresponding field. Click Add to add the entry to the list.

» If you want to enter a range of IP addresses, select Subnet and provide the
subnet identifier and the subnet mask in the corresponding fields. Click Add to
add the entry to the list.

In the table on the right, you can see the IP addresses as they are added. If you
want to modify an existing entry, select it, make the necessary changes and click
Modify.

To select all entries, just click Select All. To delete one or several entries from the
list, select them and click Remove and then Yes to confirm your choice.

3. Click OK to add the rule to the list.

Manage Rules. You can see the existing rules listed in the table. If you want to modify
a rule, either double-click it or select it and click Modify. To remove one or several
selected rules, click Remove and then Yes to confirm your choice.

Import /| Export Rule List. To export the rule list to a txt file, click Export and save
the file to a desired location. To import a previously saved list, click Import.
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Step 4/4 - Configure Real-time Blackhole List

Click the Real-time Blackhole List to configure this filter.
riispam advanced settings ]

AllowfDeny 1P List | Sender Black List | 1P Match Realtime Blackhols List |

Spediy the [P or address of
the Dhisserver kaquerry: | 1511011

500

Speecify DNS querry timeout: millseconds

Specify  list of REL servers and the confidence level you have in them:

Server [ confidencelovel | add server.

combined.njabl.org 70

chl. abuseat.arg a0 Modify...
Delete

Export.
Import..,

Ta save the existing IP list for a Future use, cick "Export”, to import an 1P
list from a previously saved list, click "Import",

ok | concsl | epply Set Defaults

Real-time Blackhole List

The Real-time Blackhole List (RBL) filter allows checking the mail server from which
a message is sent against the RBL servers configured by the administrator. It uses
the DNSBL protocol and RBL servers to filter spam based on mail servers' reputation
as spam senders.

A DNS check is performed on the domaind.c.b.a.rbl.example.com whered.c.b.a
is the reversed IP address of the server and rbl.example.com is the RBL server. If
the DNS replies that the domain is valid, it means that the IP is listed in the RBL server
and a certain server score is provided. This score ranges between 0 and 100, according
to the configured server confidence (trust level).

The query is performed for every RBL server in the list and the score returned by each
one is added to the intermediate score. When the score has reached 100, no more
queries are performed.

If the RBL filter score is 100 or higher, the message is considered SPAM and the
specified action is taken. Otherwise, a spam score is computed from the RBL filter
score and added to the global spam score of the message.

Provide the IP or the address of the DNS server to query and the query timeout interval
in the corresponding fields.
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Add RBL Servers. Click Add to add a new RBL server to the list. The configuration

window will appear.

RBL Server s x|

Specify the Real-time Blackhole List Server:

| chl.abuseat.org

Specify the level of trust that you ,—gn =

have in this server: =]
Cancel

Add RBL Servers

Manage RBL Servers. You

First, specify the name of the RBL server and then the
level of trust. The level of trust is an indicator on a scale
from 0 to 100 which shows the accuracy you consider
the RBL server to have. The value you provide is used
when computing the SPAM score. Click OK to add the
RBL server to the list.

can see the RBL servers listed in the table. If you want

to modify the settings for an RBL server, either double-click it or select it and click
Modify. To remove one or several selected RBL servers, click Remove and then Yes

to confirm your choice.

Import / Export RBL Servers. To export the existing RBL servers and their settings
to a txt file, click Export and save the file to the desired location. To import a
previously saved database of RBL servers click Import.

Click OK to save the changes and close the configuration window.

11.2. Setting Policies

Click Antispam in the tree menu and then the Policies tab to enter this section.

145



BitDefender Security for Exchange

Antispam Module

"Hi BDExchange2003 - [BitDefender Security for Exchange’\Antispam] & x|

Fle Action View Help

- B e
[@ BitDefender Security fFor Exchangs,
o Status

=)Wy Monitoring

Statistics & Reports .
Alerts & Logs Antispam Policies
Quarantine

BitDefender Security for Exchange (£ bitdefender

Sécure your every bit

4 Antivirus Priorit | Rule name | sender aroups | Receiver groups
< Antispam T Default Rule * *

4 Content Fitering
@ Attachment Filering Bl |
Scheduled Tasks

B Groups
» Exchange Groups | Mew Rule. H Copy ” Delete H Enable/Disable |
y SMTP Groups
Properties Feihg
®a Antivirus P
& Antispam
% Content Filtering
% Attachment Fikering
=
» Product Update
Farmation BitDefender Help
Register BitDefender Antispam Module helps the Exchange Server manage the influx of spam, phishing and other attacks,
Dump Management The antispam filters are grouped in twa categoriss: Global Filters (applied ko all the incoming mails on the server)
Virus Report and Policy Fiters (fileers that can be eonfigured differently for groups). On the "Antispam” tab you can enable the
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the "Policies” tab and configure the rule named "Default Rule". Ta set different groups scanning policies, add mare
rules. For mere infarmation, please check the Help file.
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Setting Policies

This is where you can specify the antispam filtering options. You can modify the default
rule to specify the antispam filtering options for all the mail traffic, or you can configure
new rules in order to create customized group filtering policies.

11.2.1. Managing Rules

You can see all the existing rules listed in the table. For each rule, the following
information is provided: priority, the name and the groups of senders and receivers it
applies to. The rules are listed by order of priority with the first rule counting as the
highest priority.

Note

6 Messages are checked against each rule, by order of priority, until the sender and the
receivers of the message match a rule. The message is then processed according to
the antispam filtering options specified by that rule.

Please note that the mail traffic is first filtered using the global antispam filters. The
messages that pass the global filters are then checked against the existing policies.
For more information, please refer to “Configuring Global Antispam Filters” (p. 138).
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Default Rule. There is one rule created by default that manages the antispam filtering
settings for all groups. You cannot copy, delete or disable this rule. The default rule
has the lowest priority; therefore, you cannot change its priority. Because the rule was
designed to apply to the entire mail traffic, you cannot configure group options.
However, you can configure all the other options.

Group Filtering Policies. To set different filtering policies, add new rules. This way
you can create customized filtering rules for the mail traffic between certain groups of
users.

To manage the rules, use the following buttons:

New Rule - creates a new rule. You will have to configure the rule before it appears
in the table.

Copy - copies one or several selected rules.

Delete - deletes one or several selected rules. You will have to confirm your choice
by clicking Yes.

Enable / Disable - enables or disables one or several selected rules.

Properties - opens the configuration window of a selected rule, allowing you to

modify the rule. To learn how to configure the rule, please refer to “Configuring
Rules” (p. 147).

= Up - moves a selected rule one level up in the table. This will increase the priority
of the rule.

~* Down - moves a selected rule one level down in the table. This will decrease the
priority of the rule.

11.2.2. Creating Rules

To create a rule, choose one of these methods:

copy an existing rule and click Properties to modify it.

click New Rule and configure the new rule.

In both cases, a new window will appear. Next, you must configure or modify the rule.

11.2.3. Configuring Rules

To configure a rule follow these steps:
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Step 1/7 - Provide General Data

Open the configuration window and provide general data for the rule.

| Actions | Antispam Engines | wihitefelack Lists | Bayesian Filer |

General |me |70

Rule name: | Administrators

Description:

Mail traffic from admins to all

IV Enabled

ok | cancel Apply Set Defadlts

General

Provide the rule name and, optionally, the rule description.
To enable the rule, check Enabled. If you want the rule to be disabled, clear the check

box.
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Step 2/7 - Select Senders Groups

Click the From tab and select the groups of senders the rule applies to.

Il Antispam Rule x|
General From |To | Actions | Antispam Engines | whicefBlack Lists | Bayesian Fiter |
Select the Groups For which this rule will apply IF they are found in the sender of  mail
Al
* Selected
Group name I Select all
[ administrators
Clear all
New...
Detals...

[~ Show only selscted graups

Ta create & new group click "New...", o viswjchange the properties of & selected aroup, click
"Detalls.,.", Any change here wil reflect in the groups listed in the Groups section,

ok | cancel Apply Set Defadlts

Senders Groups

The following options are available:

» All - the rule applies to all senders, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.
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Antispam Module

Note

To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.
114).

Step 3/7 - Select Receivers Groups

Click the To tab and select the groups of receivers the rule applies to.

Il Antispam Rule x|
General | From o | actions | Antispam Engines | whitefBlack Lists | Bayesian Fiter |

Select the Groups for which this rule wil apply I they ars Found in the receivers of & mail, Check
the ption "Match al receivers” if ol mail receivers belong to this group list. Uncheck it i ot least
ane of the mail receivers belongs ta this group list.

" Selected

™| match all receivers

Group name | select all

O administrators
Clear 4l
e,
Detils...

I Show oy <elected aroups

Ta create @ new group dlick "New...", ko viewjchange the properties of a selected group, click
“Details.. ", Any change here wil reflsct in the aroups listed in the Groups section,

ok | cancel Apply Set Defadlts

Receivers Groups

The following options are available:

« All - the rule applies to all receivers, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

You can check the Match all receivers option to apply the rule only if all the receivers
of the message belong to the specified groups. For example, if the e-mail is sent to
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several receivers and at least one of them is not found in the specified groups, the
rule will not apply.

Note
6 The addresses in the Cc and Bcc fields also count as receivers.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.

Note

6 To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.
114).
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Step 4/7 - Set Actions

Click the Actions tab and specify the actions to be taken on the messages matching

this policy.
General | From | To  Actions | antispam Engines | whice/Black Lists | Bayesian Fiter |

€ Do not scan
* 5can

If the spam score given by the antispam engines is areater than the trashold, the mail will
be considered a5 spam and an action wil be taken. You tan also let BitDefender decide
what mails are spam or not,

I Let BitDefender antispam engines determine the mail spam status

! 1000 =
Gateway treshold: =

Action: [Deliver mail =l I

- You can select additional actions:

[V Madify the subject of the mails detected as spam: | [5PAM] ${subject} [sPAM]

[V add a header to the mails detected as spam:

Header name: | %-BitDefender-5pam

Spam value: | istatus} (${score})

Mon-spam value: | istatus} (${score})

™ Save mail to Folder: | Braise
™ Archive ko account (enker mail archive address):

ok | cancel | apply | setpefaus |

Actions

If you do not want to scan the messages using the antispam filters, select Do not
scan. Then, click OK to save the changes and close the configuration window.

If you select Scan, the messages will be scanned using the antispam filters and the
antispam options configured for this policy. Next, you must configure the threshold
level and the actions to be taken on the spam messages.

Specify Threshold Level

BitDefender checks all the message components (i.e. not only the header but also
the message body in either HTML or text format) against many rules, using several
filters. Some of the filters, like the URL Filter, the Image Filter and others, can indicate
if the message is spam directly.
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The Bayesian Filter, the Pre-trained Bayesian Filter and the NeuNet Filter give to each
scanned message a Spam score. The aggregate of these scores represents an overall
spam score.

The overall spam score is measured against the desired level of spam sensitivity
(threshold), and a decision is made. If the spam score for a message exceeds the
threshold, the message is considered spam. Otherwise, the message is not spam and
it is delivered in full to its receivers.

Note

6 Exceptions are made if the sender is in the IPMatch table (as not spam) or on the White
list.

Specify a threshold value between 0 and 1000 in the corresponding field. The default
value is 775.

If you do not want to set a threshold value, check Let BitDefender antispam engines
determine the mail spam status to let the BitDefender Antispam Engine to decide
whether a message is spam or not.

Set Actions

Choose from the menu one of the following actions to be taken on the spam messages:

Action Description

Deliver mail The spam message is delivered in full to its receivers.
Delete mail The spam message is deleted.
Quarantine The spam message is moved to the quarantine folder.

Redirect mail to address The spam message is redirected to a specified e-mail
address.

You must specify the e-mail address where the spam
messages will be delivered in the field next to the menu.
If you want to provide more than one address, separate

them by a semi-colon ";".

If the field is empty or the e-mail address is invalid the
messages will not be redirected.

Reject mail The spam message is rejected with a 550 SMTP error
code.

In order to help you process spam messages, several additional actions are available:
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Action Description

Modify the subject of the The subject of the messages detected as spam is
mails detected as spam  modified.

You can modify the subject pattern. We recommend you
to use one of these patterns:

* [SPAM] ${subject} [SPAM] -toadd [spamM] before and
after the subject.

This is the default subject pattern.
* [spaM] - to replace the subject with [spaM].

* [$score% SPAM]Ssubject -toadd [x spPaM] before
the subject, where x represents the spam score.

Add a header to the mails An e-mail header is added to the messages detected
detected as spam as spam.

You can modify the header name and the spam and
non-spam values.

By default, the spam and non-spam values are
${status} (${score}). This means that for a spam
message the header will be Name: ves (x), while for a
legitimate message the header will be Name: No (x),
where x represents the spam score received by the

message.
Save mail to folder The spam message is saved to a specified folder.
To specify the folder, click Browse, locate it and then
click OK.
Archive to account The spam message is archived to a specified account.

Provide the e-mail archive address in the field next to
this option. A Bcc containing the address will be added
to the detected message.

Step 5/7 - Configure Antispam Engines

Click the Antispam Engines tab and specify which antispam engines to be enabled.
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Bl Antispam Rule

General | From | To | Actions Antispsm Engines | whiceyBlack Lists | Bayesian Fiter |

Beside the Bayesian Filter that you can brain with the mails specific on your servers,
BitDsfender offers akso a Pre-trained Bayesian Filter, trained with the BtDefendsr
collection of spams and not spams.

IV Enable Multi Filter
[V asian {marks as spam mails that contain Asian characters)
¥ Cyrillic (marks as spam mails that contain Cyrillic characters)

[V Block sexually explicit content

[¥ Enable Imags Filter (datects Image Spam)

[¥ Enabls URL Filter (detects URLs that ars part of BitDefender Antispam URL Blacklst)

Specify if this policy rule uses the global REL antispam filker or not;

™ Enable REL Filter

[¥ Enabls Heuristic Filter (advanced bchnologies to identify spam characteristics)

2]

ok | cancel Apply Set Defaults

Antispam Engines

Note

For more information on the antispam filters mentioned here, please refer to “Policy

Filters” (p. 20).

The following options are available:

Enable pre-trained Bayesian Filter - enables / disables the pre-trained Bayesian

Filter.

Enable Multi Filter - enables / disables the Multi Filter.

This filter has several components:

» Asian - enables / disables the filter that blocks mail written in Asian characters.
 Cyrillic - enables / disables the filter that blocks mail written in Cyrillic characters.

» Block sexually explicit content - enables / disables the filter that blocks
messages tagged sexually-Explicit in the subject.

Enable Image Filter - enables / disables the Image Filter.
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* Enable URL Filter - enables / disables the URL Filter.
» Enable RBL Filter - enables / disables the global RBL Filter.
« Enable Heuristic Filter - enables / disables the Heuristic Filter.

Note
6 To enable / disable a filter select / clear the corresponding check box.

Step 6/7 - Configure White List / Black List
Click the White / Black Lists tab and configure the White List and the Black List.

2]

Bl Antispam Rule

General | From | To | Actions | Ankispsm Engines  White/Black Lists | Bayesian Fiter |
Configure the mail address lists for accepting or denying mail from specific mail addresses.

™ Enable White/Biack Lists

Configure the White List. A mail sent from an address in this list will be identified as
legttimate.

White List...

Configure the Black List. & mail sent from an address in this lisk will be identified as spam.

Black List...

ok | cancel Apply Set Defaults

White List / Black List

Most people communicate regularly with a group of people or even receive messages
from companies or organizations in the same domain. By using the White List / Black
List filter, the administrator can set a list of trusted and untrusted addresses from which
to respectively "always accept" or "always reject" e-mail messages.
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Check Enable White / Black Lists to filter messages using the White List and the
Black List.

White List

The White List contains e-mail addresses expected to send legitimate messages. Any
mail coming from an address contained in the White list will be considered legitimate
and will bypass further antispam filters.

Note

6 We recommend that you add the trusted addresses to the White List. BitDefender does
not block messages coming from the addresses on the list; therefore, adding them helps
ensure that legitimate messages get through.

Click White List to configure the White List. A new window will appear.

x|

Specify a list of e-mail addresses:

*hitdefender, com Beld adtvass. |
andy.james@microsaft, com

anine.love @yahoo, com -
jim_12121974@qgmail.com Modify...
Delete

Expart..
Impart...

To save the existing list of addresses for a future use, cick "Export”, to mport a
lst of addresses from a previously saved list, dick "Import”,

ok Cancel
White List

This is where you can see and manage trusted e-mail addresses.

Add Addresses. Click Add to add a new address to the list. Provide the address in
the window that will appear and then click OK.

Manage Addresses. You can see the e-mail addresses listed in the table. If you want
to modify an address, either double-click it or select it and click Modify. To remove
one or several selected addresses, click Delete and then Yes to confirm your choice.

Import / Export Addresses. To import addresses from a txt file, click Import, select
it and then click Open. To export the existing addresses to a txt file, click Export and
save the file to the desired location. This way you can use the address list when
configuring BitDefender server products on other machines or after reinstalling the
product.
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Click OK to save the changes and close the window. If you click Cancel all changes
will be lost.

Black List

The Black List contains e-mail addresses expected to send spam messages. Any mail
coming from an address contained in the Black list will be considered spam and the
appropriate action will be taken.

Click Black List to configure the Black List. A new window will appear.

Black List E |
Speify st of e-mail addresses:
“greatu.com Add address.
i~
jastny@maciand,at —
jeannie@jeriko.com G
johnry_b@«chatanine.de
arnne_marie@armada.fr Delste
aeorge004@Hin. o
areeshmahark.co. Uk
indlay @indeestry. com
miriam, gh@marproj.cz
andy_greedy@joyworid.xx
Import...
To save the existing lst of addresses for a future use, cick "Export”, to mport a
lst of addresses from a previously saved list, cick "Import”,
oK Cancel

This is where you can see and manage untrusted e-mail addresses.

Add Addresses. Click Add to add a new address to the list. Provide the address in
the window that will appear and then click OK.

Manage Addresses. You can see the e-mail addresses listed in the table. If you want
to modify an address, either double-click it or select it and click Modify. To remove
one or several selected addresses, click Delete and then Yes to confirm your choice.

Import/ Export Addresses. To import addresses from a txt file, click Import, select
it and then click Open. To export the existing addresses to a txt file, click Export and
save the file to the desired location. This way you can use the address list when
configuring BitDefender server products on other machines or after reinstalling the
product.

Click OK to save the changes and close the window. If you click Cancel all changes
will be lost.
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Step 7/7 - Configure Bayesian Filter

Click the Bayesian Filter tab and configure the Bayesian Filter.

B Antispam Rule 2x
General | From | To | Actions | Antispam Engines | whitefBlack Lists Bayesian Filer |

I

~Bayssian training options

To offer good results, the Bayesian Fiter must be trained with legitimate mails and spam
mails specific to the server whose traffic is filtered, Spedify two Folders where you
periodically store spam and legitimate mails.

Specify the HAM Folder (Folder that cantains legitmate mails):

| Browse. ..
Specify the SPAM folder (Folder that contains spam]:

| Browse. ..
Bayesian Filter kraining interval (should be trained o minutes
wery often):

~Bayesian training interval

Press "Savs trained fiker, " to save the trained Bayesian For a Future uss, of press
"Import trained Filter..." ta impart a previously saved Bayesian,

Save trained filker... Impart trained Filker. ..

ok | cancel Apply Set Defadlts

Bayesian Filter

The Bayesian Filter constantly collects statistical information about server-specific
spam and legitimate messages provided by the administrator and it analyzes messages
according to this information.

Check Enable Bayesian Filter to enable the Bayesian Filter.

To offer good results, the Bayesian Filter must be trained on legitimate messages and
spam messages specific to the server whose traffic is filtered. Specify the HAM folder
(the folder containing legitimate mail) and the SPAM folder by clicking Browse.

In order to get the best results, it is recommended to train the Bayesian Filter very
often. Provide the training interval in the corresponding field.

If you have a previously saved Bayesian Filter, you can import it by clicking Import
trained filter. To save the current Bayesian Filter for future use, click Save trained
filter.
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Click OK to save the changes and close the configuration window.
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12. Content Filtering Module

The Content Filtering module filters message content based on certain expressions
found in the mail headers (subject, from, to, cc).

Based on the groups the sender and the receivers belong to, you can specify various
filtering options and actions to be taken on the detected messages.

The module contains two sections:

» Content Filtering - allows you to enable the Content Filtering.

» Policies - allows you to configure the filtering options for all incoming mail traffic and
to specify different filtering policies based on the groups the sender and the receivers
belong to.

Note
6 Content Filtering is available only for MS Exchange 2000/2003.
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12.1. Content Filtering

Click Content Filtering in the tree menu to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Content Filtering] & x|

Eile  Action Yiew Help
e Bm B @

[@ BitDefender Security fFor Exchangs,
a2 Status

£ T onbaring BitDefender Security for Exchange (& bitdefender

Sécure your every bit

Skatistics & Reports
Alerts & Logs Content Filtering Policies
Quarantine

A Antivirus

@ Antispam

@ Conkent Filtering
@y Attachment Filkering
Scheduled Tasks
Groups

y Exchange Groups

v SMTF Groups

& Antivirus

@ Antispam Apply
% Content: Filering

& Attachment Fikering
=% Update

iy Product Update
Infarmation
Register EitDefender Help
Dump Management The Content Fikering Module prevenks the malicious or offensive mail content From arriving b the Exchangs Server
Vs Fisport mailbozes or private data from leaving the server, On the "Content Filtering” tab you can enable the Content
Abot Filtsring Module. To configurs the content Filtering settings, go ko the "Palicles” tab and configure the ruls named

"Dief ault Rule”, To set different group content filkering poliies, add more rules. For mare information, please chetk
the Help file.

[ Enable content filtering

I I

[pone

Content Filtering

This is where you can enable content filtering.

Check Enable Content Filtering to enable the content filtering. To disable it, clear
the corresponding check box. Click Apply to save the changes.

Note

In order to configure the global content filtering options or to create different filtering
policies based on user groups, go to the Policies section.
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12.2. Setting Policies

12.2.

Click Content Filtering in the tree menu and then the Policies tab to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Content Filtering] & x|

Fle Action View Help

e5 om @

A Status
=)Wy Monitoring
% Statistics & Reports
L> Blerts & Logs
@, Quarantine
@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
A& Scheduled Tasks
& Groups
4 Exchangs Groups
@ SMTP Groups
® Antivirus
& Antispam
% Content Filtering
% Attachment Fikering
=% Update
L.y Product Update

& Dump Management
&% Virus Report
@ About

[@ BitDefender Security fFor Exchangs,

. . A bt
BitDefender Security for Exchange (& bitdefender
Content Filtering Policies
Pririt | Rule: name | sender aroups | Receiver roups
T Default Rule * *
4| | »

| Mew Rule. H Copy ” Delete H Enable/Disable |

Properties I:IILI

EitDefender Help
The Content Fikering Module prevenks the malicious or offensive mail content From arriving b the Exchangs Server
mailbozes or private data from leaving the server, On the "Content Filtering” tab you can enable the Content
Filtsring Module. To configurs the content Filtering settings, go ko the "Palicles” tab and configure the ruls named
"Default Rule”, To set different group content filtering policies, add mare rules. For more information, please check
the Help fils.

I I

[pone

Setting Policies

This is where you can specify the content filtering options. You can modify the default
rule to specify the content filtering options for all the mail traffic, or you can configure

new rules in order to create customized group filtering policies.

1. Managing Rules

You can see all the existing rules listed in the table. For each rule, the following
information is provided: priority, the name and the groups of senders and receivers it
applies to. The rules are listed by order of priority with the first rule counting as the

highest priority.
Note

Messages are checked against each rule, by order of priority, until the sender and the
receivers of the message match a rule. The message is then processed according to

the content filtering options specified by that rule.
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Default Rule. There is one rule created by default that manages the global content
filtering settings. You cannot copy, delete or disable this rule. The default rule has the
lowest priority; therefore, you cannot change its priority. Because the rule was designed
to apply to the entire mail traffic, you cannot configure group options. However, you
can configure all the other options.

Group Filtering Policies. To set different filtering policies, add new rules. This way
you can create customized filtering rules for the mail traffic between certain groups of
users.

To manage the rules, use the following buttons:

* New Rule - creates a new rule. You will have to configure the rule before it appears
in the table.

» Copy - copies one or several selected rules.

» Delete - deletes one or several selected rules. You will have to confirm your choice
by clicking Yes.

« Enable / Disable - enables or disables one or several selected rules.

» Properties - opens the configuration window of a selected rule, allowing you to
modify the rule. To learn how to configure the rule, please refer to “Configuring
Rules” (p. 165).

* = Up - moves a selected rule one level up in the table. This will increase the priority
of the rule.

* = Down - moves a selected rule one level down in the table. This will decrease the
priority of the rule.

12.2.2. Creating Rules

To create a rule, choose one of these methods:

» copy an existing rule and click Properties to modify it.

 click New Rule and configure the new rule.

In both cases, a new window will appear. Next, you must configure or modify the rule.
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12.2.3. Configuring Rules

To configure a rule follow these steps:

Step 1/6 - Provide General Data

Open the configuration window and provide general data for the rule.

Il Content Filtering Rule x|

| Content Filtering Gptions | Actions | Motifications |

General |me |70

Rule name: | Marketing

Description:

Mail traffic from marketing to administrators

Iv Enabled:

ok | cancel Apply Set Defadlts

General

Provide the rule name and, optionally, the rule description.
To enable the rule, check Enabled. If you want the rule to be disabled, clear the check

box.
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Step 2/6 - Select Senders Groups

Click the From tab and select the groups of senders the rule applies to.

Il Content Filtering Rule x|
General From |To | Content Fikering Options | Actions | Hotiications |
Salesct the Groups For which this ruls will apply if they are Found in the sender of & mail:
Al
* Selected
Group name I Select all
O administrators
[ Markating Clear all
New, .
Detals...

[~ Show only selscted graups

Ta create & new group click "New...", o viswjchange the properties of & selected aroup, click
"Detalls.,.", Any change here wil reflect in the groups listed in the Groups section,

ok | cancel Apply Set Defadlts

Senders Groups

The following options are available:

» All - the rule applies to all senders, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.
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Note
To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.

114).
Step 3/6 - Select Receivers Groups
Click the To tab and select the groups of receivers the rule applies to.
x|

General | From o | Cantent Fikering Options | Actions | Hotifications |

Select the Groups for which this rule wil apply I they ars Found in the receivers of & mail, Check
the ption "Match al receivers” if ol mail receivers belong to this group list. Uncheck it i ot least
ane of the mail receivers belongs ta this group list.

Al

+ Selected

™ Match all receivers

Group name | select al
Administrators
O Marketing Clear all
Newr,..
Details...

[~ Show only selscted graups

Ta create @ new group dlick "New...", ko viewjchange the properties of a selected group, click
“Details.. ", Any change here wil reflsct in the aroups listed in the Groups section,

ok | cancel Apply Set Defadlts

Receivers Groups

The following options are available:

« All - the rule applies to all receivers, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

You can check the Match all receivers option to apply the rule only if all the receivers
of the message belong to the specified groups. For example, if the e-mail is sent to
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several receivers and at least one of them is not found in the specified groups, the
rule will not apply.

Note
6 The addresses in the Cc and Bcc fields also count as receivers.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.

Note
6 To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.
114).
Step 4/6 - Configure Content Filtering Options

Click the Content Filtering Options tab and configure the content filtering options
for the messages matching this policy.
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Il Content Filtering Rule 2]

General | From | T Content Fikering Options | actions | Motiications |

Specify the mail headers that this rule will check and the rule conditions:
€ Do not scan

* 5can

- Specify rule condition:

W subject Configure subject. .
I sender Corfigure sender...
i Confiqure receivers...

Rule description:

‘Apply this rule For messages
with </TtT" in the mail subject

ok | cancel Apply Set Defaults

Filtering Options

If you do not want to scan the messages using content filtering options, select Do not
scan. Then, click OK to save the changes and close the configuration window.

If you select Scan, the messages will be scanned using the content filtering options
configured for this policy. Next, you must specify the rule conditions.

Note

6 Messages that do not match any rule condition will not be detected. Consequently, no
action will be taken on them and no notification will be issued.

Messages can be scanned using the following criteria: subject, sender/receiver address.
When defining rule conditions, any combination of scanning criteria is allowed.

Filtering Mail by Subject

Check Subject and specify the rule strings in order to filter mail by subject. All the
messages the subject of which matched one of the defined strings will be detected

To specify the strings, click Configure subject. A new window will appear, where you
can configure the defined strings (please see “Configuring Strings” (p. 170)).
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Filtering Mail by Sender Address

Check Sender and specify the rule strings in order to filter mail by the sender address.
All the messages the sender address of which matches one of the defined strings will
be detected

To specify the strings, click Configure subject. A new window will appear, where you
can configure the defined strings (please see “Configuring Strings” (p. 170)).

Filtering Mail by Receiver Address

Check Receivers and specify the rule strings in order to filter mail by the receiver
address. All messages with at least one receiver address matching one of the defined
strings will be detected.

To specify the strings, click Configure subject. A new window will appear, where you
can configure the defined strings (please see “Configuring Strings” (p. 170)).

Configuring Strings

You can see each selected rule condition listed in the box. Click the specific words
link to specify or modify strings. A configuration window will appear.

Note

6 To open this window, you can also click Configure subject, Configure sender or
Configure receivers.

Search Text E x|

Enter the wards or phrases to be searched For (widcards and regular exppressions are
accepted)

add new: Iadu\t\ add

I~ Match case ¢ Wildeards Expression

I~ mateh whale word enly " Reqular Expression

Search list:

Match case | Whole words | Type | Expression - Remove
FALSE FALSE widcards  viagra

FALSE FALSE wideards  vagra

FALSE FALSE widcards  vaigra

FALSE FALSE wideards o

FaLSE FaLSE widcards  sex —

FaLSE FaLSE wideards  hot =

Jivges iy it - [

il [ »

Specify parameters

Provide the string in the corresponding field and click Add.

You can choose to enter either a wildcard expression or a regular expression.
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Note
6 You can use the following wildcards:

L replaces zero, one or more characters.

For example, you can enter *xxx* to detect the messages that contain the xxx string
in the headers (subject, sender address or receiver address).

+ 2 stands for any single character.

For example, if you filter messages by the sender address, you can
?doe@company . com to detect the messages that are sent from addresses beginning
with any single character and followed by the doe@company . com string.

Two additional options are available:

Option Description

Match case The rule applies only if the detected item and the specified
parameter case match.

Match whole word The rule applies only if an entire string matching the specified
only parameter is detected.

You can see all the defined strings in the list. To remove entries, select them and click
Remove.

Click OK to save the changes.

Step 5/6 - Set Actions

Click the Actions tab and specify the actions to be taken on the detected messages.
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Il Content Filtering Rule 2]

General | From | To | Content Fiering Options Actions | notifications |

Select the action to be taken when a content: filtering rule matches an e-mail:

" Delete mail

€ Redirect mail to address
" Quarantine mail

& Belivar mait

[~ Vou can select additional actions:

™ Modify the subject of the mails that matched this rule: | [CF] $subjecth

I™ Add a header to the mails that matched this rule:

Header nams: |

Header valus: |

™ Save mallto Folder: | Browse. .
I Archive to account(enter mail archive address:

ok | cancel Apply Set Defaults

Actions

You must choose one of the following actions:

Action Description

Delete mail The detected message is deleted.

Redirect mail to address The detected message is redirected to a specified e-mail
address.

You must specify the e-mail address where the
messages will be delivered in the field next to this option.
If you want to provide more than one address, separate

them by a semi-colon ";".

If the field is empty or the e-mail address is invalid the
messages will not be redirected.

Quarantine mail The detected message is moved to the quarantine folder.
Deliver mail The detected message is delivered in full to its receivers.
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You can also set additional actions to be taken on the detected messages. The
following actions are available:

Action Description

Modify the subject of the The subject of the detected message is modified.
m?lls thatgmatchedptis You can modify the subject pattern. We recommend you
rule to use one of these patterns:
* [CF]${subject) -to add [cF] before the subject.
This is the default subject pattern.

* [CF]${subject} [CF] -to add [cF] before and after
the subject.

» [CF] - to replace the subject with [cF].

Add a header to the mails An e-mail header is added to the detected message.

that matched this rule Provide the header name and value in the corresponding

fields.

Save mail to folder The detected message is saved to a specified folder.
To specify the folder, click Browse, locate it and then
click OK.

Archive to account The detected message is archived to a specified
account.

Provide the e-mail archive address in the field next to
this option. A Bcc containing the address will be added
to the detected message.

Step 6/6 - Configure Notifications

Click the Notifications tab and specify whether to issue notifications or not when
messages match the rule.
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Il Content Filtering Rule 2]

General | From | To | Content Fikering Options | Actions  Motfications |

Please configure the notifications that should be sent For this rule:

Hotfication typ

T

To change the natification events configuration, please, go to the "Alerts & Logs"
section, Events tab.

ok | cancel Apply Set Defaults

Notifications

Check Rule matched to issue notifications when messages match the rule.

Note

The corresponding event in the Events section must be enabled and properly configured.
For more information, please refer to “Configuring Events” (p. 57).

Click OK to save the changes and close the configuration window.
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13. Attachment Filtering Module

The Attachment Filtering module provides filtering features for mail attachments. It
can detect attachments with certain name patterns, of a certain type or exceeding a
certain size limit.

Based on the groups the sender and the receivers belong to, you can specify various
filtering options and actions to be taken on the detected attachments.

The module contains two sections:

» Attachment Filtering - allows you to enable the Attachment Filtering.

» Policies - allows you to configure the filtering options for all incoming mail traffic and
to specify different filtering policies based on the groups the sender and the receivers
belong to.

Note
6 Attachment Filtering is available only for MS Exchange 2000/2003.
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13.1. Attachment Filtering

Click Attachment Filtering in the tree menu to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Attachment Filtering]

Fle Action View Help
=1

[@ BitDefender Security fFor Exchangs,
o Status
=)Wy Monitoring

BitDefender Security for Exchange (£ bitdefender

Statistics & Reports
Alerts & Logs
Quarantine

Policies

Sécure your every bit

Attachment Filtering

@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
Scheduled Tasks
Groups
» Exchange Groups
» SMTP Groups
® Antivirus
& Antispam
% Content Filtering
% Attachment Filkering
=% Update

L.y Product Update
Infarmation
Register EitDefender Help
Durp Management The Attachment Filtsring Module prevents the potential malicious or big sizs attachments From arriving ko the
Virus Report Exchange Server mailbuxes o leaving the server. On the "Attachment Fikering” tab you can enable the
Aot Attachment Fikering Moduls. To configurs the attachment Fibering settings, go to the "Poliies tab and configure

the rule named "Default Rule". To set different group attachment filtering policies, add more rules. Far mere
infarmation, please chack the Help file.

¥ Enable attachment filtering

Apply

I I

[pone

Attachment Filtering

This is where you can enable attachment filtering.

Check Enable Attachment Filtering to enable attachment filtering. To disable it, clear
the corresponding check box. Click Apply to save the changes.

Note

In order to configure the global attachment filtering options or to create different filtering
policies based on user groups, go to the Policies section.
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13.2. Setting Policies

Click Attachment Filtering in the tree menu and then the Policies tab to enter this
section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Attachment Filtering] & x|

Fle Action View Help

=1
[@ BitDefender Security fFor Exchangs,
o Status P B A il
o BitDefender Security for Exchange (& bitdefender
@ Statistics & Reports .
£ Alerts & Logs Attachment Filtering ¢ Policies
Q, Quarantine
@ Antivirus Pririt | Rule: name | sender aroups | Receiver roups
@ Antisparn [H Default Rule * *
4 Content Filtering
4 Attachment Fitering
& Scheduled Tasks
& Groups 4| |
4 Exchange Groups

-.:;tii::;r:smups | Mew Rule Copy ” Delete H Enable/Disable |

& Antispam Properties I:IILI

% Content Filtering
% Attachment Filkering

EitDefender Help
The Attachment Fikering Module prevents the patential maliciaus or big size attachments Fram arriving ko the
& Virus Report Exchange Server maiboxes or leaving the server, On the "Attachment Filtering” tab you can enable the

Attachment Filkering Madule. Ta configurs the atkachment Filksring settings, ga to the "Palicies” kab and configurs
% About the rule named "Default Rule". To set different group attachment filtering policies, add more rules. Far mere
infarmation, pleass check the Help fils.

& Dump Management

I I

[pone

Setting Policies

This is where you can specify the attachment filtering options. You can modify the
default rule to specify the attachment filtering options for all the mail traffic, or you can
configure new rules in order to create customized group filtering policies.

13.2.1. Managing Rules

You can see all the existing rules listed in the table. For each rule, the following
information is provided: priority, the name and the groups of senders and receivers it
applies to. The rules are listed by order of priority with the first rule counting as the
highest priority.

Note

Messages are checked against each rule, by order of priority, until the sender and the
receivers of the message match a rule. The message is then processed according to
the attachment filtering options specified by that rule.
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Default Rule. There is one rule created by default that manages the global content
filtering settings. You cannot copy, delete or disable this rule. The default rule has the
lowest priority; therefore, you cannot change its priority. Because the rule was designed
to apply to the entire mail traffic, you cannot configure group options. However, you
can configure all the other options.

Group Filtering Policies. To set different filtering policies, add new rules. This way
you can create customized filtering rules for the mail traffic between certain groups of
users.

To manage the rules, use the following buttons:

* New Rule - creates a new rule. You will have to configure the rule before it appears
in the table.

» Copy - copies one or several selected rules.

» Delete - deletes one or several selected rules. You will have to confirm your choice
by clicking Yes.

« Enable / Disable - enables or disables one or several selected rules.

» Properties - opens the configuration window of a selected rule, allowing you to
modify the rule. To learn how to configure the rule, please refer to “Configuring
Rules” (p. 179).

* = Up - moves a selected rule one level up in the table. This will increase the priority
of the rule.

* = Down - moves a selected rule one level down in the table. This will decrease the
priority of the rule.

13.2.2. Creating Rules

To create a rule, choose one of these methods:

» copy an existing rule and click Properties to modify it.

 click New Rule and configure the new rule.

In both cases, a new window will appear. Next, you must configure or modify the rule.
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13.2.3. Configuring Rules

To configure a rule follow these steps:

Step 1/6 - Provide General Data

Open the configuration window and provide general data for the rule.

Bl Attachment Filtering Rule x|

| Attachment Filtering Options | Actions | Netifications |

General |me |70

Rule name: | Marketing to admins

Description:

Iv Enabled:

ok | cancel Apply Set Defadlts

General

Provide the rule name and, optionally, the rule description.
To enable the rule, check Enabled. If you want the rule to be disabled, clear the check

box.
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Step 2/6 - Select Senders Groups

Click the From tab and select the groups of senders the rule applies to.

Il Attachment Filtering Rule x|
General From |To | Attachment Fitering Options | ctions | Wotfications |
Salesct the Groups For which this ruls will apply if they are Found in the sender of & mail:
Al
* Selected
Group name I Select all
O administrators
[ Markating Clear all
New, .
Detals...

[~ Show only selscted graups

Ta create & new group click "New...", o viswjchange the properties of & selected aroup, click
"Detalls.,.", Any change here wil reflect in the groups listed in the Groups section,

ok | cancel Apply Set Defadlts

Senders Groups

The following options are available:

» All - the rule applies to all senders, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.
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Note
To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.

114).
Step 3/6 - Select Receivers Groups
Click the To tab and select the groups of receivers the rule applies to.
2%

General | From o | attachment Fitering Options | ctions | Wotfications |

Select the Groups for which this rule wil apply I they ars Found in the receivers of & mail, Check
the ption "Match al receivers” if ol mail receivers belong to this group list. Uncheck it i ot least
ane of the mail receivers belongs ta this group list.

Al

+ Selected

™ Match all receivers

Group name | select al
Administrators
O Marketing Clear all
Newr,..
Details...

[~ Show only selscted graups

Ta create @ new group dlick "New...", ko viewjchange the properties of a selected group, click
“Details.. ", Any change here wil reflsct in the aroups listed in the Groups section,

ok | cancel Apply Set Defadlts

Receivers Groups

The following options are available:

« All - the rule applies to all receivers, no matter if they belong to a group or not.

» Selected - the rule applies only to receivers from the selected SMTP groups.

If you choose Selected, you have to check from the list the groups you want the rule
to apply to.

You can check the Match all receivers option to apply the rule only if all the receivers
of the message belong to the specified groups. For example, if the e-mail is sent to
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several receivers and at least one of them is not found in the specified groups, the
rule will not apply.

Note
6 The addresses in the Cc and Bcc fields also count as receivers.

Click Select All to check all groups. If you click Clear All no group will be selected.

If necessary, you can create a new SMTP group by clicking New and configuring it.
The new group will appear in the SMTP Groups section.

To configure an existing group or to see its parameters, select it and click Details.

Note
6 To learn how to configure an SMTP group, please refer to “Creating SMTP Groups” (p.
114).

Step 4/6 - Configure Attachment Filtering Options

Click the Attachment Filtering Options tab and configure the filtering options for the
messages matching this policy.
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Il Attachment Filtering Rule

General | From | T Attachment Fikering Options | actions | Wotfications |

€ Do not scan
@ Scan

Speify the attachment names to be detected{widcards are accepted). Click the
checkbox I you want to except thoss fils names From detection.

™ Detect all fils names excapt the lisk bellow:

[ add

Remove

[ Extension

Specify the attachment extensions to be detected, Click the checkbox if you want to
exclude those extensions From detection.

I™ Detect all extensions except the Following:

2]

Detect attachments with the size that excesds: 2000 KB

o | cancel | apply | setefauts

Filtering Options

If you do not want to scan the messages using attachment filtering options, select Do
not scan. Then, click OK to save the changes and close the configuration window.

If you select Scan, the messages will be scanned using the attachment filtering options
configured for this policy. Next, you must specify the rule conditions.

Note

6 Messages that do not match any rule condition will not be detected. Consequently, no
action will be taken on them and no notification will be issued.

Mail attachments can be scanned using the following criteria: name, file extension
and file size. When defining rule conditions, any combination of scanning criteria is

allowed.

Filtering Attachments by Name

Check Detect all filenames except the list below and specify the excepted filenames
in order to filter attachments by name. All attachments with filenames other than those

specified as exceptions will be detected.
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Note

The term name refers here to the filename and the filename extension. For example, if
the filename is name of file and the filename extension is ext, then the name you
have to specify as exception is name of file.ext.

To specify exceptions, provide the name in the edit field and click Add.

Note
6 Wildcards can be used to specify exceptions:

» * replaces zero, one or more characters.

For example, you can enter file*.exe to specify a large category of filenames,
which includes filenames like £i1e01.exe, file new.exe, file.exe and others.

+ 2 stands for any single character.

For example, you can enter group? log??.doc to specify a large category of
filenames, which includes filenames like groupl 1og01.doc, groupA logl9.doc,
group4 logla.doc and others.

All the names excepted from scanning are listed in the box. To remove entries, select
them and click Remove.

Filtering Attachments by Type

Check Detect all extensions except the list below and specify the excepted
extensions in order to filter attachments by type. All attachments with extensions other
than those specified as exceptions will be detected.

Specify the permitted extensions in the edit field. The extensions must be separated

by a semi-colon ";

Note
6 In case of a double extension, only the last extension will be checked.

Filtering Attachments by Size

To detect attachments exceeding a certain size limit, specify the minimum size in the
corresponding field. By default, this is set to 0 KB, meaning that no attachment will be
detected regardless of its size.
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Step 5/6 - Set Actions

Click the Actions tab and specify the actions to be taken on the messages containing
detected attachments.

Bl Attachment Filtering Rule x|

General | From | To | Attachment Fitering Options Actions | motfications |

Select the action to be taken when an attachment filtering rule matches an e-mail:
" Delete mail
" Delete attachment

o

Edit Replace Text...

£ Redirect mail to address |

© Quarantine mail

" Deliver mail

[~ Vou can select additional actions:

™ Madify the subjact of the mails that makchad this rule: | [4F] $4subizct:

I~ Add & header to the mails that makched this rule:

Header name: |

Header value: |

™ Save mail to Folder: | Browse, .
I Archive to account(enter mail archive address:

ok | cancel | apply | setpefaus |

Actions

You must choose one of the following actions:

Action Description

Delete mail The message containing the detected attachment is
deleted.

Delete attachment The detected attachment is deleted.

Replace attachment with The detected attachment is replaced with a specified

text text.

To specify the text to be delivered instead of the
attachment, click Edit Replace Text. Provide the text
in the edit box that appears and click OK.
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Action Description

Redirect mail to address The message containing the detected attachment is
redirected to a specified e-mail address.

You must specify the e-mail address where the
messages will be delivered in the field next to this option.
If you want to provide more than one address, separate

them by a semi-colon ";".

If the field is empty or the e-mail address is invalid the
messages will not be redirected.

Quarantine mail The message containing the detected attachment is
moved to the quarantine folder.

Deliver mail The message containing the detected attachment is
delivered in full to its receivers.

You can also set additional actions to be taken on the detected messages. The
following actions are available:

Action Description

Modify the subject of the The subject of the message containing the detected
mails that matched this attachments is modified.

L You can modify the subject pattern. We recommend you

to use one of these patterns:
* [AF]${subject) -to add [aF] before the subject.
This is the default subject pattern.

* [AF]S${subject} [AF] - to add [aF] before and after
the subject.

* [AF] - to replace the subject with [aF].

Add a header to the mails An e-mail header is added to the message containing

that matched this rule the detected attachment.
Provide the header name and value in the corresponding
fields.

Save mail to folder The detected message is saved to a specified folder.
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Action Description

To specify the folder, click Browse, locate it and then
click OK.

Archive to account The detected message is archived to a specified
account.

Provide the e-mail archive address in the field next to
this option. A Bcc containing the address will be added
to the detected message.

Step 6/6 - Configure Notifications

Click the Notifications tab and specify whether to issue notifications or not when
attachments match the rule.

Il Attachment Filtering Rule 2]

General | From | To | Attachment Fitering Options | Actions Hotfications |

Please configure the notifications that should be sent For this rule:

Hotfication typ

2

To change the natification events configuration, please, go to the "Alerts & Logs"
section, Events tab.

ok | cancel Apply Set Defaults

Notifications

Check Rule matched to issue notifications when attachments match the rule.
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Note

6 The corresponding event in the Events section must be enabled and properly configured.
For more information, please refer to “Configuring Events” (p. 57).

Click OK to save the changes and close the configuration window.
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14. Update Module

New viruses and spyware are found and identified every day. This is why it is very
important to keep BitDefender up to date with the latest signatures. By default,
BitDefender automatically checks for updates every hour.

Updates come in the following ways:

» Updates for the antivirus engines - the files containing virus and spyware
signatures are updated to ensure permanent up-to-date protection against them.
This update type is also known as Virus Definitions Update.

» Updates for the antispam engines - new rules are added to the NeuNet (heuristic)
and Pre-trained Bayesian filters, new links are added to the URL filter database and
new images are added to the Image filter; this will help increase the effectiveness
of your Antispam engine. This update type is also known as Antispam Update.

» Product updates - when a new product version is released, new features and scan
techniques are introduced to the effect of improving the product's performance. This
update type is also known as Product Update.

Moreover, from the user's intervention viewpoint, we may take into account:

» Automatic update - BitDefender automatically contacts the update server in order
to check if an update was released. If there are available updates, BitDefender is
updated automatically.

Note

6 In order not to interfere with the server's operation, product updates are not
automatically installed. Go to the Product Update section periodically to see if there
are any product updates available and to install them.

The automatic update can also be done anytime you want by clicking Update now
from the Update module or by creating a scheduled update task.

* Manual update - you must download and install the latest virus and spyware
definitions manually.
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14.1. Automatic Update

Click Update in the tree menu to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’Update] =& x|

Fle Action View Help

e Bm B @

[@ BitDefender Security fFor Exchangs, 1=l
o Status . ; L bl
£ T onbaring BitDefender Security for Exchange (& bitdefender

% Statistics & Reports

> Blerts b Logs Update Settings Motifications

@, Quarantine
@ Antivirus

@ Antispam
4 Content Fltering — Information
@ Attachment Fitering
N Last update: Never
A& Scheduled Tasks
L o Last updats check: Never
& aroups Status: Automatic Update ordered
4 Exchangs Groups
@ SMTP Groups
® Antivirus
@ éntispam — Update Schedule
% Content Filtering [
Update MNow
EEY ¥ sutomatic update interval |1 hours
C Schedule Update
& Dump Management
&% Virus Report
@ About
— Push Update
T
I — (L =l
[pone |
Automatic Update

This is where you can see update-related information and perform updates.

In the Information box, you can see the update status and when the last update check
and update were performed.

14.1.1. Updating BitDefender

There are 4 ways to update BitDefender:

» Automatically. By default, BitDefender checks for updates at the specified update
locations on a regular basis. The default time interval is one hour. To change this
interval, provide a new value in the edit field. If an update is detected, BitDefender
will automatically download and install the new signatures, without the administrator's
intervention.
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Important
@ Keep the automatic update enabled in order to be protected against the latest threats.

To disable automatic update, clear the check box corresponding to Automatic
update interval and click Apply.

By user request. Just click the Update Now button when you want to update
BitDefender. The Update module will connect to the BitDefender update server and
it will check if any update is available. If an update is detected, BitDefender will
automatically download and install the new signatures.

Using a scheduled task. Click Schedule Update to schedule an update task. For
more details, check “Update Tasks” (p. 69).

Note

The scheduled update tasks will not deactivate the automatic update module, which
will check the update server for new signatures on a regular basis.

Through Update Pushing. The Update Pushing is a feature that is available only
when the product is registered. This feature allows customers to benefit from "Update
Announcement Messages". These alerts are sent to the Update Pushing mailing
list by the BitDefender Lab. The mailing list is composed of mail addresses that
have been submitted by the customers on the BitDefender website. The "Update
Announcement Messages" include special elements which trigger the update process
when the message is scanned by the product. Therefore, it is mandatory that the
mail address submitted by the customer is a mail address protected by BitDefender.
To enable Update Pushing, check Enable/Disable Update Pushing. If you do not
want to use this service, clear the corresponding check box. To subscribe to the
mailing list, click Configure.

Click Apply to save the changes.

191



BitDefender Security for Exchange

Update Module

14.2. Update Settings

Click Update in the tree menu and then the Settings tab to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’Update] =& x|

File Action Yiew Help

e = | |2

[@ BitDefender Security fFor Exchangs,
a2 Status

=)Wy Monitoring
% Statistics & Reports

BitDefender Security for Exchange @ Q‘ﬂ_

£ Alerts & Logs Update Settings Motifications
Q, Quarantine
Ay Ankiviros
@ Antispam
4 Content Filtering — Secure updates
Ay Attachment Filkering
44 Scheduled Tasks I allow insscure updates
B¢ Groups

Updates from 5 local server are insecure. You must allow insecure updates If the update lacation is alocal serve

4 Exchangs Groups
@ SMTP Groups

® firtivirus
& Antispam | |
% Content Filtering o
b Attachment Filtering First update location Second update location
=& Specify the update location: Specify the update Iocation:

L@y Product Update

http:#fupgrade. bitdefender.com

The second update location is used when the fir

& Dump Management update location cannot be contacted.

&% Virus Report

™ Use proxy ™ Use proxy

4 120 |4l ] ;IJ

Update Settings

This is where you can configure the update locations.

The updates can be performed from the local network, over the Internet, directly or
through a proxy server.

14.2.1. Local Updates

Updates placed on a local server are not secure. Unlike the updates downloaded from
the BitDefender servers, local updates are not signed.

To allow updates from a local server to be installed, check Allow insecure updates.

Local update mirrors also pose another risk. Suppose BitDefender is usually updated
daily from an official location and, for some reason, this location is not available for a
new update at a certain moment. If you have set a local server as the second update
location, then BitDefender will download and use the signatures available in this
location. If the local server is not synchronized with the BitDefender server, there is
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the risk that the installed signatures are older than those used by BitDefender before
the update. In this way, instead of being upgraded, BitDefender can be downgraded.

14.2.2. Setting Update Locations

For more reliable and faster updates, you can configure two update locations: a First
update location and a Second update location. Both require the configuration of
the following options:

» Update location - type the address of the update server. By default, the primary
update location is: upgrade.bitdefender.com.

Note

If you are connected to a local network that has BitDefender virus signatures placed
locally, you can change the location of the updates here.

» Use proxy - check this option if the company uses a proxy server. The following
settings must be specified:

» Server IP - type the IP of the proxy server.
» Port - type the port BitDefender uses to connect to the proxy server.
» User name - type a user name recognized by the proxy.

» Password - type the valid password of the previously specified user.

Click Apply to save the changes.
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14.3. Update Notifications

Click Update in the tree menu and then the Notifications tab to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’Update] =& x|

Fle Action View Help

=1

[@ BitDefender Security fFor Exchangs, 1=l
> Status P ; L bl

£ T onbaring BitDefender Security for Exchange (& bitdefender

% Statistics & Reports ] ]

£ Hlerts s Logs Update Settings Notifications

Q, Quarantine
Ay Ankiviros
@ Antispam
4 Content Filtering Notification types

Ay Attachment Filkerin
44 Scheduled Tasks 9 Please configure the notifications that should be sent to inform about the update events:

& Groups
4 Exchangs Groups I Update performed
@ SMTP Groups ™ Mo update availabls
®a Antivi
s ¥ Updats Failed

@ Antispam
% Content Filtering ™ Product update available
% Attachment Fikering
-3 Update To changs the notification svents configuration, plesse, go o the "Alerts & Logs” section, Events
iy Product Update tab.

& Dump Management

& Virus Report Apply

4 About

I I |

[pone

Update Notifications

This is where you can specify the update events for which notifications should be
issued.

Check the update events for which to issue notifications:

» Update performed - when an update was performed.

* No update available - when no update is available.

» Update failed - when an error occurred during an update and the update failed.
* Product update available - when a product update is available.

Note

The corresponding events from the Events section must be enabled and properly
configured. For more information, please refer to “Configuring Events” (p. 57).

Click Apply to save the changes.
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14.4. Manual Update

This method allows installing the latest virus and spyware signatures. To install a patch
or a product upgrade of the latest version, go to the Product Update section.

Important

Use the manual update when the automatic update can not be performed or when the
computer is not connected to the Internet.

Manual update is performed using zip archives. There are two zip archives on the
update server, containing the updates of the scanning engines and virus and spyware
signatures: cumulative.zip and daily.zip.

* cumulative.zip is released every week on Monday and it includes all the virus
and spyware definitions and scan engines updates up to the release date.

Note
6 The download locations, on FTP and HTTP, are:

« ftp://ftp.bitdefender.com/pub/updates/update_is_90/cumulative.zip
« http://download.bitdefender.com/updates/update_is_90/cumulative.zip

* daily.zip isreleased each day and itincludes all the virus and spyware definitions
and scan engines updates since the last cumulative and up to the current date.

Note
6 The download locations, on FTP and HTTP, are:

« ftp://ftp.bitdefender.com/pub/updates/update_is_90/daily.zip
* http://download.bitdefender.com/update_is_90/daily.zip

Steps to be followed:

1. Download the update files. If it is Monday, please download the cumulative.zip
and save it somewhere on your disk when prompted. Otherwise, please download
the daily.zip and save it on your disk. If this is the first time you update using the
manual updates, please download the both archives.

2. Stop antivirus protection. Open the management console, click Antivirus in the
tree menu and clear the check box next to Enable real time antivirus scanning.

3. Open Services. Follow the path: Start — Control Panel — Administrative Tools
— Services.
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4. Stop BitDefender Scanning Service. Right-click BitDefender Scanning Service
(BDSCAND) and select Stop.

5. Stop BitDefender File Service. Right-click BitDefender File Service (BDFILED)
and select Stop.

6. Stop BDConnector Service. Right-click BDConnector Service (bdconnector) and
select Stop.

7. Copy the update files. Extract the content of the archive in the 2:\Program
Files\Common Files\Softwin\AV\Plugins folder and accept overwriting existing
files.

Note
6 Start with cumulative.zip when both update archives are available.

8. Start BitDefender Scanning Service. Right-click BitDefender Scanning Service
(BDSCAND) and select Start.

9. Start BitDefender File Service. Right-click BitDefender File Service (BDFILED)
and select Start.

10 Start BitDefender BDConnector Service. Right-click BDConnector Service
(bdconnector) and select Start.

11. Start antivirus protection. Open the management console, click Antivirus in the
tree menu and check Enable real time antivirus scanning.

14.5. Product Update

Click Product Update in the tree menu (Update module) to enter this section.
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"t BDExchange2003 - [BitDefender Security for Exchange’\Update',Product Update] == x|

Fle Action View Help

e Bm B @

[@ BitDefender Security fFor Exchangs, 1=l
A Status ” . A i
e BitDefender Security for Exchange (& bitdefender
Statistics & Reports
Alerts & Logs Product Update
Quarantine
Ay Ankiviros
@ Antispam
@ Content Filtsring
Stheduled Tacks

Groups No product update is available!
» Exchange Groups

*Your BitDefender Security for Exchange is up to date!

& Antispam
% Content Filtering

% Attachment Fikering
P g Froduct Update

=@ lnm};mat‘:” No newer versions of BitDefender Security for Exchange is available!
egister
Dump Management

xi:;”s ?EDM “ou have the latest version of BitDefender Security for Exchange in your system!
» Abou

4 I+ N =
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Product Update

This is where you can see if product updates or newer product versions are available
and install them, if any.

The product updates are different from the signature updates. Their function is to
deliver bug fixes and performance improvements of the product.

There are two types of updates for the product:

» product updates (patches) - these are cumulative .exe files that include all the
files that have been changed since the first release of a specific version.

» version updates - these are installation packages of a new released version of the
product.

Note

6 Patches and newer product versions are not automatically installed because they might
require a system restart. We advise you to install the latest version of product updates
or product version.

When a new patch is available, it is downloaded on the local computer and information
about it is displayed. Also, a link to the web page containing the patch description is
provided. Click Install to install the patch.
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When a newer version of BitDefender Security for Exchange is available, you will see
information about that version. Also, you will be provided with a link to the web page
where you can download the installation package from. Click the respective link and
download and install the new version.
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15. Information Module

Click Information in the tree menu to access this section.

"Hii BDExchange2003 - [BitDefender Security for Exchange’\Infarmation] =&l x|
File  Action View Help |
e = | @@ @ |
@ BiDefender Seourity for Exchange =]
e BitDefender Security for Exchange (£ bitdefender

=) W Manitaring
% Statistics & Reports
5> hlerts & Logs

=9, Quarantine
4 Antivirus
4y Antispam
4y Content Filtering
4y Attachment Filtering
A4 scheduled Tasks
=¥ Groups
<y Exchange Groups
<y SMTP Groups
® Antivirus
& Antispam
% Content Filtering
% Attachment Filtering
- % Update
<y Product Update
(=@ Infarmation
“ Register
& Dump Management
o Virus Report

® Information

“~ Register
Register the product by entering the license key so you can benefit
from Antivirus and Antisparmn scanning, Content and Attachment
Filtering, free updates and praduct upgrades

& Dump Management
Configure the creation of dumps during product crashes and agree
to send thern to the BitDefender Lah to help find quick fixes for our

bugs

& virus Report

< About
. Caonfigure the Real Time Yirus Report module which gathers and

sends virus information to the BitDefender Labs. By configuring it
wou help us fight malware, by identifying the mast important threats
and by providing information vital for identifying new viruses.

1 =

Done [ [

Information

The Information module contains the following sections:

» Register - this is where you can register the product
» Dump Management - this is where you can agree to send us dumps created during

product crashes.

 Virus Report - this is where configure the Real-time Virus Reporting.

» About - this is where you can view the BitDefender modules installed and their
corresponding versions.
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15.1. Product Registration

Click Register in the tree menu (Information module) to enter this section.

'tii BDExchange2003 - [BitDefender Sacurity for Exchange\Information'Register] =& x|

Fle Action View Help

e5 om @

[@ BitDefender Security fFor Exchangs, 1=l
o Status P B A il
£ T onbaring BitDefender Security for Exchange @ bitdefender
Statistics & Reports
Alerts & Logs Register
Quarantine
@ Antivirus
4y Antispam — License Information
“ Content Fitering Product name: BitDefender Security for Exchange
4 Attachment Fitering Registration key:  6390BBATZ66DC421DEFD
Scheduled Tasks Expire interval: 28 days
Groups
» Exchangs Groups
v SMTF Groups [ Register Key
S frihinis Fill s registration ke n s Fsids bsllow:
@ Antispam

% Content Filtering R R I
% Attachment Fikering
=% Update

L.y Product Update

Infarmation
Dump
Virus Report

y About

BitDefender Help
BitDefender Security for Exchange protects your serwer against viruses, spams, content threats and other
malware arly if you are a registered User, The registration key is located either on the product registration
card, on the CD label or in the e-mail registration you received. IF you do not have a registration key, contact j

I I

pone [ \

Register

This is where you can register the product and see the license information.
The product is delivered with a trial license key valid for thirty days.

To change the license key, type the new one in the corresponding fields and click
Apply. The expiration date of the new license key will appear in the Expire interval
field.

Note

You can find the registration key either on the product registration card, on the CD label
or in the registration e-mail you received. If you do not have a registration key, contact
your local BitDefender distributor or e-mail us at <sales@bitdefender.com>.


mailto:sales@bitdefender.com
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15.2. Dump Management

Click Dump Management in the tree menu (Information module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange'\Information’,Dump Management] & x|
Fle Action View Help

«o mm 8

[@ BitDefender Security fFor Exchangs, 1=l
£ T onbaring BitDefender Security for Exchange (& bitdefender

% Statistics & Reports
L> Blerts & Logs
@, Quarantine
@ Antivirus
@ Antispam
4 Content Fltering
@ Attachment Fitering
A& Scheduled Tasks
& Groups
4 Exchangs Groups
@ SMTP Groups
® Antivirus
& Antispam
% Content Filtering
% Attachment Fikering
=% Update
L.y Product Update

& Dump Management
&% Virus Report
@ About

Dumps

Durmp Management Information

¥ "1 agree ta submit dumps to the BitDefender Lab"

admin@company.com

Specify an e-mail address that wil be used as the sender of the dumps:

Apply

BitDefender Help

I I

to third parties.

BitDefender Security for Exchang cantains @ dump management module that allows For the ereation of dumps
during the product crashes. By agresing to send dumps ta the EitDef=nder Lab, vou aares ta help us in finding
quick fixes for ur bugs. Your contribution could be essential for developing @ stable product that satisfies your
needs. The dumps will be sed For debugging purposes and will never be used s commercial data or disclosed

[pone

Dump Management

BitDefender Security for Exchange contains a dump management module that allows
for the creation of dumps during product crashes. By agreeing to send the dumps to
the BitDefender Lab, you agree to help us in finding quick fixes for our bugs. Your
contribution could be essential for developing a stable product that satisfies your
needs. The dumps will be used for debugging purposes and will never be used as

commercial data or disclosed to the third parties.

To send dumps to the BitDefender Lab, check | agree to submit dumps to the

BitDefender Lab and specify your e-mail address.

Click Apply to save changes.
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15.3. Real-time Virus Reporting

Click Virus Report in the tree menu (Information module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange\Information'\Yirus Report] & x|
Fle Action View Help
Laliad =2
[@ BitDefender Security fFor Exchangs, 1=l
A Status : i LN Bl
£ T onbaring BitDefender Security for Exchange (& bitdefender
% Statistics & Reports
£ Hlerts s Logs Virus Report
@, Quarantine
@ Antivirus
4y Antispam Wirus Report Information
4 Content Fltering )
4 Attachment Fikering ¥ Enable real time virus reports
A& Scheduled Tasks
Ny Selsct country:
E¢% Groups
4 Exchangs Groups [United States =l
@ SMTP Groups
® Antivirus
& Antispam
Content Filtsrin:
3 " Apply
% Attachment Fikering
- Update:
iy Product Update
=
& Dump Management
W Virus Report BitDefender Help
@ About Real Time Virus Report Module sends reports to the EitDefender Lab about the viruses found on your server.
By enabling this Featurs, you agres ko help us identify new viruses and find quick remedies For them. Your
contribution could be essential for developing new tools to protect you and other users against wirus threats, -
Reports will not contain any psrsonally Identifisble data, Reports contain only the country of origin, the virus
name, the number of infected files and the total number of scanned files, The reports themselves are used only
for statistic purposes and will never be used as commercial data or disclosed o third parties.
4] I+ =l
[pone | [
Real-time Virus Reporting

Real-time Virus Reporting (RTVR) allows sending reports about the viruses found on
your server to the BitDefender Lab in order to help us identify new viruses and find
quick remedies for them. Your contribution could be essential for developing new tools
to protect you and other users against virus threats.

The reports will not contain any personally identifiable data, such as your name, IP
address or others. The information supplied will contain only the name of the country,
the virus name, the number of infected files and the total number of scanned files.
The reports themselves are used only for statistic purposes and will never be used
as commercial data or disclosed to third parties.

To activate Real-time Virus Reporting, check Enable real time virus reports and
then select the country where you live in from the list. If you want to disable it, clear
the corresponding check box.

Click Apply to save the changes.
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15.4. About

Click About in the tree menu (Information module) to enter this section.

"t BDExchange2003 - [BitDefender Security for Exchange’\Information’,About] & x|
e Acion Yew Help
&5 B2
[@ BitDefender Security fFor Exchangs,
o Status P B A il
1. Morieorng BitDefender Security for Exchange & ,Q'fﬂﬁﬁﬂ,‘!ﬂ'
@ Statistics & Reports
£ Alerts & Logs About
Q, Quarantine
Antivirus Module_~ [ version |
Antispam “ BitDefender Connector 2,0,61,0
Content Fitsring “ BitDefender Demand Scanner 2,0,64,0
Attachment Filtering @ BitDefender File Dagman 2,0,59,0
44 Stheduled Tasks 4 BitDefender Live Dasmon 2,0,43,0
2 o Ehangs & “ BitDefender Logger Daemon 2,0,29,0
» Exchangs Groups
< anups P 4 BitDefender Mail Dasmon 2,0,62,0
. Eriviies “ BitDefender Scan Service 2,0,2,0
@ Actispan 4 BitDefender Scheduler Service 2,0,63,0
& Content Fitering “ BitDefender Security for Exchange 2.4.190
& Attachment Fikering @ BitDefender Statistics Service 2,0,60,0
2% Update
4 Product Update

=@ Information
= Register
& Dump Management
&% Virus Report
t

I I

he About window displays information about BitDsfender installed madules and their corresponding versiorns.

’7 Bithefender Help
e

[pone

About

This is where you can see all the BitDefender installed components and their

corresponding versions.
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16. BitDefender Enterprise Manager

BitDefender Enterprise Manager allows for the full automation of routine tasks
(including upgrades and updates), while enabling the administrator to install clients
and execute tasks from anywhere in the network, in a safe and secure manner.

BitDefender introduces a new tool designed to facilitate administrative control over
large networks. BitDefender WMI Scripts v1.1 (Server Add-On) implements tasks
based on WMI (Windows® Management Instrumentation), which can be executed
across the BitDefender Enterprise Manager network. The WMI server add-on is
available with BitDefender Enterprise Manager v2.5.

BitDefender Enterprise Manager has been created with the requirements of today’s
corporations in mind. It considerably reduces administration costs for complex networks.
Excellent protection is achieved while keeping cost per ownership and administrator
workload low.

16.1.

16.2.

The Top Solution for Complex Networks Security

Meet the security needs of large networks

Integrate your BitDefender products into one watertight security solution

Create BitDefender Enterprise Manager clients automatically and remotely
Manage the networked clients, protection tasks and reports

Use WMI controls to stop potentially harmful tasks from running on workstations
Run WMI tasks to remove software and get hardware and system information
Receive real-time security alerts from networked clients

Generate and display detailed reports and statistics

Program the execution of recurring operations

Use the management console to configure the products installed on workstations
Create groups of BitDefender clients for easy administration

Set up an upgrade location within your local network

Stand by and watch as Live! Update upgrades your protection with the latest product
versions and signature files or restores your BitDefender products

Enjoy 24/7 tech support in a variety of languages

Key Features

Easy, Portable Installation. The BitDefender Enterprise Manager Server and Console
don’t need to be installed on one and the same dedicated server machine. Any
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computer running Windows NT4.0/2000/XP/2003 will do. A wizard is available to guide
you through the installation process. BitDefender Enterprise Manager allows for a
centralized multi-platform integrated installation.

All in One Installation Kit. Starting with Enterprise Manager 2.6 there is a single
installation kit containing all components. Now, you can install not only one server
add-on at a time, but all together in one single installation process. There is no need
to first install the BitDefender Local Manager and after that to install a particular server
add-on. At present, a server add-on already contains the BDLM.

Remote Management. The BitDefender Enterprise Management Console can be
installed anywhere in the network. The Console can perform remote server
configuration and client management. Management is available from any network
connected system, drastically reducing incident response time.

Fast, Free Live! Updates. Intelligent update of antivirus protection, without user
intervention. Live! Update can be performed from a local web server, over the Internet,
directly or through a proxy server. The product is able to repair itself if necessary, by
downloading the damaged or missing files from BitDefender servers. BitDefender
license owners benefit from free virus definitions update and free upgrades.

Completely Automated Response to New Virus Outbreaks. BitDefender Enterprise
Manager can be configured to automatically retrieve the newest virus definitions
available on BitDefender servers, deploy them throughout the network, start scan
processes at different preset network levels, delete or repair suspicious or infected
files and generate detailed reports of all network events. These advantages enable
IT Managers to rely on the most complete antivirus protection and on an unprecedented
data security level.

Unlimited Scalable Solution. Management of huge networks, without affecting
product stability or reliability in any way.

Intelligent Alerts. Intelligent alert features warn the system administrator through
Console alerts and/or e-mail about events occurring in the network, such as: virus
detection, failure to run security tasks, etc. In the control panel window, the admin can
immediately spot which stations needs their attention.

Secure Communication. Communications between the various product modules,
clients and server add-ons is achieved through secure channels.

Modular Structure. The product modular design makes it easily adaptable to any
working environment.

24/7 Professional Technical Support. Qualified support representatives and an
online database are available to our customers at no extra cost.
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17. Why BitDefender Enterprise Manager?

BitDefender Enterprise Manager is a scalable, superior solution for the centralized
management of antivirus protection in complex networks. It combines both the
advantages of defining and controlling network security policies, and the advanced
technologies of data filtering in order to cover any major security breach.

Real-time reporting of network attacks, and the ability to evaluate them in a centralized
manner allow for a fast, efficient response. BitDefender Enterprise Manager
considerably reduces administration costs for complex networks, ensuring the most
efficient protection of vital company information.

17.1. BitDefender Enterprise Manager Integration
Advantages

BitDefender Security for Exchange deeply integrates with BitDefender Enterprise
Manager, which allows configuring and monitoring the former from the Enterprise
Management Console.

The additional BitDefender Security for Exchange task templates from the BitDefender
Enterprise Manager interface offer several benefits and advantages:

Configure BitDefender Security for Exchange.
» Allows for the configuration of all BitDefender Security for Exchange settings in a
single step.

» Ensures a uniform BitDefender configuration, according to the pre-established
internal policy, by running the task on all BitDefender Security for Exchange clients.

» Offers the possibility of passing the product management task from the local admin
of the server on to a security products admin.

» Does not require any additional rights when remotely configuring BitDefender Security
for Exchange. Consequently, no modification of the internal right policy is necessary.

Get BitDefender Security for Exchange Statistics.

» Offers general or specific information about the activity of a BitDefender Security
for Exchange client, in a selected time interval. By running the task one time only,
it is possible to acquire information about one or more clients.
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» Monitors the activity of a single client or of all BitDefender Security for Exchange
clients, by generating reports based on the results of this task. The reports can be
generated periodically, printed or exported in HTML format for further information
processing.

» Provides an overview of the global protection of all of the products in the organization.
« Offers the possibility of passing the server security monitoring task from the local
admin of the server on to a security products admin.

Get Servers Status.

« Offers alist of the entire configuration of a BitDefender Security for Exchange client,
which is to be found in the Active Tasks section. By running the task one-time only,
it is possible to acquire information about one or more clients.

» Offers centralized information on all BitDefender Security for Exchange clients, by
generating reports based on the results of this task. The reports can be generated
periodically, printed or exported in HTML format for further information processing.

Scan Exchange Files (BitDefender Security for Exchange).
» Allows scanning the files of Exchange servers on which BitDefender Security for
Exchange clients are installed.

» Ensures additional security and low impact on server activity, by running the task
on all BitDefender Security for Exchange clients during low activity periods, according
to a pre-established internal policy.

» Offers the possibility of passing this security task from the local admin of the server
on to a security products admin.

Update Servers.

» Allows centralized update management for all BitDefender Security for Exchange
clients.

» Keeps BitDefender clients up-to-date, by running the task periodically on all
BitDefender Security for Exchange clients, according to a pre-established policy.

» Ensures low impact on server activity, by updating all BitDefender Security for
Exchange clients during low activity periods.

» Offers the possibility of passing the product updating task from the local admin of
the server on to a security products admin.
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18. Additional Task Templates

BitDefender Security for Exchange deeply integrates with BitDefender Enterprise
Manager, which allows configuring and monitoring the former from the Enterprise
Management Console

Note

6 BitDefender Security for Exchange must be installed on a BitDefender Enterprise
Manager client. This is due to the fact that BitDefender Local Manager must already
be installed on a workstation in order to be able to import the tasks from the BitDefender
products installed on that workstation.

To open the Enterprise Management Console follow this path: Start — Programs —
BitDefender Enterprise Manager — BitDefender Management Console.
Follow the next steps to import the task templates for BitDefender Security for
Exchange:
1. Access the Clients section. Do any of the following:

» Click Clients from the configuration bar.

* On the Clients&Groups menu, click Go to Clients Pane.

* Click the ¥ Open Clients Pane button from the toolbar.
* Use the CTRL+1 shortcut.
2. Select a client on which BitDefender Security for Exchange is installed.

3. Import the task templates for BitDefender Security for Exchange using one of the
following methods:

* On the Clients&Groups menu, point to Clients and then click Import Tasks
Templates from Selected Clients.

» Right-click the selected client and then click Import Tasks Templates from
Selected Clients on the shortcut menu.

The imported task templates will appear in the Tasks Templates section. To access
it, do any of the following:

» Click Tasks from the configuration bar.

* On the Tasks menu, click Go to Tasks Templates Pane.
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Click the ™ Open Task Templates Pane button from the toolbar.
* Use the CTRL+4 shortcut.

4 BitDefender Enterprise Management Console - [192.168.1.3] o [ S|
Fle Tooks Yew Clients&Groups Tasks Alerts Reports Help
=| O 39 BRBDaan @auQ (& bitdefender

- ) Task Templates | [ 4] Active Tasks | [ Scheduled Tasks |

=3 Tasks Templates [ -

BitDefender Enterprise Manager (General)

+# Change the BitDefender Clisnt Computers (BDLM) to a different Enterprise Server
«# Change the Inform Interval of a Client to its parent Enterprise Server

@) et Enterprise Manager Clients Lipdate Settings (Local Manager)

A List installed BitDefender products

| A 5end a messags to dients

@) st Enterprise Manager Clients Update Settings {Local Manager)

BitDefender Security for Windows Servers

o Configure BitDefender Security For Exchange (2003)

i) Get BitDeFender Security for Exchange (2003) Statistics
(£ Get Servers Status

(& Scan Exchange Files (BitDefender Security for Exchange)
@ Update Servers

console

WMI Tasks

«# Checking Scripting Enviranment
+# Enumerats Available Disk Space
«# Enumerate Computer Processes
+# Enumerats Computer Starkup Infarmation

Management

« Enumerate Computer Startup Programs
& Enumerats Computer Lsers Ll

46 task bemplates.

Additional Task Templates

This is where you can see the available task templates for all BitDefender clients.
Double-click a task template to launch the wizard that will help you configure a task.

The additional task templates for BitDefender Security for Exchange are listed under
the BitDefender Security for Windows Servers heading. The following additional
task templates are available:

* « Configure BitDefender Security for Exchange - to configure the BitDefender
Security for Exchange products installed on one or more servers.

1) Get BitDefender Security for Exchange Statistics - to obtain statistics about the
activity of the BitDefender Security for Exchange products installed on one or more
servers.

* (£ Get Servers Status - to obtain information about the status of the BitDefender
products installed on one or more servers.
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* (£ Scan Exchange Files (BitDefender Security for Exchange) - to scan the files of
the Exchange Servers on which BitDefender Security for Exchange is installed.

‘@ Update Servers - to update the BitDefender products installed on one or more
servers.

18.1. Configure BitDefender Security for Exchange

In order to configure the BitDefender Security for Exchange products installed on

one or more clients, double-click # Configure BitDefender Security for Exchange
(in the Task Templates pane). This will launch the wizard which will guide you through
the task configuration process:

18.1.1. Step 1/5 - Welcome to BitDefender Task Wizard

=
Enterprise

anager

‘Welcome to the BitDefender Task wizard,
This wizard will help you create and schedule
different tasks, and deploy them on the
client computers,

Click Wext ko continue,

Cancel

< Back

Welcome

Click Next to continue or Cancel to quit the configuration.
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18.1.2. Step 2/5 - Select Task Options

BitDefender Enterprise Task Wizard x|
Select the task options. T T
wizard

Antispam
Content Filtsring
Attachment Fitering

™ 5ave settings as default

< Back I [ext = I Cancel

Select the task options

Here you can configure all BitDefender Security for Exchange options.
The configuration options are grouped into 7 main categories: Monitoring, Antivirus,
Antispam, Content Filtering, Attachment Filtering, Update and General.

Note

6 Click the box labeled "+" to open a category or click the one labeled "-" to close it.
You may notice that some options cannot be opened although the "+" sign appears
next to them. This is due to the fact that these options have not been selected yet. You

will notice that once selected, such options can be opened.

Monitoring
Check Monitoring in order to set up the configuration options for the mail and net
send notification services, BitDefender log file and quarantine folder. These options

appear in the Monitoring module.

The following options are available:

» Alerts - to configure the mail and net send notification services.
+ Mail Alerts - to configure the mail notification service.

» Enable - enables the mail notification service.
» Mail server - allows specifying the settings required to send mail alerts.
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Click SMTP Server and provide the IP address of the SMTP server that your
network uses to send messages. Click From address and specify the e-mail
address that will appear in the sender field.

» Global alert receivers - click this link to specify the e-mail addresses of the
global receivers of the mail alerts. The e-mail addresses must be separated by
a semicolon (";"). They will appear between angle brackets.

» Net Send Alerts - to configure the net send notification service.
» Enable - enables the net send notification service.

» List of computer names - click this link to specify the computer names to
which the net send alerts will always be sent. The names must be separated
by a semicolon (";"). They will appear between angle brackets.

* Log - to configure the options for the BitDefender log file.
» Enable - enables file logging.
» Change location - to change the location where the log file is saved. Click this
link and provide the path to the folder where the log files should be saved. The
new location will appear between angle brackets.

* Quarantine - to set the locations of the quarantine folders.

To specify the Antivirus, Antispam, Content Filtering or Attachment Filtering
quarantine location, click the corresponding link and provide the path to the
quarantine folder. The new location will appear between the angle brackets.

Antivirus

Check Antivirus in order to configure the Antivirus module.

The scanning options are grouped into two categories:

* Real time antivirus scan

* On-demand antivirus scan

Real-time Antivirus Scanning Settings
To configure the options for the real-time protection check Real time antivirus scan.
To enable real-time antivirus scanning check Enable.
You can specify the scanning option for the default rule:

» Scan - the messages to which the default rule applies will be scanned according
to the antivirus scanning options specified by the rule.
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» Do not scan - the messages to which the default rule applies will not be scanned
using antivirus scanning options.

Note

The scanning option specified here will not apply to messages for which specific scanning
policies have been created.

Check First / Second action if virus found to specify the action to be taken on
infected messages. You must choose one of the following actions:

Action Description

Disinfect The infected message is disinfected.

You can choose a second action to be taken on the
infected messages if disinfection fails. The second action
options are delete, quarantine, deliver mail (as defined

below).
Delete mail The infected message is deleted.
Replace The infected object (mail body / attachment) is replaced

with a specified text.

Quarantine and replace  The infected object (mail body / attachment) is moved
to the quarantine folder and its content is replaced with
a specified text.

Deliver The infected message is delivered in full to its receivers.

Check Notifications to specify the notification options. To notify users about infected
messages or messages that could not be scanned check the corresponding options.

Check Advanced to configure some advanced settings for the real-time protection.
The following options are available:

» Background scanning - to enable background scanning.

* Proactive scanning - to enable proactive scanning.

» Transport scanning - to enable transport scanning.

Note
6 Available only on Microsoft Exchange Server 2003!

» Scan rich text format - to scan the body messages in RTF (Rich Text Format).
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» Scan plain text - to scan body messages in plain text format.
» Scan timeout - to specify the maximum time allocated to scan an object.

* Number of threads - to specify the maximum number of threads to be used. The
recommended number can be computed this way: 2*number of CPU+1.

* Maximum archive depth to scan - to specify the maximum archive depth to scan.
The recommended depth is 16.
On-demand Antivirus Scanning Settings
To configure the options for the on-demand scan check On-demand antivirus scan.

Check Mailbox settings to specify the items to be scanned. You can choose:

» Scan all - to scan all mailboxes and public folders of the Exchange server.
» Custom scan - to scan only the specified mailboxes and public folders. Double-click
List of mailboxes / List of public folders and add a new item to be scanned.

Check First / Second action if virus found to specify the action to be taken on
infected messages. You must choose one of the following actions:

Action Description

Disinfect The infected message is disinfected.

You can choose a second action to be taken on the
infected messages if disinfection fails. The second action
options are delete, quarantine, deliver mail (as defined

below).
Delete mail The infected message is deleted.
Quarantine mail The infected object (mail body / attachment) is moved

to the quarantine folder and its content is replaced with
a specified text.

Deliver mail The infected message is delivered in full to its receivers.

Check Notifications to configure the notification options. The following options are
available:

* Log start/end of on-demand scan - to record the start and the end of the scanning
process in the log file.
» Generate scan report - to generate a report on the on-demand scan.
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Click Scan report location and provide the path to the folder where the report file
should be saved. The default location of the report file is: c:\Program
Files\Softwin\BitDefender Security for Exchange\Reports.

You can choose the format of the report file from the menu. The report can be
generated in HTML, text or CSV format.

If you only want the infected / suspect files to be logged in the report, check the
corresponding option.

Antispam

Check Antispam in order to configure the Antispam module.

To enable the Antispam module, check Enable.

You can specify the filtering option of the default rule:

» Scan - the messages to which the default rule applies will be scanned according
to the antispam filtering options specified by the rule.

* Do not scan - the messages to which the default rule applies will not be scanned
using antispam filtering options.

Note

The filtering option specified here will not apply to messages for which specific filtering
policies have been created.

Several antispam filtering settings can be configured for the default rule. Check an
option in order to configure the settings corresponding to the respective category:

» Antispam engines - to specify which antispam engines to use to filter the messages
to which the default rule applies.

To enable the multi filter, check Enable muilti filter and then the components you
want to be enabled.

To enable the Image filter, the URL filter, the NeuNet (Heuristic) filter or the
Pre-trained Bayesian filter, check Advanced filters and then the filter you want to
be enabled.

» Actions - to specify the action options for the default rule.

You can specify the threshold level by selecting Threshold and then providing the
desired value in the edit field. If you do not want to set a threshold, just select Let
BitDefender decide spam status and BitDefender will decide by itself which
messages are spam.

The following actions are available on the Action list:
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Action Description

Deliver mail Spam messages are delivered in full to their receivers.

Delete mail Spam messages are deleted.

Quarantine Spam messages are moved to the quarantine folder.

Redirect Spam messages are redirected to a specified e-mail
address.

You must specify the e-mail address where the spam
messages will be delivered in the Mail address to
redirect field. If you want to provide more than one

address, separate them by a semi-colon ";

If the field is empty or the e-mail address is invalid the
messages will not be redirected.

Reject Spam messages are rejected with a 550 SMTP error
code.

In order to help you process spam messages, several additional actions are available:

Action Description

Modify subject of spam The subject of the messages detected as spam is
modified.

You can modify the subject pattern. We recommend
you to use one of these patterns:

e [SPAM]S{subject} [SPAM] - to add [spaM] before
and after the subject.

This is the default subject pattern.
* [spaM] - to replace the subject with [spPam].

* [$score% SPAM]S$subject-toadd [x spam] before
the subject, where x represents the spam score.

Add mail header An e-mail header is added to the messages detected
as spam.

Provide the header name and the spam and non-spam
values in the corresponding fields.

By default, the spam and non-spam values are
${status} (${score}). This means thatfora spam
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Action Description

message the header will be Name: Yes (x), while for
a legitimate message the header will be Name : No (x),
where x represents the spam score received by the
message.

Save to folder Spam messages are saved to a specified folder.
Provide the folder location in the Path field.
Archive to account Spam messages are archived to a specified account.

Provide the e-mail archive address in the edit field. A
Bcc containing the address will be added to the
detected messages.

* Enable White/Black lists - to enable/disable the White List and the Black List
configured for the default rule.

» Bayesian filter - to configure the Bayesian filter for the default rule.

Check Enable if you want the messages to which the default rule applies to be
analyzed by the Bayesian filter.

Click Ham folder / Spam folder to specify the folders that contain the legitimate
and the spam messages, respectively, on which the filter will be trained. To set the
training time interval, click Training interval and indicate how frequently the filter
should be trained, in minutes.

» Advanced settings - to specify which global filters to use to filter the messages to
which the default rule applies.

Check the global filters you want to use to filter the messages to which the default
rule applies.

If BitDefender protects a Microsoft Exchange Server 2003 client, you can choose
to check authenticated connections by selecting the corresponding option.

» First action when a virus is found - select from the list the first action to be taken
on infected objects:

Ignore Ignore infected objects. No action taken.
Disinfect Disinfect infected objects.
Delete Delete infected objects.
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First action Description

Move to Quarantine Isolate infected objects in the quarantine zone.

* Second action to take when first fails - select from the list the second action to
be taken on infected files:

First action Description

Ignore Ignore infected objects. No action taken.

Delete Delete infected objects.

Move to Quarantine Isolate infected objects in the quarantine zone.
Note

This option is enabled only if the first action selected is Disinfect.

* Quarantine folder - type in the path to the quarantine area. This is required if the
isolation of the infected objects in the quarantine area was selected.

Content Filtering

Check Content Filtering in order to configure the options of the Content Filtering
module.

To enable the Content Filtering module, check Enable.

You can specify the filtering option of the default rule:

» Scan - the messages to which the default rule applies will be scanned according
to the content filtering options specified by the rule.

* Do not scan - the messages to which the default rule applies will not be scanned
using content filtering options.

Note

The filtering option specified here will not apply to messages for which specific filtering
policies have been created.

Attachment Filtering

Check Attachment Filtering in order to configure the options of the Attachment
Filtering module.
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To enable the Attachment Filtering module, check Enable.

You can specify the filtering option of the default rule:

* Scan - the messages to which the default rule applies will be scanned according
to the attachment filtering options specified by the rule.

» Do not scan - the messages to which the default rule applies will not be scanned
using attachment filtering options.

Note

The filtering option specified here will not apply to messages for which specific filtering
policies have been created.

Update

Check Update in order to configure the update options.

The update options are grouped into two categories:

» Settings
* Product Update

Settings
Check Settings to configure the automatic update options.

The following options are available:

» Schedule - check this option to specify when to perform updates. You can configure
the following options:

* Enable automatic update - enables the automatic update. This means
BitDefender will be updated automatically, on a regular basis.

+ Automatic update interval - click this link and specify the number of hours
between two consecutive checks for updates. The automatic update interval will
appear between angle brackets.

+ Enable Update Pushing - enables Update Pushing. If this option is enabled, the
update process will be triggered by special "Update Announcement Messages"
sent by BitDefender.

» Settings - check this option to configure the update locations. You can configure
the following options:
» Allow insecure updates - allows updating BitDefender from local mirrors.
+ First update location - allows configuring a primary update location. If you are
connected to a local network that has BitDefender virus and spyware signatures
placed locally, you can change the location of the updates here.
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To specify the update location, click Update location and provide the address
of the wupdate server. The official BitDefender update location is:
upgrade.bitdefender.com.

In case the company uses a proxy server to connect to Internet, check Use proxy.
The following settings must be specified:

1. Server - type in the IP of the proxy server.

2. Port - type in the port the server uses to connect to the proxy server.

3. Username - type in a user name recognized by the proxy.

4. Password - type in the valid password of the previously specified user.
Second update location - allows configuring an alternative update location. It
is possible to configure the same settings as for the first update location.

» Notifications - check this option to specify which update events to be alerted about,

based on the product notification settings. You can check Update information to
alert receivers about a successful update or if no update is available or Update
error to alert receivers if an error occurred during the update process.

Product Update

Check Product Update and then Notify when product update available if you want
to alert certain receivers when product updates are available, based on the product
notification settings.

General

Check General in order to set up general options.

The following options are available:

Register - to register the product. You must provide the license key in the
Registration key field.

Dump Management - to configure dump management settings.

To submit for analysis dumps created during BitDefender crashes, check | agree
to submit dumps to the BitDefender Lab and provide your address in the Mail
address of dump sender.

Virus Report - to configure real-time virus reporting.

To send reports about viruses and spyware found on the local computers, check
Enable and select from the list the country you live in.

Check Save settings as default if you want to keep the same configuration for future
tasks.
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Click Next.

18.1.3. Step 3/5 - Select Target Computers

BitDefender Enterprise Task Wizard x|

Select the target computers. TaSk
( wizard

g ERCH

% TF you assign a scheduled bask £0 a particular group, it will apply to all computers in that
group, including thoss you add after sssigning the task.

< Back I Mext > I Cancel

Target Computers

All clients and client groups are displayed here.

Note
6 Double-click a group to see the clients it contains.

You can choose to run the task on one or several clients or client groups. Check the
clients and/or the client groups on which this task will run.

Note
If you schedule a task to run on an entire client group, the task will run on all the clients
of that group, including those added at a later time.

Once you have selected the target workstations, click Next.
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18.1.4. Step 4/5 - Set Task Schedule

BitDefender Enterprise Task Wizard x|

Run the task immediately or schedule it for later. ( T

wizard
Perform task.
( © Immediately & scheduled for later |
Enter the task name: Run the task:
[Exchange Server [one tme only |
Enter the task description: Skart date:
Configure BitDefendsr Security | & 4/2007 =l

for Exchange (2003)
Start time:
7.06:14 PM

L

[V T the client is offline, run the task when the client is online:

< Back I [ext = I Cancel |

Task Schedule

First, provide the task name and, optionally, the task description in the corresponding
fields.

Then, choose the task type. You can opt for an immediate or a scheduled task.
For an immediate task, select Immediately.

For a scheduled task, select Scheduled for later and set the task schedule. The
following fields must be configured:

* Run the task - specify when the task should run. The following options are available
on the list:
* One time only - to run the task only once at a specified moment.
» Every hour - to run the task every hour.
» Every 6 hours - to run the task every 6 hours.
» Every 12 hours - to run the task every 12 hours.
» Every day - to run the task daily.
» Every two days (48 hours) - to run the task every 2 days.
« Every three days (72 hours) - to run the task every 3 days.
* Weekly - to run the task weekly.
* Monthly - to run the task monthly.

» Start date - provide the start date in the edit field or click the arrow to select it from
a calendar.
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Note
6 The date format is month/day/year.

+ Start time - provide the task launch time in the edit field or use the corresponding
arrows to modify it.

Important

The task may fail if the target workstation is offline. To prevent this, check If a client is
offline, run the task when the client is online.

Once you have specified all the information click Next to view a summary of the task.

18.1.5. Step 5/5 - Review Settings

Finalize Settings x|
Click Finish to create the task. Task t
wizard
Task Propertiss:
Task will run: |une time only
Task Kame: |Exchange Server
Task Description: | Configure BitDefender Security far Exch
Start Date: [Manday, June 04, 2007
Start Time: [13:06:14 [Server Time]
< Back | Finish | Cancel

Summary

The last window of the wizard contains all the information regarding the task. You can
make any changes by returning to the previous steps (Back). If you do not want to
make any changes, click Finish.

Depending on the run time you have selected, the task will appear either in the Active
Tasks section, if it is an immediate task or in the Scheduled Tasks section, if it is a
scheduled task.
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18.2. Get BitDefender Security for Exchange Statistics

In order to obtain statistics about the activity of the BitDefender Security for Exchange

products installed on one or more clients, double-click ‘4 Get BitDefender Security
for Exchange Statistics (in the Task Templates pane). This will launch the wizard
which will guide you through the task configuration process:

18.2.1. Step 1/5 - Welcome to BitDefender Task Wizard

=l
Enterprise

anager

‘Welcome to the BitDefender Task wizard,
This wizard will help you create and schedule
different tasks, and deploy them on the
client computers,

Click Wext ko continue,

Cancel

< Back

Welcome

Click Next to continue or Cancel to quit the configuration.

227



BitDefender Security for Exchange
Additional Task Templates

18.2.2. Step 2/5 - Select Task Options

BitDefender Enterprise Task Wizard x|
Select the task options. Task T
wizard

Summary

Ankivirus

Antispam

Content Filtsring

Summary

Top ¥olume Senders
[ Today
[ 7Days
30 Days

i Total
w-[7] 1Y ers

Attachment Filkering

m-E-E-E
FRIEEE]

™ 5ave settings as default

< Back I [ext = I Cancel

Task Options

To get statistics on the product activity follow the next steps:

1. Choose what kind of statistics you want to obtain (Summary, Antivirus, Antispam,
Content Filtering and / or Attachment Filtering).

2. Choose what type of statistics to obtain for each selected category.

For example, if you have selected only the Content Filtering category, you can
choose Summary, Top Volume Senders and / or Top Volume Receivers.

3. Choose the time interval on which the statistics are generated (Today, 7 Days, 30
Days and / or Total).

Click Next.

Note

In order to see the results of this task, you must create a report from the BitDefender
Enterprise Manager console. The statistics will be presented in a graphic mode.
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18.2.3. Step 3/5 - Select Target Computers

BitDefender Enterprise Task Wizard x|
Select the target computers. Task T
wizard

2\ IF you assign a scheduled kask to a particular graup, it wil apply to all computers in that
group, including those you add after assigning the task.

< Back I [ext = I Cancel

Target Computers

All clients and client groups are displayed here.

Note
6 Double-click a group to see the clients it contains.

You can choose to run the task on one or several clients or client groups. Check the
clients and/or the client groups on which this task will run.

Note
If you schedule a task to run on an entire client group, the task will run on all the clients
of that group, including those added at a later time.

Once you have selected the target workstations, click Next.
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18.2.4. Step 4/5 - Set Task Schedule

BitDefender Enterprise Task Wizard x|

Run the task immediately or schedule it for later. ( T

wizard
Perform task
( © Immediately & scheduled for later |
Enter the task name: Run the task:
[Exchange Server [weekly |
Enter the task description: Skart date:
Get BitDsfender Security For | &1 72007 =l

Exchange (2003) Statistics
Start time:
7.07:33 PM

L

[ If the client is offline, run the task when the client is online:

< Back I [ext = I Cancel |

Task Schedule

First, provide the task name and, optionally, the task description in the corresponding
fields.

Then, choose the task type. You can opt for an immediate or a scheduled task.
For an immediate task, select Immediately.

For a scheduled task, select Scheduled for later and set the task schedule. The
following fields must be configured:

* Run the task - specify when the task should run. The following options are available
on the list:
* One time only - to run the task only once at a specified moment.
» Every hour - to run the task every hour.
» Every 6 hours - to run the task every 6 hours.
» Every 12 hours - to run the task every 12 hours.
» Every day - to run the task daily.
» Every two days (48 hours) - to run the task every 2 days.
« Every three days (72 hours) - to run the task every 3 days.
* Weekly - to run the task weekly.
* Monthly - to run the task monthly.

» Start date - provide the start date in the edit field or click the arrow to select it from
a calendar.
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Note
6 The date format is month/day/year.

+ Start time - provide the task launch time in the edit field or use the corresponding
arrows to modify it.

Important

The task may fail if the target workstation is offline. To prevent this, check If a client is
offline, run the task when the client is online.

Once you have specified all the information click Next to view a summary of the task.

18.2.5. Step 5/5 - Review Settings

Finalize Settings x|
Click Finish to create the task. Task t
wizard
Task Propertiss:
Task will run: |weekly
Task Kame: |Exchange Server
Task Description: | Get. BitDefender Security for Exchange {
Start Date: [Thursday, Juns 07, 2007
Start Time: [19:07:33 [Server Time]
< Back | Finish | Cancel

Summary

The last window of the wizard contains all the information regarding the task. You can
make any changes by returning to the previous steps (Back). If you do not want to
make any changes, click Finish.

Depending on the run time you have selected, the task will appear either in the Active
Tasks section, if it is an immediate task or in the Scheduled Tasks section, if it is a
scheduled task.
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18.3. Get Servers Status

In order to obtain the status of the BitDefender server products installed on one or

more clients, double-click & Get Servers Status (in the Task Templates pane). This
will launch the wizard which will guide you through the task configuration process:

18.3.1. Step 1/5 - Welcome to BitDefender Task Wizard

=l
Enterprise

anager

‘Welcome to the BitDefender Task wizard,
This wizard will help you create and schedule
different tasks, and deploy them on the
client computers,

Click Wext ko continue,

Cancel

< Back

Welcome

Click Next to continue or Cancel to quit the configuration.
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18.3.2. Step 2/5 - Select Task Options

BitDefender Enterprise Task Wizard

Select the task options.

[¥ 5ave settings as default

Task Options
Click Next.
18.3.3. Step 3/5 - Select Target Computers
|
Select the target computers. i
( w:za:d

B
g EXCH

% TF you assign a scheduled bask £0 a particular group, it will apply to all computers in that
group, including those you add after assigning the task.

Target Computers

All clients and client groups are displayed here.
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Note
6 Double-click a group to see the clients it contains.

You can choose to run the task on one or several clients or client groups. Check the
clients and/or the client groups on which this task will run.

Note
If you schedule a task to run on an entire client group, the task will run on all the clients
of that group, including those added at a later time.

Once you have selected the target workstations, click Next.

18.3.4. Step 4/5 - Set Task Schedule

BitDefender Enterprise Task Wizard x|
Run the task immediately or schedule it for later. .
wizard
Perform task
’V " Immediately * scheduled for later |
Enter the task name: Run the task:
[Wail server 1 [weekty |
Enter the task description: Start date:
Get Servers Status [ & spz007 =
Start time:
5:26:47 PM =
[ 1F the clisnt is offline, run the task when the client is online:
< Back: I Mext > I Cancel |

Task Schedule

First, provide the task name and, optionally, the task description in the corresponding
fields.

Then, choose the task type. You can opt for an immediate or a scheduled task.

For an immediate task, select Immediately.

For a scheduled task, select Scheduled for later and set the task schedule. The
following fields must be configured:

* Run the task - specify when the task should run. The following options are available

on the list:
* One time only - to run the task only once at a specified moment.
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» Every hour - to run the task every hour.

» Every 6 hours - to run the task every 6 hours.

» Every 12 hours - to run the task every 12 hours.

* Every day - to run the task daily.

» Every two days (48 hours) - to run the task every 2 days.

» Every three days (72 hours) - to run the task every 3 days.
* Weekly - to run the task weekly.

* Monthly - to run the task monthly.

» Start date - provide the start date in the edit field or click the arrow to select it from
a calendar.

Note
6 The date format is month/day/year.

+ Start time - provide the task launch time in the edit field or use the corresponding
arrows to modify it.

Important

The task may fail if the target workstation is offline. To prevent this, check If a client is
offline, run the task when the client is online.

Once you have specified all the information click Next to view a summary of the task.
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18.3.5. Step 5/5 - Review Settings

i
Click Finish to create the task. Task t
wizard

Task Properties:

Task will run: |weekly

Task Name: |Mail Server 1

Task Description: | Gek Serwers Status

Start Dats: | Tuesday, June 05, 2007

Start Tirme: | 17:26:47 [Server Time]

< Back Cancel

Summary

The last window of the wizard contains all the information regarding the task. You can
make any changes by returning to the previous steps (Back). If you do not want to
make any changes, click Finish.

Depending on the run time you have selected, the task will appear either in the Active
Tasks section, if it is an immediate task or in the Scheduled Tasks section, if it is a
scheduled task.

18.4. Scan Exchange Files (BitDefender Security for
Exchange)

In order to scan the Exchange files of one or more Exchange servers clients having

BitDefender Security for Exchange installed, double-click & Scan Exchange Files
(BitDefender Security for Exchange) (in the Task Templates pane). This will launch
the wizard which will guide you through the task configuration process:
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18.4.1. Step 1/5 - Welcome to BitDefender Task Wizard

BitDefender Enterprise Task Wizard x|

Enterprise

anager

‘Welcome to the BitDefender Task wizard,
This Il help you create and schedule
, and deploy them on the

Welcome

Click Next to continue or Cancel to quit the configuration.

18.4.2. Step 2/5 - Select Task Options

x|
|

Select the task options. Task
( wizard

Start Antivirus On-Demand Scan - BitDefender Security for Exchange 2000/2003

v Bave settings as defaults

Task Options

Click Next.
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18.4.3. Step 3/5 - Select Target Computers

BitDefender Enterprise Task Wizard x|
Select the target computers. Task T
wizard

2\ IF you assign a scheduled kask to a particular graup, it wil apply to all computers in that
group, including those you add after assigning the task.

< Back I [ext = I Cancel

Target Computers

All clients and client groups are displayed here.

Note
6 Double-click a group to see the clients it contains.

You can choose to run the task on one or several clients or client groups. Check the
clients and/or the client groups on which this task will run.

Note
If you schedule a task to run on an entire client group, the task will run on all the clients
of that group, including those added at a later time.

Once you have selected the target workstations, click Next.
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18.4.4. Step 4/5 - Set Task Schedule

BitDefender Enterprise Task Wizard x|

Run the task immediately or schedule it for later. (

"Perfurm task

© Immediately & scheduled for later |
Enter the task name: Run the task:
Exchange Server
Enter the task description: Skart date:
Scan Exchangs Files (BitDefender | & 3/2007 =l
Security For Exchange)
Skark time:
7:09:19 PM =

[ If the client is offline, run the task when the client is online:

< Back I [ext = I Cancel |

Task Schedule

First, provide the task name and, optionally, the task description in the corresponding
fields.

Then, choose the task type. You can opt for an immediate or a scheduled task.
For an immediate task, select Immediately.

For a scheduled task, select Scheduled for later and set the task schedule. The
following fields must be configured:

* Run the task - specify when the task should run. The following options are available
on the list:
* One time only - to run the task only once at a specified moment.
» Every hour - to run the task every hour.
» Every 6 hours - to run the task every 6 hours.
» Every 12 hours - to run the task every 12 hours.
» Every day - to run the task daily.
» Every two days (48 hours) - to run the task every 2 days.
« Every three days (72 hours) - to run the task every 3 days.
* Weekly - to run the task weekly.
* Monthly - to run the task monthly.

» Start date - provide the start date in the edit field or click the arrow to select it from
a calendar.
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Note
6 The date format is month/day/year.

+ Start time - provide the task launch time in the edit field or use the corresponding
arrows to modify it.

Important

The task may fail if the target workstation is offline. To prevent this, check If a client is
offline, run the task when the client is online.

Once you have specified all the information click Next to view a summary of the task.

18.4.5. Step 5/5 - Review Settings

Finalize Settings x|
Click Finish to create the task. Task t
wizard
Task Propertiss:
Task will run: |da||y
Task Kame: |Exchange Server
Task Description: | Scan Exchange Files (BitDefender Securi
Start Date: [Sunday, June 03, 2007
Start Time: [15:09:13 [Server Time]
< Back | Finish | Cancel

Summary

The last window of the wizard contains all the information regarding the task. You can
make any changes by returning to the previous steps (Back). If you do not want to
make any changes, click Finish.

Depending on the run time you have selected, the task will appear either in the Active
Tasks section, if it is an immediate task or in the Scheduled Tasks section, if it is a
scheduled task.
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18.5. Update Servers

In order to update the BitDefender server products installed on one or more clients,

double-click @ Update Servers (in the Task Templates pane). This will launch the
wizard which will guide you through the task configuration process:

18.5.1. Step 1/5 - Welcome to BitDefender Task Wizard

Enterprise

anager

BitDefender Enterprise Task Wizard

‘Welcome to the BitDefender Task wizard,
This wizard will help you create and schedule
different tasks, and deploy them on the
client computers,

Click Wext ko continue,

X

< Back Cancel

Welcome

Click Next to continue or Cancel to quit the configuration.
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18.5.2. Step 2/5 - Select Task Options

BitDefender Enterprise Task Wizard x|
Select the task options. T
wizard
Update BitDeFender
¥ Save settings as defauit
< Back [ext = [«
Task Options
Click Next.
18.5.3. Step 3/5 - Select Target Computers
x|
Select the target computers. i
w:za:d

B
g EXCH

% TF you assign a scheduled bask £0 a particular group, it will apply to all computers in that
group, including those you add after assigning the task.

Target Computers

All clients and client groups are displayed here.
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Note
6 Double-click a group to see the clients it contains.

You can choose to run the task on one or several clients or client groups. Check the
clients and/or the client groups on which this task will run.

Note

If you schedule a task to run on an entire client group, the task will run on all the clients
of that group, including those added at a later time.

Once you have selected the target workstations, click Next.

18.5.4. Step 4/5 - Set Task Schedule

BitDefender Enterprise Task Wizard x|

Run the task immediately or schedule it for later. (

Perform task.
’V " Immediately * scheduled for later |

Enter the task name: Run the task:

Mail Server 1
Enter the kask description: Start date:
Update servers [ & agz007 =
Skark time:

5:28:14 PM =
[ 1F the clisnt is offline, run the task when the client is online

< Back: I Mext > I Cancel |

Task Schedule

First, provide the task name and, optionally, the task description in the corresponding
fields.

Then, choose the task type. You can opt for an immediate or a scheduled task.

For an immediate task, select Immediately.

For a scheduled task, select Scheduled for later and set the task schedule. The
following fields must be configured:

* Run the task - specify when the task should run. The following options are available
on the list:
* One time only - to run the task only once at a specified moment.
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» Every hour - to run the task every hour.

» Every 6 hours - to run the task every 6 hours.

» Every 12 hours - to run the task every 12 hours.

* Every day - to run the task daily.

» Every two days (48 hours) - to run the task every 2 days.

» Every three days (72 hours) - to run the task every 3 days.
* Weekly - to run the task weekly.

* Monthly - to run the task monthly.

» Start date - provide the start date in the edit field or click the arrow to select it from
a calendar.

Note
6 The date format is month/day/year.

+ Start time - provide the task launch time in the edit field or use the corresponding
arrows to modify it.

Important

The task may fail if the target workstation is offline. To prevent this, check If a client is
offline, run the task when the client is online.

Once you have specified all the information click Next to view a summary of the task.
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18.5.5. Step 5/5 - Review Settings

Finalize Settings x|
Click Finish to create the task. t
wizard
Task Properties:
Task will run: |daily
Task Name: |Mail Server 1
Task Description: | Update Servers
Start Dats: |sunday, June 03, 2007
Start Time: [17:28:14 [Server Time]
< Back Cancel
Summary

The last window of the wizard contains all the information regarding the task. You can
make any changes by returning to the previous steps (Back). If you do not want to

make any changes, click Finish.

Depending on the run time you have selected, the task will appear either in the Active
Tasks section, if it is an immediate task or in the Scheduled Tasks section, if it is a

scheduled task.
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19. Support
19.1. Support Department

As a valued provider, BitDefender strives to provide its customers with an unparalleled
level of fast and accurate support. The Support Center (which you can contact at the
address provided below) continually keeps up with the latest threats. This is where all
of your questions are answered in a timely manner.

With BitDefender, dedication to saving customers’ time and money by providing the
most advanced products at the fairest prices has always been a top priority. Moreover,
we believe that a successful business is based on good communication and
commitment to excellence in customer support.

You are welcome to ask for support at <support@bitdefender.com> at any time. For
a prompt response, please include in your email as many details as you can about
your BitDefender, your system and describe the problem you have encountered as
accurately as possible.

19.2. On-line Help
19.2.1. BitDefender Knowledge Base

The BitDefender Knowledge Base is an online repository of information about the
BitDefender products. It stores, in an easily accessible format, reports on the results
of the ongoing technical support and bugfixing activities of the BitDefender support
and development teams, along with more general articles about virus prevention, the
management of BitDefender solutions with detailed explanations, and many other
articles.

The BitDefender Knowledge Base is open to the public and freely searchable. The
extensive information it contains is yet another means of providing BitDefender
customers with the technical knowledge and insight they need. All valid requests for
information or bug reports coming from BitDefender clients eventually find their way
into the BitDefender Knowledge Base, as bugfix reports, workaround cheatsheets or
informational articles to supplement product helpfiles.

The BitDefender Knowledge Base is available any time at http://kb.bitdefender.com.
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19.3. Contact Information

Efficient communication is the key to a successful business. During the past 10 years
SOFTWIN has established an unquestionable reputation by constantly striving for
better communication so as to exceed the expectations of our clients and partners.
Should you have any questions, do not hesitate to contact us.

19.3.1. Web Addresses

Sales department: <sales@bitdefender.com>

Technical support: <support@bitdefender.com>
Documentation: <documentation@bitdefender.com>
Partner Program: <partners@bitdefender.com>
Marketing: <marketing@bitdefender.com>

Media Relations: <prebitdefender.com>

Job Opportunities: <jobs@bitdefender.com>

Virus Submissions: <virus_submission@bitdefender.com>
Spam Submissions: <spam_submission@bitdefender.com>
Report Abuse: <abuse@bitdefender.com>

Product web site: http://www.bitdefender.com

Product ftp archives: ftp://ftp.bitdefender.com/pub

Local distributors: http://www.bitdefender.com/partner_list
BitDefender Knowledge Base: http://kb.bitdefender.com

19.3.2. Branch Offices

The BitDefender offices are ready to respond to any inquiries regarding their areas of
operation, both in commercial and in general matters. Their respective addresses and
contacts are listed below.

Germany

Softwin GmbH

Headquarter Western Europe
Karlsdorferstrasse 56

88069 Tettnang

Germany

Tel: +49 7542 9444 44

Fax: +49 7542 9444 99

Email: <info@bitdefender.com>
Sales: <sales@bitdefender.com>
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Web: http://www.bitdefender.com
Technical Support: <support@bitdefender.com>

UK and Ireland

One Victoria Square

Birmingham

B11BD

Tel: +44 207 153 9959

Fax: +44 845 130 5069

Email: <info@bitdefender.com>

Sales: <sales@bitdefender.com>

Web: http://www.bitdefender.co.uk

Technical support: <support@bitdefender.com>

Spain

Constelacion Negocial, S.L

C/ Balmes 195, 2a planta, 08006

Barcelona

Soporte técnico: <soporte@bitdefender-es.com>
Ventas: <comercial@bitdefender-es.com>

Phone: +34 932189615

Fax: +34 932179128

Sitio web del producto: http://www.bitdefender-es.com

US.A

BitDefender, LLC

6301 NW 5th Way, Suite 3500

Fort Lauderdale, Florida 33309

Technical support: <support@bitdefender.com>
Customer Service: 954-776-6262

Web: http://www.bitdefender.com

Romania

SOFTWIN

5th Fabrica de Glucoza St.

PO BOX 52-93

Bucharest

Technical support: <suport@bitdefender.ro>
Sales: <sales@bitdefender.ro>
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Phone: +40 21 2330780
Fax: +40 21 2330763
Product web site: http://www.bitdefender.ro
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